
Introduction to 
Modern Cryptography

2nd lecture:

Perfectly-Secure Encryption

some of these slides are copied from the
University College London MSc InfoSec 2010 course given by Jens Groth
Thank you very much!



Finite Sets
• Sets	

 	

 A = {1,2}	

   B = {1,2,3,4}	

 C = {4}

• Empty set	

 	

 	

 	

 	

 ∅ = {}

• Subsets/supersets	

 	

 A ⊆ B , B ⊇ C

• Intersection	

	

 	

 	

 	

 A∩B = {1,2}

• Disjoint sets	

  	

 	

 	

 A∩C = ∅

• Union	

	

 	

 	

 	

 	

 	

 A∪C = {1,2,4}

• Relative complement	

 B \ A = {3,4}

• Cartesian product 	

 	

 A×C = {(1,4),(2,4)}

• Cardinality	

 	

 	

 	

 	

 |A| = 2, |∅| = 0

• Rules	

 	

 	

 	

 	

 	

 	

 |A∪B| = |A|+|B|-|A∩B|



Probability Theory

• Sample space, e.g. 	

 Ω = {a,b,…,z}

• Probability mass function:  Pr: Ω → [0,1]

• Pr[a] + Pr[b] + … + Pr[z] = 1

• Event 	

	

 	

 A⊆Ω

• Pr[A] = ∑x∈A Pr[x]

• Pr[∅] = 0	

 	

 Pr[Ω] = 1

• 0 ≤ Pr[A] ≤ 1



Probability Theory II
• If A⊆B then Pr[A] ≤ Pr[B]

• Pr[A∩B] ≤ min(Pr[A],Pr[B])

• max(Pr[A],Pr[B]) ≤ Pr[A∪B] ≤ Pr[A] + Pr[B]

• Pr[A∪B] = Pr[A] + Pr[B] – Pr[A∩B]

• Pr[A]-Pr[B] ≤ Pr[A \ B] ≤ Pr[A]

• independent events:   Pr[A∩B] = Pr[A] Pr[B]

• conditional probabilities:  For B with Pr[B] > 0 
define  Pr[A|B] := Pr[A∩B] / Pr[B]

• A and B are independent if and only if 
Pr[A|B] = Pr[A]

union bound



Random Variables (RV)

• Random variable:	

 X: Ω → S

• Define 	

 Pr[X = y] := Pr[ X-1(y) ]

• Joined random variables
	

 	

 X: Ω → S,    Y: Ω → T
yields the random variable
	

 	

 (X,Y): Ω → S×T

• Independent random variables if for all x,y
	

 Pr[(X,Y)=(x,y)] = Pr[X=x] Pr[Y=y]



Dependent RV

• X: Ω → S,     Y: Ω → T

• Pr[X=x | Y=y] = Pr[(X,Y)=(x,y)] / Pr[Y=y]

• Pr[X=x,Y=y] = Pr[X=x | Y=y] Pr[Y=y] 

• Theorem:
Pr[X=x] =
Pr[X=x | Y=y] Pr[Y=y] + Pr[X=x | Y≠y] Pr[Y≠y]



Gilbert Vernam
1890 – 1960

• engineer at AT&T Bell Labs
• inventor of stream cipher and 

one-time pad in 1919

• U.S. Patent 1,310,719

http://www.google.com/patents?vid=1310719
http://www.google.com/patents?vid=1310719


Frank Miller
1842 – 1918 or so

• banker in Sacramento, CA
• trustee of Stanford University
• invented one-time pad in 1882, 

35 years earlier than Vernam!

Figure 4: Frank Miller in 1896. (Picture taken from [47],
from an electronic copy held by the University of Michigan
Digital Library.)

We know that there were not many banks in Sacra-
mento then [16, 64]. Conceivably, of course, some-
one could have worked at other banks before moving
to Sacramento; that said, a Frank Miller who did start
at a Sacramento bank in 1866 would very likely be the
person we are looking for. Assorted Internet searches
turned up a published genealogical history [50] that de-
scribes a person with precisely those characteristics; ex-
cept as otherwise indicated, the biographical informa-
tion in the remainder of this chapter is taken from it.
(The other valuable source was a brief 1896 biography
of Miller in Overland Monthly [47]. To modern eyes,
that one starts strangely, addressing him as “Comrade
Frank Miller” and describing him as coming from “good
old revolutionary stock”, phrases we would regard as
more apt for a descendant of a veteran of Mao’s Long
March than for a California banker.) Additionally, cen-
sus record searches via www.familysearch.org

show just two Frank Millers in Sacramento in 1880;
one worked at the D.O. Mills bank and the other was
a “laboror” [sic].2

Frank (or Franklin) Miller was born in Milwaukee on
18 January, 1842, the son of Henry and Nancy Robinson
Miller. His family moved to Sacramento in 1856 [50]
or 1857 [47] (though [1], an obituary for his father from
the Sacramento Record-Union, says 1850). He attended
Phillips Academy in Exeter, New Hampshire, enrolled at
Yale in 1861, and enlisted in the Second Wisconsin Vol-
unteer Infantry regiment in 1862. He fought at Antietam
and was wounded at the Second Battle of Bull Run.

In 1863, Miller, by then a sergeant, was transferred
to clerical duties in the Inspector General’s office. The
following year he was “promoted to a civil clerkship” in New York [47] working for Colonel Henry Steel Olcott, a
prominent investigator of fraud and corruption during the Civil War [43, 58].3 Olcott offered to assist in investigating
Lincoln’s assassination; Secretary of War Stanton replied, “come and bring your force of detectives” [23, 43]. He was
apparently effective, being described as “the most conscientious member of the investigative team” [32]. Miller ap-
parently came with that “force of detectives”, though we do not know what his role was. We suspect that it was during
the 1863-1865 period, investigating various crimes and peculations, that Miller became acquainted with encryption
and perhaps cryptanalysis.

Miller’s father was the founding vice president of the D.O. Mills bank; Frank Miller was the “cashier”. On
his father’s death in 1878 he became vice president; he became president in 1893 when Edgar Mills, the founding
president, died. Miller retired as president in 1904 [3]. After that, he was no longer resided full-time in Sacramento;
he and his wife traveled a great deal and resided in a number of different places before settling down in Berkeley in
1910 or 1911. He and his wife moved to the Pendleton Hotel in San Francisco in 1905 [34] after spending a year or
so in Europe; they moved to Sausalito for the summer of 1906 [35] and ended up staying there [37], probably because

2The census record for the banker Frank Mills at
https://www.familysearch.org/s/recordDetails/show?uri=http://pilot.familysearch.org/records/trk:

/fsrs/rr_206956290/p_334654861&hash=HloWXpZgU9zB10k5M56iYku8TUc%253D shows a birth year of 1850, which is
inconsistent with other sources and difficult to reconcile with Civil War service. The other data listed agree so well with [50] that we suspect an
error in the record or in its digitization.

3Olcott himself had a very colorful career. After the war, he became a lawyer. He grew interested in spiritualism, converted to Buddhism, and
was one of the founders of the American Theosophical Society. Most of the published information on him concentrates on his religious career.
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One-Time Pad (OTP)

• Encryption:	

	

 	

 	

 m 	

	

 = 101111
	

 	

 	

 	

 	

 	

 	

 k  	

	

 = 001010
Enck(m) = c =  	

 m ⊕ k	

 = 100101
	

 	

 	



• Decryption:	

	

 	

 	

 c  	

	

 = 100101
	

 	

 	

 	

 	

 	

 	

 k  	

	

 = 001010
Deck(c) = m = 	

 c ⊕ k 	

 = 101111



Problems with OTP

• key needs to be as long as message

• key can only be used once

• provides no authentication

• key has to be truly random

• more info on wikipedia, another source

https://secure.wikimedia.org/wikipedia/en/wiki/One-time_pad
https://secure.wikimedia.org/wikipedia/en/wiki/One-time_pad
http://www.ranum.com/security/computer_security/papers/otp-faq/
http://www.ranum.com/security/computer_security/papers/otp-faq/


Claude Elwood Shannon
1916 - 2001

• Father of Information Theory
• Graduate of MIT
• Bell Labs

• juggling, unicycling, chess
• ultimate machine

http://www.youtube.com/watch?v=sBHGzRxfeJY
http://www.youtube.com/watch?v=sBHGzRxfeJY
http://www.youtube.com/watch?v=cZ34RDn34Ws
http://www.youtube.com/watch?v=cZ34RDn34Ws


Robbert de Haan

• this week’s TA
• Postdoc at CWI
• R.de.Haan@cwi.nl

mailto:R.de.Haan@cwi.nl?subject=
mailto:R.de.Haan@cwi.nl?subject=

