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Class Exercises (to be solved during exercise class)

1. Let G be a polynomial-time algorithm which computes a function {0, 1}n → {0, 1}`(n) for
which `(n) > n. Let Πs = (Gen,Enc,Dec) be defined as follows for the security parameter n
and messages of length `(n):

Gen(1n): k ← {0, 1}n.

Enck(m): Return c := G(k)⊕m.

Deck(c): Return m := G(k)⊕ c.

Show that G is a PRG if Πs is eavesdropper secure (according to Definition 3.8 in [KL]).

2. Let Π′ = (Gen′,Mac′,Vrfy′) be a secure MAC for messages of fixed length n. Consider the
following MAC Π = (Gen,Mac,Vrfy) for messages of fixed length 2n− 2:

Gen(1n): k ← Gen′(1n).

Mack(m): Given m = (m0,m1) where mi ∈ {0, 1}n−1, return

t := (t0, t1) := (Mac′k(m0, 0),Mac′k(m1, 1))

(a) Define a correct Vrfy function.

(b) Show that Π is not secure.


