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Abstract. The modern approach to cryptography is provable security, where one
defines a meaningful formal security model and proves that schemes are secure in this
model. An exception is the design of countermeasures against cryptographic side-
channel attacks, which even today is mostly based on heuristic arguments, which
only try to prevent particular attacks.

It was long believed that side-channels are a practical problem where theoretical
cryptography was only of limited use, but recent results indicate that this view is too
pessimistic, and in fact, it is possible to extend the realm of provable security also to
side-channel attacks. This survey is a personal and incomplete view on the current
state of this exciting and fast moving field.

1 Modern Cryptography

For most of history, cryptography was the art of “secret communication”. The designers of
encryption schemes were only guided by experience and intuition. Not surprisingly, pretty
much all proposed schemes turned out to be insecure. It became evident that the only hope
to get secure cryptosystems is by means of provable security, that is

1. to provide a precise and meaningful model capturing what it means to be “secure”.
2. to design systems which can be proven secure in this model.

Provable security dates back at least to Shannon’s proof that the one-time pad hides all
information about the encrypted message [Sha49], but only with the rise of public-key cryp-
tography [DH76,RSA78,Ell70,Coc73,Wil74], which requires constructions with a rich math-
ematical structure that can also be exploited by cryptanalysts, did provable security really
take off.

Modern cryptographic security definitions usually consider a “security game”, which
models how a potential adversary can attack the system. Classical examples are the def-
initions of CPA/CCA secure public-key encryption schemes [GM84,RS92], unforgeability
for signatures schemes [GMR88] or pseudorandomness [Yao82,BM84]. More recent notions
are security against key-dependent message attacks [CL0O1,BRS03,HK07,HUO08] or security
against selective openings [DNRS99,BHY09].

Proving security of a system then equates to showing that no (efficient) adversary can
win the security game. Unfortunately, often one cannot hope to prove such a strong state-
ment (as it e.g. would imply P # NP). In this cases one shows that the existence of an
adversary who can win the game would imply that some problem generally believed to be
hard is actually easy. Public-key cryptosystems can be based on many well studies assump-
tions, like the hardness of factoring [Rab79,HK09], or the shortest vector problem in lattices
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[GGHI7,Reg05]. Symmetric cryptography (aka. secret-key cryptography) can be based on
even much weaker assumptions, e.g. block-ciphers can be built from any one-way function
[HILL99,GGM84,LR88], but for efficiency reasons, in practice block-ciphers like DES or AES
are actually constructed from scratch and not via reductions ([NR97] is a notable exception).

1.1 Why Black-Box Isn’t Enough

What basically all modern security notions have in common, is that the cryptographic algo-
rithm is modelled as a “black-box”, where an adversary can only observe the input/output
behavior of the cryptographic algorithm as specified by the security game. Unfortunately,
such models do not capture many real world scenarios where an adversary can attack an ac-
tual implementation of a cryptosystem which potentially leaks information to the adversary
that cannot be learned from black-box access alone.

In the mid-90s Kocher demonstrated that the secret-key of the popular RSA cryptosys-
tem can be recovered by simply measuring the time a cryptodevice needs to perform a
decryption [Koc96a]. Such attacks, where an adversary exploits leakage of information from
a cryptodevice during execution, are called “side-channel” attacks (as opposed to standard
cryptanalytic attacks, where the adversary only exploits the “main-channel” —i.e. the legit-
imate input/output behavior— of the device.)

Light-weight crypto devices like smart-cards or RFID chips are particularly susceptible to
side-channel attacks, and although [Koc96b] was by no means the first side-channel attack,
it came quite as a surprise to the cryptographic community how easily such devices could
be broken. Since [Koc96b], many more ingenious side-channel attacks have been published,
for example by measuring the power-consumption [KJJ99] or the electromagnetic radiation
[QS01,GMOO01] of a cryptodevice. Some attacks go beyond simply measuring some physical
properties of a device. Cold-boot attacks [HSHT08] exploit the fact that memory retains
its content for several seconds or even minutes even after being ripped from a laptop. In a
probing attack [AKA96], one measures the contents carried by some wires of the circuit which
performs a computation (unlike the other attacks, probing attacks require rather elaborate
equipment). A particularly intriguing class of attacks are “cache attacks” [OST06,RTSS09]
which exploit leakage of information between different processes that run on the same CPU.
Such leakage does occur due to the structure of memory caches on modern CPUs.

Side-channel attacks are a very real threat for systems used in practice. A recent ex-
ample is the complete break of the KeelLoq cipher which is used as anti-theft system in
millions of cars [EKM*08]. Not surprisingly, much research has concentrated on developing
countermeasures against such attacks.

This research is mostly done by practitioners (i.e., the cryptographic hardware commu-
nity) who are also active in finding and exploiting new side-channels. It was long believed
that theory can only be of limited use to prevent side-channel attacks. But recent results
indicate that this view was much too pessimistic, and in fact it is possible to extend the
realm of provable security also to side-channel attacks as we will see in this survey.

We will only discuss countermeasures against passive attacks, where an adversary only
observes leakage form a cryptodevice. In contrast, in an active attack [BDL97,BS91] the
adversary does actively tamper with the device, for example by cutting wires in the circuit
or by heating or overclocking it in order to introduce random errors to the computation
or memory content. Currently, there are only very few results on provable security against
active attacks [GLM104,IPSW06,DPW09], but this is likely to change in the near future.



2 Side-Channel Attacks and Countermeasures

Countermeasures against side-channel attacks — as outlined above — can be on the hardware
or algorithmic level.

— On the hardware level, the aim is to construct physical devices which reduce the amount
of leakage, for example by shielding the circuit (to avoid electromagnetic radiation) or
by inserting transistors (to flatten the power consumption curve).

— On the algorithmic level, the aim is to design cryptosystem which remain secure even if
some information about the secret internal state is leaked. This is usually done by some
kind of internal randomisation (called masking or blinding, cf. [oEE] for a list of relevant
papers) in order to avoid the occurrence of predictable intermediate results.

As argued in § 1.2 of [FRR10], due to the holographic bound conjecture — which asserts
that the information contained in a volume of space is already encoded on the boundary to
this region — in theory everything that goes on in a cryptodevice can be learned by measuring
its surroundings. Fortunately, in practice we can still hope to get secure systems as (1) a
real-world adversary will not even get close to a perfect measurement of that boundary, and
(2) even if what the adversary measures contains all of the information about the secret state
of the cryptodevice, it might still be computationally hard to extract any useful information
(i.e. cryptographic keys) from it.

In practice we thus can reasonably assume that a cryptodevice can keep at least some
secrets, but it’s unrealistic to assume the other extreme, i.e. that a “useful” device like a
smart-card will leak no information at all. Thus to get secure devices, a combination of
hardware and algorithmic countermeasures must be in place.

2.1 Provable Security against Side-Channel Attacks?

As already mentioned, most of the work on side-channel attacks and countermeasures is
done by practitioners, i.e. the cryptographic hardware community, the CHES workshop is
their major venue. The “side-channel cryptanalysis lounge” gives a good overview [oEE] on
this field. To some extent this research is a cat and mouse game: new side-channels attacks
are found, and subsequently countermeasures are proposed. Those are usually ad-hoc, in
the sense that they aim at preventing some particular known type of attack and they often
come without any formal security proof.

Research on side-channel security is quite different from the provable-security approach
followed by modern cryptography. For example, in many works on side-channel countermea-
sures one encounters security arguments involving simulations. Because simulations can only
show that some particular countermeasure is secure against some particular attack, they are
meaningless in the context of provable security, where one has to quantify over all (time
and/or space bounded) adversaries.

Clearly, this situation cannot be satisfying from a cryptographic point of view. What are
our beautiful provably secure cryptosystems good for, when ultimately their security relies
on some ad-hoc countermeasures against side-channel attacks? Despite this, until recently
the theory community did not give much attention to this problem. One reason was the
perception that side-channels are a practical problem, and theory can only be of limited use
to prevent them.

It is not obvious what “provable security” should mean in the context of side-channel
attacks. We can’t really hope to prove that a physical implementation like a smart card



does not leak its entire internal state, thus, we will always assume that the leakage from the
physical device can be modelled by some class of leakage functions F, and then prove that
under this assumption, the implementation is secure. Several models have been proposed,
which differ in how powerful the class F is (we will consider P, ACq,uninvertible functions
and more particular classes) and how the leakage functions is applied (i.e. continuous or not,
with restrictions on the range and/or domain of the functions).

A main difference to the traditional, more applied approach to side-channel countermea-
sures is that one only restricts the class of leakage functions, but not in which ways an adver-
sary can exploit this leakage, by e.g. only considering template attacks [SMY09,PSPT08].1
This distinction is crucial, as there is no way to argue why an adversary should restrict
herself to running some particular algorithm on the measured leakage. In contrast, limiting
the class of leakage functions is meaningful (and to some extent necessary), as the adversary
is limited in what leakage she can learn by the physical properties of the cryptodevice and
her measurement equipment.

What is gained by using provable security as just described? After all, in order to get
a secure implementation of a scheme, one still has to construct hardware whose potential
leakage is captured by the class F for which this scheme can be proven secure.

Security: The main advantage is the security guarantee we can give for the implementation
of the scheme. For example consider the case where F contains all efficient functions
of bounded range as in the model of leakage-resilience discussed in Section 2.7. It is
unlikely that the implementation of a leakage-resilient cryptosystem will turn out be
insecure due to a side-channel that was not foreseen by the designer of the device as,
no matter what kind of new side-channel attack will be discovered, it can only threaten
the implementation if it has a very high “leakage capacity”, that is, the attack must
exploit a significant amount of information leaked with every invocation. This contrasts
ad-hoc schemes which potentially can be broken by a side-channel attack that exploits
only very few (even less than one) bits of information leaked with every invocation.

Modularity: Another advantage is the “modularity” of the approach: cryptographers can
design schemes which are secure in some precisely defined leakage-model without having
to care about any aspects of physical side-channel attacks. On the other hand, engineers
can construct hardware whose leakage is captured by the leakage-model without having
to understand anything about the actual schemes that will be implemented on it. In
particular, once such hardware is in place, it can be used to securely implement any
scheme proven secure in the leakage-model considered.

2.2 Physically Observable Cryptography.

Micali and Reyzin [MRO04] already proposed the elegant and influential framework of “physi-
cally observable cryptography”. Unlike the other works we discuss below, the focus of [MR04]
is not to construct primitives that are secure against some class of leakage functions F from
scratch, but rather on side-channel security preserving reductions. They observe that stan-
dard cryptographic reductions will in general fail in the presence of leakage, but in some
cases one can still get meaningful results. In particular, they show that the Blum-Micali

! Sometimes template attacks are referred to as “Bayesian adversaries”, which is somewhat mis-
leading as those are not adversaries in a cryptographic sense (i.e. only resource bounded), but
refer to a very specific attack.



generator [BM84] is an unpredictable bit-generator (i.e. it outputs bits 1,2, ... such that
x;+1 looks random after x1,...,2; has been computed), assuming the underlying one-way
permutation f(.) can be implemented with a very strong security guarantee: for a random
z, the output f(z) looks uniformly random given all the leakage that resulted form the
computation of f(z).

The framework of Micali and Reyzin is based on five axioms which they assume leakage
from physical devices to adhere. We will discuss their first, and somewhat controversial “only
computation leaks information” axiom later.

2.3 Private Circuits

Ishai et al. [ISW03,IPSWO06] consider a model where the adversary can choose some wires
on a circuit on which the cryptographic algorithm is computed, and then learns the values
carried by those wires during the computation. Moreover they consider continuous leakage,
that is the adversary can make such a measurement on every invocation of the circuit.

What makes their work exceptional is that they were the first to prove how to implement
any algorithm secure against an interesting side-channel (i.e. probing attacks).? Recently,
Faust et al. [FRR110] show that surprisingly, such a general compiler can even be constructed
for leakage functions that get all the values carried by all the wires as input, as long as the
functions is from a very low complexity class like ACy. This work is particularly interesting
as it seems to give the first cryptographic application of unconditional lower bounds for
constant depth circuits [Has86].

The drawback of those general compilers is that the amount of leakage that can be
tolerated is very small: in [ISWO03], to tolerate t bits leakage, the circuits must be blown
up by a factor of at least ¢. Although this limits ¢ to rather small values, it is still very
meaningful with respect to the attacks considered, i.e. probing attacks, which become very
impractical once one has to measure several wires simultaneously. The construction from
[FRR*10] additionally requires (albeit very simple) completely leakage-proof modules.?

2.4 Protecting Storage

In some side-channel attacks, most notably cold-boot attacks [HSHT08], the adversary learns
just a subset of the bits stored in memory. This attack can be successful even if this fraction
is rather small,* in particular, [HS09] show how to recover an RSA key given just a 0.27
fraction of the key bits. Such attacks can be used to e.g. break disc encryption schemes,
where the encryption key is at many times on the memory in the clear (and not password
protected as on the hard disk).

% Formally, Ishai et al. prove the following: let ¢ > 0 be some constant and let [X] denote a (t + 1)
out of (t+ 1) secret sharing of the value X. They construct a general compiler, which turns every
circuit G(.) into a circuit Gy¢(.) (of size O(¢|G])) such that [G(X)] = G¢([X]) for all inputs X,
and moreover one does not learn any information on G(X) even when given the value carried
by any ¢ wires in the circuit G¢(.) while evaluating the input [X]. This transformation uses
multiparty-computation, which is quite different from all other approaches we discuss here.

It is an interesting open problem if already the construction from [ISWO03] is secure against leakage
from low complexity classes.

How large this fraction is depends on the physical properties of the memory and on how fast this
attack can be launched (i.e. how long the memory is without power.)



Assuming the fraction of bits learned by the adversary is less than 1, one can to some
extent protect against such attacks by keeping a (randomized) encoding f(s) on the memory
(whenever s is not used), where the encoding guarantees that s remains secret, even if a
subset of the bits of f(s) is leaked. All-or-nothing transforms [Riv97], t-resilient functions
[CGHT85] and exposure-resilient functions® [CDH*00,DSS01] achieve exactly this.

Recently Davi and Dziembowski [DD09] consider the general problem of “leakage-resilient
storage”, in particular, they show a probabilistic encoding Enc such that leakage f(c) of a
codeword ¢ = Enc(s) contains almost no information about s assuming only that (1) the
range of f is bounded and (2) f can be computed by circuits of small size.

The solutions discussed above can only protect against a cold-boot attack if one can be
sure that the secret(s) is encoded at the time-point when the memory is removed. Next we
discuss particular cryptosystems which remain secure in the much more hostile setting where
the adversary can leak any bounded-range function of the key. Note that in this setting it is
unavoidable that information about a key is leaked, thus the best one can hope for is that
the particular cryptosystem using this key remains secure even after leakage.

2.5 Security Against Memory Attacks

Akavia et al. [AGV09] define the security-notion of “security against memory attacks”. The
idea is to consider a standard security notion, but give the adversary some extra power: she
can initially chose any efficient leakage function f : {0,1}" — {0,1}"¢ and gets the leakage
f(sk). Here n is the length of the secret key sk and c is some parameter. Clearly, one must
require ¢ < 1 as otherwise f could just output the entire sk. Also stronger notions have
been considered [KV09,NS09], where the leakage function does not only get the secret key
as input, but the entire randomness which was used (by some key-generation algorithm)
to sample it and/or additional state information like the randomness used by a signature
scheme.

Akavia et al. [AGV09] show that the public-key encryption scheme of Regev [Reg05] and
the identity based scheme of Gentry et al. [GPV08] are secure against memory attacks under
basically the same hardness assumptions (about lattices) as the original schemes. Naor and
Segev [NS09] show that any hash-proof system [CS03,KD04,KPSY09], initially introduced
by Cramer-Shoup to construct chosen-ciphertext secure public-key encryptions schemes,
can be used in a straight forward way to get public-key encryption secure against memory
attacks. They achieve CPA/CCA1 and CCA2 security for leakage c =1—¢€,c=1/4 —€ and
¢ =1/6 — € for any € > 0 respectively (where ¢ is the parameter as in the first paragraph of
this section.)

Dodis et al. [ADW09] and Katz and Vaikuntanathan [KV09] construct signature schemes
which are secure against memory attacks. In particular, they show that many signature
schemes (like Okamoto or Schnorr) derived via the Fiat-Shamir [FS87] transformation are
secure against memory-attacks. This schemes can leak even a fraction ¢ = 1 — ¢, but due
to the Fiat-Shamir transform, the above scheme can only be proven secure in the random
oracle model. [KV09] also propose a scheme in the standard model, but which is inefficient
as it uses NIZK proofs, and an efficient one-time signature scheme in the standard model.

5 A functions f(.) is t-resilient if any ¢ bits of f(s) are statistically independent of s. Exposure
resilient functions are defined similarly, but using a relaxed security notion (statistical instead
of perfect independence), which allows to leak larger ¢, i.e. ¢t can be a 1 — e fraction of all bits,
as opposed to less than 1/2 which is the best one can get for ¢-resilient functions as proven in
[CGHTS85].



History recap on bounded storage/retrieval/leakage models. Ideally, a cryptographic scheme
should be secure against any adversary, that is secure in an information theoretical sense.
Unfortunately, there are inherent limitations to what can be achieved information theoret-
ically. Already Shannon proved that the one-time pad is basically optimal: to encrypt a
message of length n, the sender and receiver must share a key of length at least n.

To overcome thin bound, one can put some reasonable assumptions about the power of
an adversary. Usually, one assumes that the adversary is time bounded (e.g. can be modelled
as a Turing machine running in polynomial time.) Maurer [Mau90] proposes a completely
different approach, the “bounded storage model”, where one assumes only a bound on the
storage of the adversary. Informally, one assumes a (huge) secret R is available for some short
time to all parties, but the adversary can only save the output f(R) of a (not necessarily
efficient) compressing function f, say, |f(R)| = |R|/2.6

Subsequently, the bounded-retrieval model (BRM) was proposed independently by Dziem-
bowski and Di Crescenzo et al. [Dzi06,DLWO06]. Here the users have large (2GB, say) secret
keys, which are subject to large amount (1GB, say) of adversarial leakage (unlike in the
bounded memory model, there is no other “short” secret the adversary has no access to).
The BRM model for examples captures a setting where we want to protect cryptographic
keys even on a computer which is infected by malware (a virus or Trojan) that can perform
any computation on the computer, but can only communicate a bounded amount of infor-
mation (like 1GB) back to the bad guys. In this model symmetric authentication schemes
[Dzi06,DLW06,CDD*07], password authentication [DLW06] and secret-sharing [DP07] were
constructed. Recently the first public-key primitives in the BRM model were constructed by
Alwen at al.[ADW09].

The setting of memory attacks discussed before is basically the BRM model, but ig-
noring all the issues that additionally come up when using huge keys while requiring the
computations of the honest parties to be efficient.

2.6 Auxiliary Input

The absolutely minimal assumption one must make on a leakage function f(.) in order to
hope for any security is that it is hard to invert, that is, given f(sk) it is hard to find sk.”
Leakage functions as considered in memory attacks where | f(sk)| is significantly shorter than
|sk| are unpredictable in an information theoretic sense: even a computationally unbounded
adversary cannot find sk given f(sk) with probability > 2lf(sk)I=Iskl Dodis, Kalai and Lovett
[DKLO09] construct a symmetric encryption scheme which remains secure given leakage f(sk)
for any function which is exponentially hard to invert, that is no polynomial time adversary
can compute sk given f(sk) with advantage more than 27¢** for some ¢ > 0 (but sk can be
information theoretically determined given f(sk)). The ultimate goal in this line of research is
to construct cryptosystems which remain secure for all unpredictable functions which cannot
be inverted by efficient adversaries with non-negligible (and not only exponentially small)

5 The honest parties, using some short shared secret key k can (very efficiently, only looking at
small parts of R) extract a long key K = ext(k, R), |R| > |K| > |k|, such that K is close
to uniformly random given the adversaries view f(R) (and then e.g. use K as a one-time pad
to encrypt messages which are much longer than k). This model was further investigated in
[AR99,DMO02], yielding ultimately to the notion of locally computable extractors [Vad04].

" Note that an uninvertible function is not necessarily a one-way function, where one requires that
given f(sk) it is hard to find any sk’ such that f(sk) = f(sk’). E.g. the constant function is not
one way, but uninvertible.



advantage. Besides capturing a larger class of functions (than memory attacks), another
major advantage of this “security against auxiliary input” notion is the fact that it composes
(cf. [DKLO9] for a discussion). More recently Dodis et al. construct public-key cryptosystems
secure against auxiliary input [DGK*10], also relaxing the required hardness of inverting
the leakage function from exponential 27%%¢ to sub-exponential 2%

2.7 Leakage-Resilient Cryptography

Security against memory attacks only implies security as long as the total amount of leakage
is no larger than the length of the secret key. This is sufficient for attacks where an adver-
sary can only make one measurement like in cold-boot attacks. Bit in many, if not most,
practically relevant side-channel attacks the adversary can measure a bounded amount of
information on each invocation of the cryptosystem. The leakages from several invocations
are then combined to break the system, which usually means recovering the secret key.

We already discussed private circuits, which provide a general compiler that makes any
scheme secure against continuous leakage, but the current solutions are restricted to settings
where on each invocation the values carried by a few particular wires [[SWO03], or a few bits
computed by a constant depth circuit [FRR*10] are leaked. Ideally, we want cryptosystems
which can tolerate lots of general leakage (i.e. a constant fraction of the key length) with
every invocation. Leakage-resilience, introduced in [DP08], is such a model.

Leakage-Resilience Model. Informally, a cryptosystem is leakage-resilient if it remains se-
cure, even if the adversary is not only given the usual black-box access to the system, but
additionally, with every invocation, can learn some A € N bits of arbitrary information about
the entire computation.

This is modelled by letting the adversary adaptively choose any efficient “leakage-function”
f before each query, and after the invocation she gets — besides the usual output — also the
output of f. We put restrictions on the domain and range of f:

bounded range: The range of f is {0,1}* for some parameter A € N.
bounded domain: f gets as input all the data that is accessed during this invocation.

More precisely, the bounded domain restriction means that f gets as input only a subset
ST C S of the entire secret state S that was actually accessed during this invocation. If the
cryptosystem is probabilistic, then the leakage function also gets all the random coins used.
We don’t have to explicitly give f the input to the cryptosystem (if there is any), as it is
adversarially chosen together with f and thus can be “hard-coded” into f.

On bounded range and domain. A mathematical model of side-channel leakage is only good
if it captures (and thus implies security against) leakage that occurs in practice.

Bounded range. It’s not clear how to determine how much information actual hardware
like a smart-card does leak. Actually, in most side-channel attacks the adversary mea-
sures large amounts of data, e.g. an entire power-consumption curve. So at a glance this
assumption might seem unreasonable, but this is a bit overly pessimistic.

Even though side-channel leakage may contain lots of data, only a small fraction can
actually be exploited. On the other hand, the model of leakage-resilience allows only
for the leakage of a small number A of bits, but this leakage is “worst case” in the
sense that the adversary may choose the leakage-function which outputs the most useful



information. Below we discuss two ways in which this observation can be made precise.
The first shows that side-channel attacks used in practice are captured by leakage-
resilience as they only exploit few bits of information from each invocation. The second
is a relaxation of bounded leakage which can reasonably be assumed to be satisfied in
practice.

Side-Channel Attacks Ezploit Few Bits. Many side-channel attacks first measure large
amounts of leakage A;, Ao, ... from every invocation, like a power consumption curve.
Then, in a first step, each leakage A; is preprocessed in order to extract some “useful”
information A} (this A} could e.g. be a list of the most likely subkeys.) The attack then
proceeds by trying to recover the secret key from A}, A, .... Such attacks are covered
by leakage-resilience whenever the amount of extracted data |A}| is at most the amount
of leakage \ allowed per invocation.

Relazing Bounded Range. By inspecting the proofs of the leakage-resilient constructions
[DP08,Pie09,KP09] one sees that a restriction on the leakage-functions is required which
is weaker than restricting the range to A bits: all one needs that the leakage f(S™)
does not decrease the so called® HILL-pseudoentropy[HILL99,BSW03] the adversary has
about the active state ST by more than )\ bits. The same is true for some constructions
proven secure against memory attacks as discussed in Section 2.5, in particular [NS09].”
For digital signatures (leakage-resilient [FKPR10] or secure against memory attacks
[KV09]) such a relaxation is not possible, as an unbounded leakage function could simply
output a valid signature. Such leakage trivially breaks unforgeability, but might not
decrease pseudoentropy at all.

Bounded domain. The bounded domain restriction is a very mild restrictions. Unlike for
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bounded range, it’s nontrivial to even imagine a remotely realistic side-channel attack
which would break a scheme by not adhering it. This restriction (on how leakage func-
tions are mathematically modelled) is implied by the “only computation leaks informa-
tion” axiom (which states something about physical properties of devices) of [MR04]. But
it also covers other practical attacks which do not satisfy this axiom. For example note
that an adversary can learn any linear function f(S) of the entire state S (which is split
in, say, two parts S7,.S2 that are accessed individually) by specifying leakage functions
f1, fo such that fi(a)+ f2(b) = f(a,b) (the adversary can ask to learn f;(S1) and f2(S2)
as 51 and Sy are accessed respectively, and then compute f(5) locally.) This simple
observation already shows that claims made in the literature arguing that the bounded
range & domain restrictions do not cover attacks like “cold-boot attacks” [HSHT08] or
static leakage (as claimed in [SPYT09]) are not well-founded.!’ As argued by Dziem-
bowski,!! this restriction not only covers all linear function f(a,b) = fi(a) = f2(b), but

HILL-pseudoentropy is a computational analogue of min-entropy. As for min-entropy, A bits of

information cannot decrease it (in expectation) by more than \ bits.

The only reason that [DP08] defines leakage-resilience by bounding the range instead putting
a bound on the degradation of pseudoentropy is that the latter is quite technical and not very
intuitive.

In the above argument we implicitly assumed that ultimately the entire secret state will be
touched, although this seems obvious (after all, why would one save a secret state if it’s not
supposed to be ever read), the tokens used in the construction of one-time programs [GKRO08]
are an example where exactly this happens. For such primitives obeying the “only computation
leaks information” axiom in its original physical sense is necessary.

at the “Provable security against physical attacks workshop”, February 2010, Leiden.



in fact any function f(a,b) which has a communication complexity at most A\. A good
candidate for an actual leakage function that does invalidate this assumption!'? is the
inner product f(a,b) = )", a; - b; mod 2 which has linear communication complexity.

Currently, the only symmetric (aka. secret-key) leakage-resilient primitives are stream-ciphers
[DP08,Pie09]. The only asymmetric (aka. public-key) leakage-resilient primitives are digi-
tal signatures [FKPR10], and public-key encryption [KP09], the latter only in the idealized
generic group model.

Stream Ciphers. A stream-cipher is a function SC : {0,1}* — {0,1}* x {0,1}", which is
instantiated with random secret-key Ko € {0,1}*, and then generates a stream X, Xo, ...
of output blocks X; € {0,1}" recursively as

(K,', X,L') — SC(Kz_l)

The standard security definition requires the X; to be pseudorandom, that is, no efficient
adversary can distinguish the X;’s from uniformly random strings. By definition, the state
Ky, K4,... of a stream-cipher “evolves”. Because of this property it is potentially easier
to achieve provable security against side-channel attacks, and in fact, stream-ciphers have
been investigated in several works. As discussed in Section 2.2, Micali-Reyzin investigate the
security of the Blum-Micali generator.

Kocher [Koc05] discusses a very simple construction, where one computes the state iter-
atively using a hash-function H (SHA256 is proposed) as (K;, X;) «— H(K;_1), and the X;’s
are used as session-keys in some protocol. Although it is only very informally argued why such
a construction should be secure, already this simple construction looks quite reasonable,'®
at least it’s not obvious how existing side-channel attacks could break it. Unfortunately,
it seems impossible to actually prove anything about this construction. Standaert et al.
[SPYT09] prove this simple iterating construction is leakage-resilient in a idealized model
where H is a uniformly random function that can be queried by the adversary, but not by
the leakage-functions.'*

Leakage-Resilient Secret-Key Cryptography. The first leakage-resilient primitive, a stream-
cipher, was constructed in [DP08]. In some sense, this construction is a computational version
of “alternating extraction” from [DPO07] using a result on “dense subsets of pseudorandom
sets” which was independently, and in a more general context (cf. Section 5 of [Tre09]),
discovered by Reingold et al.[RTTVO08].'®> Subsequently, a simplified construction shown
in Figure 1 was given in [Pie09]. It can be instantiated with any pseudorandom function,
whereas [DP08] used extractors.

12 and thus might be used to construct an actual real world counterexample where the security of
an implementation gets broken because the bounded domain restriction is invalidated.

13 Actually, Kocher considers a slightly different construction K; <« H(K;-1) and the same K; is
used as a session key and to update the state. This seems like a bad idea for several reasons, e.g.
all Kj,j > i will be compromised if a single session key K; is compromised.

4 This is basically the random-oracle model [BR93], except that in the RO model one usually
assumes that all parties have access to the RO, and security proofs only exploit the fact that ROs
provide a means to efficiently access an exponential amount of uniform randomness to all parties.
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Fig. 1. Tllustration of the first four rounds of the leakage-resilient stream-cipher SCF from a any
weak pseudorandom function F from [Pie09]. The initial key is [Ko, K1, Xo], the output are the
blocks )(17)(27)(37 e

Leakage-Resilient Public-Key Cryptography. Faust et al. [FKPR10] construct leakage-resilient
signatures. The basic idea is to use any signature scheme which is secure against memory
attacks (as discussed in §2.5), and use it in a tree based mode [NY89]. In particular, using
the one-time signature schemes secure against memory attacks (as constructed in [KV09])
one gets leakage-resilient signatures under the minimal assumption that one-way functions
exist, and where the amount of leakage on each invocation can be even a constant fraction
of the state that is accessed. Due to the tree based structure, the length of a signature is
logarithmic in the number of messages that can be signed. Constructing leakage-resilient
signatures of constant length is in interesting open problem.

Constructing a leakage-resilient public-key encryption (PKE) scheme is more challenging.
Intuitively, the reason is that it is not clear how to “evolve” the secret key of a PKE
scheme, as it always must correspond to some fixed public-key (for signatures, this can be
done by sampling a new secret/public key pair and sign it using the old key). In [KP09] a
different approach to leakage-resilience is taken which is not based on evolving, but rather
sharing, the secret key.1® A leakage-resilient version of the popular ElGamal [EIG86] PKE
scheme is shown, but unlike the constructions discussed above, which can be proven in the
standard model, the security proof of this scheme is only given in the idealized generic-group
model [Sho97,MW98]. Constructing a leakage-resilient PKE scheme in the standard model
is still open.

More Open Problems. For now, we only have leakage-resilient realizations of some par-
ticular primitives, but no general compiler like for private circuits §2.3. Private circuits
use techniques from general multiparty computation [GMW87,BGWSS], to apply this ideas
to leakage-resilience, we would need a secret-sharing scheme which (1) is secure even if a
bounded amount of information about every share is leaked and (2) the scheme has enough
structure, like multiplicity, to allow for MPC. The first condition is satisfied by intrusion-
resilient secret-sharing [DP07], the second e.g. by Shamir’s scheme [Sha79], but we don’t
know a scheme which has both properties simultaneously.

Whereas in [SPY09] the security proof exploits the fact that the leakage functions cannot query
the RO.

!5 Recall that a pseudorandom generator PRG : {0,1}" — {0,1}™,m > n is a length increasing
function where for a random seed X, the output PRG(X) is indistinguishable from random by
any efficient distinguisher. The result shown in [DP08,RTTVO08] state that if X has only high
entropy (but is not necessarily uniform), then PRG(X) has high “pseudoentropy”. That means
that a pseudorandom generator, which is designed to generate lots of pseudorandomness from a
short uniform seed, also does generate pseudoentropy from a short seed with high entropy.

16 The general idea to secret-share a secret key in order to counter side-channel attacks is well
known in the side-channel community under the name “blinding”.



Even if such a general compiler is feasible, it is unlikely to give highly efficient and
thus practical constructions. Pseudorandom functions and permutations (i.e. block-ciphers)
are the “work-horses” of cryptography, and thus achieving leakage resilience for them is
of particular interest. As observed already by Micali and Reyzin [MRO04], most standard
cryptographic reductions do not preserve security in the presence of side-channel attacks.
This very much applies to the notion of leakage-resilience. In particular, the GGM construc-
tion [GGMS86] of a PRF from a PRG, does not preserve leakage-resilience. Standaert et al.
[SPYT09] show that GGM is a leakage-resilient PRF in an idealized model where the PRG
is a random function, the leakage-functions may not query this random function (so far it’s
the same restrictions as discussed in Footnote 14) and moreover the leakage-function is fixed
and not adaptively chosen by the adversary before every query. Recently Dodis and Pietrzak
[DP10] give a construction of a PRF which can by seen as a hybrid of GGM and the leakage-
resilient stream-cipher from [Pie09]. This construction also requires the leakage-function to
be fixed, but otherwise is leakage-resilient in the standard model.
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