
Introduction to 
Modern Cryptography

8th lecture:

Private-Key Management and the 
Public-Key Revolution
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• reduction proofs
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• algorithmic number theory
• key distribution, Diffie-Hellmann
• RSA

• collision-resistant hash 
functions
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Key Distribution Center (KDC)

• users have to store only one key

• update only one key

• single point of failure / single point of attack
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Whitfield Diffie Martin Edward Hellman

• IBM Watson
•MIT, Stanford

•NuclearRisk.org

*1945*1944

• BSc from MIT
• honorary PhD from 

ETH Zurich
• working at Sun

http://NuclearRisk.org/
http://NuclearRisk.org/

