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CHAPITRE 1

PROLEGOMENES

Cryptologie du grec kpurToo le secret, et Aoyoo, la science. En cryptologie se distinguent deux
branches, la cryptographie (ypagerv, I’écriture) qui s’intéresse a la construction de codes difficiles a
casser, et la cryptanalyse qui cherche & attaquer ces constructions. Au-dela de la notion de secret, la
cryptographie s’étend & d’autres notions de sécurité de I'information, comme ’authenticité (certification
sur Porigine du message) et l'intégrité (garantie que le message n’a pas été altére).

1.1 Un bref historique des idées en cryptologie

Dans cette section, nous proposons au lecteur un historique partiel de la Cryptographie, permet-
tant de mettre en avant les idées sans détails mathématiques. Certaines de ces idées, notamment les
aspects statistiques de la cryptanalyse et les contre-mesures cryptographiques offrent un paralléle simple
avec les travaux effectuées dans cette thése. Cette section a aussi vocation & vulgariser ’histoire de la
cryptographie; les lecteurs experts seront priés de pardonner les inexactitudes simplificatrices. Pour une
histoire plus détaillée de la cryptographie, les lecteurs interessés sont invités & consulter 'ouvrage The
Codebreakers de Kahn [Kah96].

1.1.1 L’age artisanal

Les premiéres techniques de cryptographie naissent avec l’art de la guerre, lorsqu’il devient évident
qu’au-dela du nombre et de la puissance des armées, 'information sur les positions et les stratégies
adverses permet une prise de décision favorable. Ainsi, de fagon symétrique, il devient essentiel de se
prémunir contre une prise d’information de ’adversaire, autant sur le terrain que dans les communications
entre généraux.

Le Code de César. Le code de César constitue I’'un des exemples les plus anciens et les plus simples
de techniques cryptographiques; il n’est cependant pas le plus ancien (la “ scytale” le précede), et il
semble que Jules César utilisait d’autres techniques plus complexes.

Le code de César consiste simplement en un décalage alphabétique, de trois rangs : pour chiffrer un
message on remplace A par D, B par E; C par F et ainsi de suite, jusqu’a W par Z; aprés quoi ’on reprend
au début de l'alphabet : X par A, etc. Le récipiendaire effectuera le décalage inverse pour déchiffrer le
message.

Il est bien sir trés aisé de casser un tel code ; mais au-dela de cette trop grande simplicité, un incon-
vénient majeur réside dans le fait que la confidentialité nécessite que la méthode de chiffrement elle-méme
reste secréte : il suffit d’un traitre pour compromettre la confidentialité de toutes les communications
entre César et ses généraux.

Cependant, le choix d’un décalage d’exactement trois caractéres est arbitraire. Il est possible d’utiliser
différents décalages pour chacun des interlocuteurs, limitant ainsi I’impact d’une fuite d’information. La
valeur du décalage constitue alors la clef secréte du chiffrement, et il n’est plus nécessaire que la technique
elle-méme reste secréte.

Le Code Navajo. Meéme si le décalage n’est pas connu d’un adversaire, ce chiffre reste trés faible :
il est raisonnable d’essayer tous les décalages possibles (26 essais au plus). Notons tout de méme que le
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1.1 Un bref historique des idées en cryptologie ix

récipiendaire légitime pourra déchiffrer le message plus vite que ’adversaire. Cette avance peut suffire,
la confidentialité du message pouvant n’étre nécessaire que durant un court laps de temps.

Un exemple célébre d’une telle application est le code Navajo : il s’agit d’un dialecte amérindien
n’ayant aucun lien avec les langues orientales et occidentales; et il fut utilisé & des fins cryptographiques
par armée américaine durant la seconde guerre mondiale. Bien qu’il soit théoriquement possible d’inférer
une partie de 'information en analysant une grande quantité de radio-communications, cette analyse
requiert beaucoup d’efforts et de temps aux ennemis japonais ou allemands. Les radio-codeurs Navajo
pouvaient au contraire traduire l'information en temps réel, sans recours & des machines de codage
ni méme de prise de note : il s’agissait d’une technique idéale de radio-communication chiffrée sur les
théatres d’opération pour des prises de décisions rapides. Cette histoire a été romancée par Collins, Rice
et Batteer dans Windtalkers puis adaptée au cinéma par John Woo [CRBOL,[Wo002].

Cette idée reste essentielle jusque dans la cryptographie moderne : il n’est jamais (sauf si les clefs
sont aussi longues que les messages, voir masque & usage unique) complétement impossible de casser un
code, cependant on choisit ses paramétres de telle facon & ce que les attaques requiérent des efforts en
termes de puissance et de temps de calcul inaccessibles en pratique.

Les codes de substitutions. Comme nous 'avons détaillé, la faiblesse principale du code de César
est le nombre insuffisant de clefs possibles, rendant la recherche exhaustive tout & fait raisonnable. Si au
lieu de juste un décalage, on s’autorise une permutation quelconque, comme :

clair ABCDEFGHIJKLMN

PQRSTUVWXYZ
chiffréts PMLOIKJUYHNBGTRFVCDEZANQ

le nombre de clefs possibles est alors de
26! =1 x2x 3 x - x 26 = 403291461126605635584000000 =~ 10%¢ ~ 2%.

Enumeérer un tel nombre de combinaisons reste inaccessible méme aux plus puissants super-ordinateurs
construits en 2013! Malheureusement, il ne suffit pas de rendre ’ensemble des clefs grand pour rendre
sire une technique de chiffrement. Prenons par exemple le cryptogramme suivant :

KTIMNE LMDDKC XT LUNIICKGKTE FMC DXPDENEXENVT
LKDE XT FKENE FKX LVGGK HVXKC MX FKTOX

La méthode la plus simple pour I'attaquer s’appelle I’analyse de fréquence : étant donné qu’une lettre est
toujours remplacée de la méme fagon, on devrait retrouver dans les chiffrés les propriétés statistiques de
la langue francgaise. Par exemple, il y a fort a parier que la lettre apparaissant le plus souvent corresponde
au E; ici, il s’agit du K, présent 10 fois.

En utilisant d’autres propriétés de la langue, comme le dédoublement de certaines lettres, on pourra
retrouver l'intégralité du message déchiffré (le clair). Nous appellerons ces attaques, des attaques “ du
premier ordre” : les biais statistiques a détecter sont inversement proportionnels & la taille de I’alphabet.

De telles méthodes de chiffrement ont cependant été utilisées, surtout autour du XV®™® siécle; et
quelques traités de cryptographie font leur apparition. Il y sera recommandé d’utiliser des contre-mesures
A ces attaques statistiques, notamment 'utilisation de plusieurs symboles différents pour coder une méme
lettre apparaissant trop souvent comme le E, et des symboles spéciaux pour cacher les lettres dédoublées
comme FF. Ces contre-mesures restent cependant imparfaites : une analyse de fréquence “ du second
ordre” est possible, consistant & mesurer non plus la fréquence de chaque symbole, mais la fréquence
de chaque paire de symboles. Cette deuxiéme attaque nécessite cependant des messages beaucoup plus
longs, car il faut détecter des biais statistiques de ’ordre de l'inverse du carré de la taille de 'alphabet.

Historiquement, certaines variations de ces contre-mesures ont résisté trés longtemps a la cryptanal-
yse; il a fallu par exemple attendre la fin du XIX*™® avant que “le grand chiffre” utilisé par Louis XIV
pour ses communications diplomatiques ne soit cassé par Bazeries, révélant enfin les dessous de I’histoire
européenne [Baz01].
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Le chiffre de Vigenére. Le chiffrement de Vigenére consiste lui aussi en une substitution mono-
alphabétique, mais propose que la substitution varie selon la position afin qu’une méme lettre ne soit pas
toujours chiffrée de la méme facon ; 'objectif étant d’empécher les attaques statistiques. Plus précisément,
chaque lettre du message sera chiffrée par un décalage dont le rang est donné par un autre texte qui sert
de clef, que ’on répéte en boucle si nécessaire. Autrement dit, on obtient le chiffré en ajoutant le rang
(modulo 26) de chaque lettre du clair avec une lettre de clef, en comptant & partir de A = 0.

ALATTENTIONDUROYHENRYIII clair
+ CLEFCLEFCLEFCLEFCLEFCLEF clef
— CWEYVPRYKZRIWCSDJPRWATMN chiffré

Cette technique de chiffrement nécessite de choisir de longues clefs par rapport au message : en effet
si 'on sait par exemple que la clef est courte et a pour longueur 4, alors en ne gardant qu’une lettre sur
quatre du chiffré, on a de nouveau une substitution fixe : chaque lettre est toujours remplacée par la
meéme lettre.

ATIUHY extrait du clair
+ Ccccece extrait de clef
— CVKWJA extrait de chiffré

Si cet extrait de texte chiffré est assez long, alors on peut de nouveau appliquer une analyse de
fréquence du premier ordre pour retrouver la lettre correspondant au E dans ’extrait de chiffré ; et ainsi
remonter & I'extrait de clef. Il n’y a plus qu’a recommencer pour tous les autres extraits de texte clair.

Si par contre le message n’est pas plus grand que la clef, ou simplement un petit facteur plus grand
cette attaque ne s’applique plus car I'analyse de fréquence est faite sur de trop petits extraits. Mis
au point au XVI°™® siécle, il faudra attendre les travaux indépendants de Friedrich Kasiski (1863) et de
Charles Babbage, pour casser ce chiffrement. Sans entrer dans les détails il s’agit encore une fois d’utiliser
les propriétés statistiques présentes dans le message et dans la clef.

1.1.2 L’age technique

Vers la fin du XIX®™® et le début du XX siécle la cryptographie prend un nouveau tournant, avec
I'introduction du formalisme mathématique ainsi que I’automatisation du chiffrement. Ce processus sci-
entifique aboutira avec Alan Turing, qui concevra mathématiquement les premiers modéles d’ordinateur,
et participera a leur réalisation durant la seconde guerre mondiale, pour la cryptanalyse des communica-
tions de I’Axe. Tl est cependant intéressant de constater que Charles Babbage qui inventa les premiéres
machines mécaniques & calculer 100 ans plus tot, s’intéressait lui aussi a la cryptanalyse.

“ Deciphering is, in my opinion, one of the most fascinating of arts, and I fear I have wasted upon it
more time than it deserves.” Charles Babbage, Passages from the life of a philosopher (1864)

Principes de Kerckhoffs. En 1883, Auguste Kerckhoffs énonce 6 desiderata de la cryptographie
militaire [Ker83] :

i Le systéme doit étre matériellement, sinon mathématiquement, indéchiffrable

ii II faut qu’il n’exige pas le secret, et qu’il puisse sans inconvénient tomber entre les mains de ’ennemi

iii La clef doit pouvoir en étre communiquée et retenue sans le secours de notes écrites, et étre changée

ou modifiée au gré des correspondants

iv 11 faut qu’il soit applicable & la correspondance télégraphique

v Il faut qu’il soit portatif, et que son maniement ou son fonctionnement n’exige pas le concours de

plusieurs personnes

vi Enfin, il est nécessaire, vu les circonstances qui en commandent ’application, que le systéme soit

d’un usage facile, ne demandant ni tension d’esprit, ni la connaissance d’une longue série de régles
A observer.

Le plus important en est le second, repris plus simplement par une maxime de Claude Shannon : “ L’ad-
versaire connait le systéme ”. Plus précisément, cela énonce que la confidentialité des communications ne
doit pas requérir le secret du systéme de chiffrement, mais seulement le secret de la clef.

Notons cependant que le dernier principe était & '’époque trés limitant (essentiellement des roues de
codage manuel, ou des tables). Il faudra attendre les machines électromécaniques pour se permettre des
opérations complexes en préservant la simplicité d’utilisation. Dans la cryptographie moderne ce dernier
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principe s’interpréte en termes de temps de calcul, mais aussi en termes de simplicité des opérations a
effectuer et de parallélisabilité du calcul ; pour certaines applications, telle que la cryptographie sur carte
A puce, on pourra préférer faire beaucoup d’opérations mathématiques simples, que peu d’opérations
trop complexes.

Le masque a usage unique. L’invention du masque & usage unique est attribué a Gilbert Vernam
(1917), bien qu’il semble que Frank Miller en ait posé les bases dés 1882 |Belll,|Mil82|. Il s’agit en fait
d’un chiffrement de Vigenére, mais qui spécifie précisément que la clef doit étre parfaitement aléatoire
(et non pas un texte), aussi longue que le message & chiffrer, et surtout jamais réutilisée.

Cela semble a premiére vue contrer toutes les techniques de cryptanalyse du chiffrement de Vigenére ;
en effet, Claude Shannon publia trente ans plus tard [Sha49| une preuve mathématique que ce chiffrement
garantit une sécurité absolue! L’idée de la preuve est que sans connaissance sur la clef, n’importe quel
message clair peut étre chiffré en n’importe quel message chiffré, et ce avec probabilité égale, ainsi, il
est impossible de retrouver le message clair, ne serait-ce que partiellement, et méme en disposant d’une
puissance de calcul infinie. Plus fort encore, cette sécurité vaut aussi dans un “ contexte Bayésien” :
méme si un attaquant a une connaissance partielle a priori du message, ayant vu sa version chiffrée, il
n’apprendra rien de plus.

N

Machines de Chiffrement. Le masque & usage unique est surtout d’un intérét théorique, car il
requiert que les deux parties souhaitant communiquer, aient préalablement échangé des clefs secrétes
aussi longues que le message. Il fut cependant utilisé pour garantir une confidentialité parfaite du télé-
phone rouge — il s’agissait en fait d’un télétexte et non d’un téléphone — entre Moscou et Washington ;
réguliérement étaient échangées par valises diplomatiques d’énormes quantités (pour ’époque) de données
parfaitement aléatoires stockées sur bande magnétique [Kah96, pp. 715-716].

Dans beaucoup de contextes, cet inconvénient est rédhibitoire ; et I’on souhaitera se contenter d’une
courte clef pour échanger de longs messages. C’est ainsi que diverses machines électromécaniques de
chiffrement furent inventées durant la premiére moitie du XX*™¢, la plus célébre d’entre elles étant
la machine Enigma, utilisée par Parmée du [11°™® Reich durant la seconde guerre mondiale. Comme
pour le chiffrement de Vigenére, il s’agit de chiffrement par substitution, ot la substitution varie pour
chaque lettre. Le fonctionnement de la machine est basé sur une série (trois ou quatre) de rotors, chacun
effectuant une permutation par un cablage électrique. Mis bout & bout, on obtient la composition de
ces permutations, et chaque rotation d’un rotor la modifie. A chaque frappe sur le clavier, un signal
électrique traverse I’ensemble des rotors, allumant une lettre chiffrée sur I’écran; aprés quoi les rotors
tournent & des rythmes différents. La clef de ce chiffrement réside dans la position initiale des rotors. Ces
systémes s’avérérent bien congus, au sens ou les meilleures attaques nécessitent une recherche presque
exhaustive. Cependant, la puissance de calcul des Alliés fut sous-estimée, les Allemands ignorant les
immenses progrés théoriques et technologiques réalisés par les Alliés, & Bletchley Park prés de Londres.

Les premiers ordinateurs. Les premiéres cryptanalyses d’Enigma furent accomplies par des math-
ématiciens polonais, avec des moyens rudimentaires : des tables, des feuilles-masques, et beaucoup de
patience. Lorsqu’ils furent accueillis & Bletchley Park, les cryptanalystes anglais furent stupéfaits de les
voir venir & bout des versions les plus faibles d’Enigma avec si peu de moyens; & bien des égards, ce fut
un acte d’héroisme mathématique. Leurs résultats furent d’un grand secours aux alliés, permettant de
réduire ’espace de recherche des attaques exhaustives.

Cependant, ces méthodes manuelles prouvérent vite leurs limites face a des tailles de clefs plus grandes.
C’est ce qui motiva l'intérét initial de développer de nouvelles machines de calcul, plus efficaces et plus
souples. C’est ainsi qu’Alan Turing se consacrera a la cryptanalyse d’Enigma durant toute la seconde
guerre mondiale ; lui qui avait posé les fondements théoriques de 'informatique, la science du calcul. 11
avait inventé le premier modéle mathématique, d’une machine qui serait capable d’effectuer a la demande
n’importe quel calcul : contrairement aux machines précédentes concues pour effectuer un calcul en
particulier, la Machine de Turing est programmable; créant une distinction entre logiciel et matériel.
Pour ces travaux, il est considéré aujourd’hui comme le fondateur de la discipline informatique en tant
que science, et son nom a été donné au plus haut prix en informatique théorique, remis chaque année
depuis 1966.

Du coté technologique, les premiéres machines de déchiffrement restent basiques : appelées bombes,
elles sont simplement des répliques de la machine Enigma, mises en paralléles et cadencées aussi rapide-
ment que la mécanique le permet : il n’y a pas encore de logique électronique.
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Une premiére transition a lieu avec 'introduction des commutateurs, des interrupteurs controlés par
signal électrique, grace & un électro-aimant. C’est 'entreprise de téléphone Bell qui fut chargée de sa
conception et de sa réalisation ; trouvant ainsi une nouvelle utilisation des relais électromécaniques, non
plus pour le routage des communications, mais bel et bien pour le calcul. Les rotors sont ainsi remplacés
par des multi-commutateurs. Bien que cette transition technologique offre une vitesse et programmabilité
accrue, elle sera trés vite replacée par le transistor & lampe, permettant d’effectuer des opérations logiques
sans aucun mouvement mécanique, et donc beaucoup plus rapidement. La seule partie mobile de cette
derniére machine est un ruban perforé codant le message a déchiffrer, se déplacant & 40km/h et lu par
un dispositif optique; reflétant la construction théorique de la machine de Turing, avec son ruban, sa
téte de lecture et son processeur logique.

Standardisation Internationale. Jusqu’ala fin des années 60, les techniques cryptographiques restent
secrétes, developpées indépendamment dans chaque nation pour les applications diplomatiques et mil-
itaires. Avec l'arrivée des réseaux informatisés dans les entreprises, et bientot ARPANET, le bureau
états-unien des standards lance un appel a candidatures pour la standardisation en 1973. L’entreprise
IBM proposera alors I'algorithme de chiffrement par bloc Lucifer, developpé deux ans plus tot, notam-
ment par Horst Feistel. Quelques modifications furent apportées, et le DES, Data Encryption Standard,
fut adopté en 1976. Cela marque le début de la recherche académique en cryptographie.

La contribution majeure de Feistel sera souvent re-utilisée par la suite; elle permet de transformer
une fonction quelconque sur des blocs de taille n, en une permutation sur des blocs de taille de 2n, et
dont l'inverse est aussi facilement calculable. Cette construction s’est récemment avérée théoriquement
stire, permettant de démontrer I’équivalence entre les modeéles de 'oracle aléatoire et le chiffrement par
bloc idéal [HKT11].

1.1.3 L’age paradoxal

Toutes les techniques de chiffrement vues jusqu’ici nécessitent que les parties voulant communiquer
de facon confidentielle partagent au préalable une clef secréte; et cette limitation semblait naturelle &
bon nombre de cryptologues. En 1970, James H. Ellis affirme dans une note interne au quartier général
britannique des télécommunications (GHCQ) [El70] qu’il est concevable d’effectuer des communications
confidentielles sans secret partagé au préalable ; ouvrant la voie de la cryptographie dite & clef publique.

L’échange de clef. Le premier résultat en ce sens est da & Ralph C. Merkle en 1974 (publié un
peu plus tard [Mer78|); il permet & deux parties (Alice et Bob) de s’échanger efficacement une clef qui
ne sera connue que d’eux, bien qu’ils communiquent & travers un canal non confidentiel. L’idée est la
suivante : considérons tout d’abord un message m1, que nous chiffrerons avec une petite clef k1, obtenant
un chiffré ¢, ; la clef étant choisie petite afin qu’il soit possible, bien que cotteux de faire une attaque
exhaustive. Le chiffré c¢; est alors un puzzle, et sa résolution révéle le message my. Bob génére ainsi n
puzzles, ¢1...c,; et les envoie & Alice. Alice choisit alors I'un des puzzles, disons le i-éme, le résout,
et obtient m;. Chaque puzzle résolu m; contient un identifiant aléatoire unique v;, et une grande clef
K;. Alice retourne a Bob l'identifiant v; ; et les deux parties utiliseront ensuite la grande clef K; pour
communiquer confidentiellement.

Alice n’a résolu qu’un seul puzzle, par contre un attaquant voulant retrouver la clef devra en résoudre
n, nécessitant donc beaucoup plus de temps de calcul. Précisément, si générer un puzzle a un cotut 1, le
résoudre un coit £, le temps de calcul de Alice et Bob est de n + £, alors que celui d’un attaquant serait
de nf. Malheureusement un tel écart de 1 & n n’est pas suffisant : pour la cryptographie on requiert
généralement un écart exponentiel ; néanmoins, cela confirme que 'idée de Ellis, bien qu’ apparemment,
paradoxale est loin d’étre absurde!

Il ne faudra attendre que deux ans avant que cette idée soit améliorée pour obtenir enfin un écart
(quasi-) exponentiel entre le temps de calcul nécessaire aux parties légitimes et l'attaquant, avec le
protocole d’échange de clef de Bailey W. Diffie, Martin E. Hellman [DH76| (et Ralph C. MerkleE[).

L’idée novatrice est de s’appuyer sur une structure mathématique algébrique ; jusqu’alors toute forme
de structure était évitée en cryptographie de peur qu’elle ne méne a des cryptanalyses. Cette structure

«

1. Usuellement, ce protocole est attribué a Diffie et Hellman seuls; cependant, Martin Hellman affirme en 2002 :
The system has since become known as Diffie-Hellman key exchange. While that system was first described in a paper
by Diffie and me, it is a public key distribution system, a concept developed by Merkle, and hence should be called 'D-
iffie-Hellman—Merkle key exchange’ if names are to be associated with it. I hope this small pulpit might help in that
endeavor to recognize Merkle’s equal contribution to the invention of public key cryptography.” De plus, le brevet associé
(U.S. Patent 4,200,770) crédite Diffie, Hellman et Merkle.
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algébrique permet en effet des attaques plus rapides que la recherche exhaustive, mais I'essentiel est que
ces attaques restent exponentielles.

Soit p un nombre premier, et g < p en entier quelconque (ou presque), établi & ’avance, mais ne
nécessitant pas d’étre secret. Le protocole se déroule ainsi :

Alice Bob
choisit a aléatoirement choisit b aléatoirement
calcule A = ¢g* mod p calcule B = g mod p
A
B
calcule K = B® mod p calcule K = A® mod p

A la fin du protocole, les deux parties se sont mises d’accord sur une clef commune K = ¢?.

L’attaquant & seulement eu accés & A = ¢, et B = g%, et peut certes calculer certaines combinaisons,
telles que A- B = ¢g®*?. Par contre, pour retrouver ¢?° la seule méthode connue est de retrouver a & partir
de A = g (ou symétriquement b & partir de B = g°) c’est-a-dire résoudre le probléme du logarithme
discret; les seuls algorithmes connus pour résoudre ce probléme sont super-polynomiaux.

Fonction a Trappe, Chiffrement a clef publique. En 1977, Ronald Rivest, Adi Shamir et Leonard
Adleman proposent le premier algorithme de chiffrement a clef publique RSA [RSA78|. L’échange de
clefs vu précédemment, ne permet a deux parties que de s’accorder de facon confidentielle sur une clef
commune aléatoire, qui servira de clef privée a la suite des échanges; le chiffrement a clef publique
RSA permet directement la transmission d’un message confidentiel, et ne nécessite pas d’interaction
aprés la publication de la clef publique. Plus précisément, Alice souhaitant pouvoir recevoir des messages
confidentiels, choisit deux grands nombres premiers p et ¢, qui constituent sa clef privée ; de ces nombres
elle déduit la clef publique N = pgq, en calculant un simple produit. Ainsi retrouver la clef privée & partir
de la clef publique est exactement le probléme de la factorisation, pour lequel aucun algorithme efficace
n’est connu, et ce malgré des décennies de recherche; il est raisonnable de croire qu’aucun algorithme
efficace n’existe !

Cet entier N sert de paramétre & une fonction dite a trappe : fy(x) = ¢ mod N, pour une valeur de
e partagée par tous, disons e = 17. Ainsi, connaissant N, il est possible & tous de calculer y = fy(x) pour
n’importe quelle valeur de z, mais inverser la fonction, c’est-a-dire retrouver x & partir y = fn(z) ne
semble étre possible (au sens calculable efficacement) qu’en connaissance de la trappe : la factorisation de
N en nombres premiers p et g. Précisément, connaissant p et ¢, on retrouve la taille ('ordre) du groupe
multiplicatif modulo N, par la fonction indicatrice d’Euler ¢(N) = (p — 1)(¢ — 1). Cette structure de
groupe assure (pour presque tout choix de e) 'existence d’un entier d, tel que pour tout x, (z¢)¢ = 2°¢ =
2 mod N, et on peut retrouver ce d a partir de ¢(N) et e, et donc de la factorisation p, g.

Preuves de Securité. Il reste cependant une question essentielle : la difficulté de factoriser N suffit-
elle & garantir la confidentialité de ce schéma de chiffrement 7 Cette question reste un probléme ouvert :
aucune méthode autre que la factorisation n’est connue & ce jour pour s’attaquer & ce chiffrement, mais
les seules preuves établissant formellement un lien entre la confidentialité du schéma RSA et la difficulté
de la factorisation ont été établies dans des modéles de calcul restreints.

Deux ans aprés la publication de RSA, Michael O. Rabin propose un autre cryptosystéme |[Rab79al,
cette fois-ci vraiment basé sur la factorisation ; au sens ou il prouve mathématiquement que s’il existe un
algorithme efficace compromettant la confidentialité de ce nouveau schéma, alors il existe un algorithme
efficace de factorisation. De telles preuves mathématiques sont appelées réductions ; on suppose ’existence
d’un attaquant efficace, et ’on construit un algorithme qui fait appel & cet attaquant comme d’une sous-
routine, par exemple ici pour résoudre le probléme de la factorisation.

La sécurité offerte par le schéma de Rabin se limite cependant a une garantie de confidentialité limitée :
en supposant que la factorisation est un probléme insoluble en pratique, nous sommes assurés qu’il est
impossible & un attaquant (passif) de retrouver l'intégralité du message clair en voyant un chiffré. Rien
cependant n’assure qu’il ne soit pas capable de retrouver une portion de 'information contenue dans le
message.

Un modéle bien plus général d’attaque sera proposé en 1982 par Shafi Goldwasser et Silvio Mi-
cali [GMS82], appelé sécurité sémantique (ou indistinguabilité) assurant qu’aucune information méme
partielle sur le message ne soit calculable par I'attaquant. Cet article est souvent considéré comme I’ar-
ticle fondateur de la sécurité prouvée, sa méthodologie, incluant la définition d’un modéle d’attaque
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pour une preuve de sécurité a depuis été repris par la majorité des constructions de cryptographie a clef
publique : a ce titre, ils ont recu en 2012 le prix Turing. Notons que les auteurs de RSA ont eux aussi
été lauréats de ce prix, ainsi que Michael Rabin qui a partagé un prix Turing avec Dana Scott pour ses
travaux sur les machines non déterministes.

Les attaques actives. Ces premiéres techniques de chiffrement asymétrique permettent donc a deux
parties de communiquer de fagon confidentielle en utilisant un canal non confidentiel. Cependant il est
nécessaire de supposer que le canal garantisse l'intégrité des échanges : ces schémas résistent aux attaques
dites passives ('attaquant ne fait qu’écouter les données en transit, sans pouvoir les modifier), mais, sans
autres contre-mesures, ils sont vulnérables aux attaques actives.

Par exemple, il existe une attaque active simple sur le protocole d’échange de clef Diffie-Hellman ;
elle utilise le fait que I’on établisse effectivement une clef confidentielle avec quelqu’un & ’autre bout du
canal ; mais rien ne garantit que cela soit avec la personne souhaitée. Ainsi, un attaquant, disons Charlie,
qui aurait accés activement & ce canal, pourrait s’'immiscer dans le processus de la fagon suivante :

Alice Charlie Bob
choisit a aléatoirement choisit ¢ aléatoirement choisit b aléatoirement
Calcul A = ¢° Calcul C = g° Calcul B = g°
A, _c
L C LB
Calcul K; = C@ Calcul K; = A€ et Ko = B¢ Calcul Ky = C?

Alors que Alice et Bob espéraient partager une clef confidentielle entre eux, ils partagent chacun une clef
différente avec Charlie! Il ne reste plus & Charlie qu’a déchiffrer tous les messages qu’il recoit d’un coté
et de les re-émettre chiffrés avec ’autre clef pour cacher sa présence tout en ayant accés a 'information
déchiffrée.

La conclusion est que garantir ’identité des parties et 'intégrité des données échangées est générale-
ment un prérequis pour assurer la confidentialité.

Identification et signature. Une solution au probléme de l'identification est proposée par Uriel
Feige, Amos Fiat et Adi Shamir en 1988 [FFS8§]|; et la sécurité du schéma est basée sur le probléme de
la factorisation. Alice va prouver son identité & un vérifieur, Bob, par la connaissance d’un secret ; on
souhaite cependant que personne d’autre qu’Alice ne connaisse ce secret, pas méme Bob, auquel cas il
pourrait lui-méme se faire passer pour Alice auprés d’un tiers. C’est par un protocole interactif que cette
identification a lieu, Bob ne connaissant qu’une clef publique pour la vérification ; cela se distingue de
I’équivalent de l’identification de type symétrique par mot de passe, ou le vérifieur Bob connait le méme
secret qu’Alice.

Un tel protocole constitue une preuve interactive de connaissance a divulgation nulle, c’est-a-dire
qu’Alice prouve la connaissance d’une clef secréte, en ne révélant aucune information nouvelle sur sa clef
secréte! Cette propriété, qui peut sembler paradoxale, s’établit par un argument de simulation : il est
possible sans connaissance du secret de produire un faux transcript du déroulement normal du protocole,
en jouant les deux roles a la fois, celui d’Alice et de Bob. Cela prouve qu’obtenir un tel transcript n’apporte
aucune information supplémentaire, puisque ce transcript peut étre généré par n’importe qui. Cependant,
produire de tels transcripts n’aide en rien & se faire passer pour Alice, car durant une identification réelle
auprés de Bob, 'attaquant n’a plus le controle sur les choix secrets faits par Bob.

Un tel protocole permet donc l'identification d’une partie, une application directe est par exemple
Iouverture ou non d’un accés, physique ou informatique. Cependant, Fiat et Shamir proposent aussi
une technique pour transformer un tel schéma d’identification en schéma de signature. Alors qu’une
identification ne permet que de garantir son identité, la signature permet de lier un message choisi a son
signataire c’est-a-dire garantir a la fois I’authenticité (I'identité du signataire) et son intégrité. La encore,
les arguments de simulation sont essentiels pour les preuves de sécurité. Par contre la signature n’étant
pas un protocole interactif, 'argumentation de sécurité se place dans un modéle particulier, dit modéle
de l'oracle aléatoire, et dont la simulation prendra le controle.

N

Infrastructure a clefs publiques. Les outils cryptographiques que nous venons de décrire sont les
briques de base de la sécurité des communications, notamment sur le réseau internet. Lorsqu’un inter-
naute souhaite se connecter, & un site de paiement en ligne, plusieurs garanties sont nécessaires : il faut
premiérement que les données soient chiffrées afin que les identifiants bancaires ne soient pas interceptés



1.1 Un bref historique des idées en cryptologie XV

par un tiers malhonnéte, mais il faut aussi que I'internaute soit str d’établir des communications avec
le site de son choix, et non un attaquant actif. Ainsi, pour la premiére condition, il semble suffire que le
site de paiement publie une clef publique de chiffrement, mais pour la seconde, il faut garantir que cette
publication n’ait pas été altérée avant que l'internaute ne l'utilise.

Pour ce faire, on utilise une infrastructure a clefs publiques; des autorités de certifications, aussi
appelés tiers de confiance, certifient les clefs publiques de chiffrement des sites internet avant qu’elles ne
soient utilisées par les internautes. Ainsi, 'internaute n’a besoin de connaitre au préalable qu’une seule
clef publique : celle permettant la vérification des signatures de l'autorité de certification, généralement
pré-enregistrée dans le navigateur internet ; les sites internet quant & eux doivent faire certifier leur clef
publique de chiffrement auprés de cette autorité par une signature-certificat. Il ne reste ainsi au site qu’a
envoyer & Iinternaute une clef publique de chiffrement associée a ce certificat ; la signature est vérifiée
par le navigateur, assurant ainsi que la clef publique de chiffrement appartient bien au site souhaité. En
utilisant cette clef publique certifiée, l'internaute a donc les deux garanties requises : ’identification du
site internet et la confidentialité des données échangées.

Néanmoins, les infrastructures a clefs publiques sont relativement lourdes & mettre en place, surtout a
une échelle globale ; elles nécessitent des serveurs dédiés, de nombreuses interactions, et la révocation de
certificat reste un probléme majeur pour lequel il n’y a pas de solution idéale. Simplifier cette logistique
est 'une des motivations principales & 'invention de techniques de chiffrement a gestion de droits d’acceés.

Chiffrement a gestion de droits d’accés. Bien que ces outils cryptographiques suffisent a répondre
aux problémes principaux de sécurité sur un réseau non sécurisé, certains scénarios requiérent de nouvelles
fonctionnalités. Une restriction est que le chiffrement ou la signature seule n’intégrent pas de fagon native
de structures hiérarchiques permettant une gestion fine des droits d’accés ; si ’on veut chiffrer un message
pour plusieurs personnes, il faut le chiffrer séparément pour chacune d’entre elles. Dans bien des cas, il
serait beaucoup plus efficace de chiffrer le message une seule fois, en I’associant & une régle qui définit une
régle d’accés ; surtout ’on souhaiterait que cette régle soit garantie par les constructions cryptographiques
elles-mémes, sans passer par un tiers donnant ou non l’accés (et qui donc aurait tous les droits). Le premier
pas dans cette direction a lieu en 2001, lorsque Dan Boneh and Matthew K. Franklin proposérent un
schéma de chiffrement basé sur 'identité [BF03], résolvant un probléme ouvert par Adi Shamir en 1984.
Leur construction s’appuie sur le couplage de Weil, qu’Antoine Joux [Jou04| avait suggeré un an plus tot
comme puissant outil pour la construction de nouveaux protocoles. Pour ces travaux, Boneh, Franklin
et Joux ont recu en 2013 le Prix Gdédel.

Cette premiére version n’offre pas encore de structure fine d’accés, mais simplifie les échanges entre
I’autorité et les parties par rapport a l'infrastructure a clefs publiques. Le point essentiel pour la suite,
est que les clefs ne sont plus choisies complétement indépendamment les unes des autres, mais toutes
générées par une autorité unique, ce qui permet d’intégrer des structures de gestion de droits au sein
méme des clefs. La premiére évolution sera le chiffrement basé sur 'identité hiérarchique, permettant de
chiffrer un message de telle facon qu’il soit déchiffrable par une entité précise mais aussi par tous ses
supérieurs hiérarchiques. Ont suivi de nombreuses variations offrant de nouvelles régles d’accés de plus en
plus fines. Pendant dix ans, presque toutes ces constructions étaient basées sur les couplages de courbes
elliptiques ; plus récemment, nombre d’entre elles ont été adaptées aux réseaux euclidiens. Ce nouvel
objet mathématique, le réseau euclidien, semble d’ailleurs encore plus puissant ; en cette année 2013 a
été proposé par Sanjam Garg, Craig Gentry et Shai Halevi [GGH13| une construction cryptographique
dite multi-linéaire (contrairement aux couplages qui ne sont que bi-linéaires), et qui permet d’encoder
dans le chiffrement lui-méme n’importe quelle régle régissant les autorisations de déchiffrement, pour peu
qu’elle soit exprimable par une formule calculable.

Chiffrement Homomorphe Une autre direction de recherche ouvrant de nouvelles applications est le
chiffrement dit homomorphe, c’est-a-dire un chiffrement qui préserve certaines structures arithmétiques
entre les clairs et les chiffrés. L’exemple le plus simple est en fait le chiffrement RSA [RSAT78| vu plus
haut. Deux chiffrés ¢; = 2{ mod N, c; = x§ mod N peuvent étre multipliés, et le résultat vérifie ¢y - co =
(z1 - 2)® mod N, c’est-a-dire que le produit de deux chiffrés est un chiffré valide du produit des deux
messages clairs. Dans beaucoup de contextes, notamment en présence d’attaques actives, cette propriété
est considérée comme une faiblesse, car la préservation de structure peut permettre & un attaquant
d’extraire de I'information ; des contre-mesures brisant, ces structures sont ajoutées.

Cependant, cette structure peut aussi étre un atout considérable pour de nouveaux scénarios cryp-
tographiques, car elle autorise un tiers & effectuer des opérations sur des données chiffrées sans qu’il soit
pour autant capable capable de les déchiffrer. Un exemple d’application est le vote électronique : chaque
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vote est chiffré puis publié, on additionne le contenu de tous les bulletins sans les déchiffrer; calcul qui
peut étre publiquement vérifié pour éviter certaines fraudes. C’est seulement ce résultat final qui sera
déchiffré, révélant uniquement le résultat de 1’election, mais pas les votes individuels.

Outre RSA qui autorise la multiplication, d’autres schémas comme celui de Pascal Paillier [Pai99)
publié en 1999 permette ’addition. Il faudra attendre les travaux de Craig Gentry [Gen09] en 2009 pour
voir apparaitre un schéma crédible de chiffrement qui autorise a la fois I’addition et la multiplication ; et
le fait de pouvoir conjointement utiliser ces deux opérations autorise en fait d’effectuer n’importe quelle
opération sans déchiffrer les données! Cette fois encore, c’est la structure de certains réseaux euclidiens
qui permet une telle construction. Cela rend par exemple possible pour deux personnes d’optimiser un
partage équitable de ressources, sans révéler a ’autre ses propres préférences; ou encore — paradoxe
ultime ! — d’effectuer une recherche sur internet, sans que le moteur de recherche n’apprenne le contenu
de notre requéte.

Ces derniers résultats furent d’abord trés théoriques, dans la mesure ou les calculs et les tailles des
messages chiffrés semblaient astronomiques; mais les améliorations successives pourraient permettre &
une telle technologie d’étre appliquée dans un futur proche.

1.2 Outils mathématiques et informatiques

La cryptographie asymétrique s’appuie sur de nombreux concepts mathématiques, et d’informatique
théorique. En particulier, les preuves de sécurité se font donc selon le formalisme mathématique, et la
notion de difficulté provient de 'informatique théorique.

grace a son modéle mathématique d’ordinateur, la machine de Turing. Sans entrer dans les détails
techniques, la machine de Turing est constituée d’un ruban (suite de cases dans lesquels peuvent étre
écrits, lus et effacés des symboles), une téte de lecture/écriture (se deplagant sur le ruban pour effectuer
ces opérations) ainsi qu’un ensemble d’états et de régles de transitions sur ces états en interaction avec la
téte de lecture/écriture. Bien qu'’ils soient aujourd’hui bien plus complexes, les ordinateurs entrent dans
ce modéle, au sens ol tout ordinateur peut étre transcrit en une telle machine. La thése de Church-Turing
(énonceé plus métaphysique que mathématique) stipule que tout processus calcul physique rentre dans ce
modéle.

Muni de ce modéle, Turing définit les fonctions mathématiques calculables comme les fonctions f
pour lesquelles il existe une machine de Turing, qui démarre avec une valeur x codée sur le ruban, et qui
s’arréte aprés un nombre d’étapes (temps) fini, ait écrit f(z) codé sur ce méme ruban. I1 démontre au
passage, qu’il existe des fonctions qui ne sont pas calculablesﬂ Par la suite, la théorie s’intéressera a la
notion de complexité, c’est-a-dire, pour une fonction calculable, combien d’étapes faut-il & une machine
de Turing pour la calculer. C’est ainsi que sont définies un grand nombre de classes de complexités
(parfois appelées zoo) ; deux classes sont particuliérement interessantes. La classe P, des fonctions dont
le calcul peut étre effectué en un nombre d’étapes au plus polynomial en la taille de l'entrée, et la
classe NP (pour Non-deterministe Polynomial) des fonctions dont le résultat peut étre verifié en temps
polynomial. La question de savoir si ces deux classes sont égales ou différentes est le plus important
probléme d’informatique théorique & nos jours; il siége auprés de la conjecture de Riemann dans la liste
des 7 problémes du millénaire de I'institut Clay.

De plus, dans la classe NP certains problémes sont dits NP-complets, ce qui signifie qu’ils sont au
moins aussi durs que tous les autres problémes NP, “A est au moins aussi dur que B” signifiant que s’il
existe un algorithme polynomial pour le probléme A alors il existe un algorithme polynomial pour le
probléme B. Autrement dit, si un seul probléme NP-complet admet un algorithme en temps polynomial,
alors tous les autres problémes NP aussi, c’est-a-dire P = NP. Etant donné que I’avis majoritaire est
que P £ NP, de tels problémes sont considérés comme durs, et des instances suffisamment larges seront
impossibles a résoudre en pratique. Les premiers résultats de NP-complétude ont été établis par Cook et
Levin [CooT1|, la technique de preuve est appelée réduction. Pour montrer que A est au moins aussi dur
que B, on montre qu’on peut transformer efficacement une instance du probléme B en une instance de
A, de telle fagon que la réponse & 'instance de A soit la méme que (ou puisse se transformer efficacement

2. La technique de sa preuve s’appuie sur le paradoxe de Russell, ou paradoxe du barbier de Séville : si le barbier de
Séville rase tous les gens qui ne se rasent pas eux-mémes, le barbier se rase-t-il? Plus précisement, il définit la fonction f
(qui correspond au fait de se raser soi-méme), qui & un programme z associe 1 s’il s’arréte en temps fini, 0 sinon. Si f était
calculable, alors on pourrait construire le programme = (qui correspond au barbier) suivant : le programme x demande le
calcul de f(z), si le résultat est O alors il s’arréte, sinon il entre dans une boucle infinie.
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en) la réponse a B. Ainsi, un algorithme pour résoudre A s’il existait, se transformerait en un algorithme
résolvant B.

Preuves de Sécurité En ce qui concerne la cryptographie, nous nous appuyons sur le méme type
d’argumentation pour démontrer la difficulté de casser un schéma cryptographique. Cependant nous
devons pour le moment nous contenter de notions de difficulté plus faible, car nous ne connaissons que tres
peu de primitives cryptographiques se réduisant a des problémes NP-complets. Ainsi, nous considérerons
difficiles les problémes dont nous pensons qu’ils ne sont pas résolubles en temps polynomial, c’est-a-dire
des problémes dont on pense qu’ils ne sont pas dans Pﬂ Bien sir, en pratique nous nous intéresserons
plus précisément au temps approximatif des meilleurs algorithmes connus.

Les preuves de sécurité sont cependant des réductions plus complexes que celle de NP-complétude,
car la notion de sécurité d’un schéma cryptographique avancé ne peut se résumer au simple calcul d’une
fonction f sur une entrée z. En effet, surtout dans les modéles d’attaques actifs, un attaquant peut
interagir avec les différents participants, et obtenir & son gré, des réponses a des requétes de son choix.
Ainsi, la premiére étape d’une preuve de sécurité consiste a définir le modeéle d’attaque, c’est-a-dire les
régles d’interaction entre lui et les autres parties, ainsi qu’une condition énoncant si son attaque est
réussie (victoire) ; un tel modeéle est appelé jeu. La preuve de sécurité consistera ensuite en une réduction
de ce jeu & un autre probléme supposé difficile, idéalement non-interactif (c’est-a-dire au calcul d’une
fonction supposée difficile).

Enfin, contrairement a la NP-complétude, qui est une notion de difficulté en pire cas, on s’intéresse
pour la cryptographie a la difficulté dans le cas moyen. Autrement dit, la NP-complétude garantit qu’il
existe des instances du probléme qui vont étre difficile & résoudre, mais il est possible pour certains
problémes qu’une instance choisi au hasard ne soit pas aussi difficile. Par exemple, le probléme de la
factorisation n’est pas aussi difficile pour un entier N choisit au hasard, qui en moyenne aura de nombreux
petits facteurs faciles & trouver, que pour un entier N = pg ou p et ¢ sont deux grands nombres premiers
vérifiants certaines bonnes conditions. Ainsi, en cryptographie, il faut obtenir la difficulté en moyenne
d’un probléme, c’est-a-dire que le probléme reste dure avec trés forte probabilité pour une clef choisie au
hasard, quitte a4, comme pour RSA restreindre I’espace des instances.

Algorithmes quantiques et ordinateur quantique Entre la classe P et la classe NP s’intercale une
autre classe, QP, qui se définit comme ’ensemble des problémes solubles en temps polynomial sur un
ordinateur quantique. Précisément, on définit un modéle de calcul dont les états et les opérations sont
les axiomes de la mécanique quantique. D’un point de vue théorique, cela permet de stocker dans des
registres mémoires des superpositions d’un nombre exponentiel de valeurs, et d’effectuer des opérations
sur tous ces états superposés a la fois. Cela ne correspond cependant pas a faire les calculs en paralléle
sur un nombre exponentiel de machines ; car une fois des calculs effectués sur une superposition d’états,
il n’est possible d’extraire qu’une petite fraction de 'information calculée.

1l existe des problémes pour lesquels on connait des algorithmes polynomiaux sur machine quantique
mais pas sur machine classique ; ¢’est notamment le cas de la factorisation et du logarithme discret, grace
a lalgorithme de Schor [Sho97|. Pour d’autres problémes, on ne connait pas d’algorithmes plus efficaces
sur machine quantique que classique. Dans I’état actuel des connaissances, on sait que P C QP C NP, et
I’on peut raisonnablement croire que chacune de ces inégalités est stricte.

Parmi les différents problémes que nous allons voir pour baser la cryptographie, il en existe certains
pour lesquels on ne connait pas d’algorithmes quantiques efficaces. C’est notamment le cas des problémes
sur les réseaux euclidiens, qualité souvent mise en avant par la communauté. Cet argument est non
négligeable, mais limité. Pour certains, il s’agit d’un fait absolument rassurant concernant leur securité.
Il est cependant délicat de prétendre qu’il n’existera jamais d’algorithme quantique polynomial pour
tel ou tel probléme (& moins que le probléme ne soit NP-complet) dans la mesure ou l’algorithmique
quantique est trés différente de I’algorithmique classique, et qu’assez peu de chercheurs y sont vraiment
familiers.

Il est cependant peu probable que 'ordinateur quantique apparaisse du jour au lendemain ; et il n’est
pas impossible que les limites de la physique le rendent irréalisable quelles que soient nos avancées tech-
nologiques. Ainsi, I’existence d’un algorithme quantique est avant tout un fait inquiétant sur la structure
d’un probléme, potentiellement symptome de I’existence d’algorithmes classiques sous-exponentiels voire
quasi-polynomiaux.

3. Plus précisément aux problémes qui ne sont pas dans BPP, classe qui inclut les algorithmes probabilistes qui résolvent
un probléme donné avec bonne probabilité en temps polynomial
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En d’autres termes, 1a ot la NP-complétude apporterait une réponse quasi-définitive & la sécurité d’un
schéma, I’absence d’algorithmes quantiques n’est qu’un argument relatif; et les risques liés a 'existence
d’algorithmes quantiques ne sont pas uniquement conditionnés par I’avénement de ’ordinateur quantique.

1.2.1 Les problémes utilisés en cryptographie

La factorisation Le probléme de la factorisation est sans doute le probléme le plus connu pour ses
applications en cryptographie, c’est sur lui qu’est “basé” le premier schéma de chiffrement & clef publique,
RSA [RSAT§]|, ainsi que son dual, le schéma de signature RSA. Comme nous 'avons détaillé auparavant,
on ne connait pas pour RSA de réduction assurant que ces schémas sont aussi durs que la factorisation
elle-méme. Cependant, le schéma de Rabin bénéficie lui d’une telle garantie de sécurité. Au-deld du
simple chiffrement, il existe aussi un IBE (schéma de chiffrement basé sur I'identité), proposé par Cocks
en 2001 [Coc01]; mais aucune construction & gestion fine d’accés n’est connue a ce jour. De méme, dans
la direction du chiffrement homomorphe, RSA est naturellement homomorphe pour la multiplication, et
la variante proposée par Paillier [Pai99] est elle additivement homomorphe.

Bien que RSA ait ouvert la voie de la cryptographie asymétrique, ces techniques ne sont plus con-
sidérées aujourd’hui comme idéales & bien des égards. Du coté de la sécurité d’abord, car les meilleures
attaques connues tournent en temps = P pour des nombres premiers de taille ¢, obligeant & prendre
des tailles de clefs cubiques en le paramétre de sécurité £ = O(\?). Grace au choix d’un petit exposant
e, le chiffrement (ou la vérification de signature) se fait en (7)()\3) et relativement efficace en pratique, le
déchiffrement (ou la signature) est lui beaucoup plus lent, en @(A6). Au-dela de la complexité théorique,
les opérations effectués sont trés peu efficaces sur des petites architectures. Enfin, les garanties théoriques
de sécurité sont assez faibles ; cependant la confiance en ce schéma avec les paramétres actuels est plutot
bonne, du fait que ce schéma a été cryptanalysé depuis maintenant plus de 35 ans. Les cryptanalyses
actuelles se concentrent maintenant sur des modéles d’attaques plus puissants, notamment lorsque la clef
secréte est partiellement révélée, par exemple grace au canaux auxiliaires (mesure de consommation du
processeur) voire a 'injection de faute.

Le logarithme discret La cryptographie basée sur le logarithme discret offre une plus grande variété
d’instanciation ; en effet le logarithme discret peut se définir sur n’importe quel groupe abélien fini
(idéalement un groupe cyclique). Essentiellement, les groupes utilisés sont les groupes multiplicatifs L,
du corps fini F), pour p premier; il s’agit d’un groupe abélien fini d’ordre p — 1, il est donc isomorphe
au groupe additif Z,_;, cependant on ne sait efficacement calculer cet isomorphisme que dans un sens :
[ix €Zp1— g* € Z, pour g un générateur de Z;. Pour un bon choix de p, on ne sait pas inverser
efficacement cet isomorphisme. Cependant, les attaques sur ces groupes sont du méme ordre que celle de
la factorisation ; cela n’offre donc pas de gain de performance pour un méme niveau de sécurité.

Plus récemment a été introduit un autre type de groupe issu de la géométrie algébrique : les courbes
elliptiques. Pour un méme ordre p, il existe un grand nombre de courbes elliptiques sur des corps finis
ayant cet ordre; et pour certaines d’entre elles, on ne connait aucun “raccourci” pour le logarithme
discret ; c’est-a-dire que les meilleurs algorithmes connus sont génériques, et & peine meilleurs que la
recherche exhaustive (Baby-Step-Giant-Step et p-Pollard). Autrement dit, pour ces courbes on peut
choisir des tailles de clef proportionnelles au paramétre de sécurité, précisement deux fois ce paramétre.
Cela permet donc des systémes beaucoup plus compacts, mais pas extrémement plus rapide que RSA, car
les opérations sont plus complexes. Cette cryptographie & base de courbes offre beaucoup de souplesse
— et c’est une des raisons de son succés — car la construction de protocole se fait en “boite noire”; la
communauté a pu ainsi séparer les problémes de comment construire des courbes efficaces et stires d’un
coté ; et de comment les utiliser pour construire de nouveaux cryptosystémes de l'autre.

Le logarithme discret en presence de couplages Les couplages (de Weil ou de Tate) ont d’abord
été introduits pour la cryptanalyse. Pour certaines courbes elliptiques, on peut définir un couplage — une
fonction bilinéaire — c’est-a-dire une fonction e non triviale verifiant e(g%, h®) = e(g, h)?® qui se calcule
efficacement. Bien qu’il soit difficile de résoudre le probléme du logarithme discret sur ces courbes, la
sécurité d’un protocole tel que I’échange de clefs Diffie-Hellman serait mis en défaut, car il devient possible
de distinguer la clef échangée d’une clef aléatoire. Cependant, Antoine Joux, Puis Dan Boneh et Matthew
Franklin ont proposé d’exploiter ces propriétés algébriques pour construire de nouveaux cryptosystémes
inaccessibles auparavant. C’est ainsi qu’en 10 ans, un trés grand nombre de cryptosystémes & gestion
fine de droit d’accés ont vu le jour.
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Cependant, la construction de courbes siires avec couplage reste un exercice délicat, et les opérations
de couplages sont encore plus couteuses que les opérations de groupe sur une courbe. Certains choix faits
pour des raisons d’efficacité se sont récemment avérés fatals aux nouveaux algorithmes de logarithme
discret [BGJT13] en temps quasi-polynomial.

Le probléme du sac-a-dos La factorisation, et le probléme du logarithme discret ont le défaut majeur
de ne pas étre liés & des problémes fondamentaux de la théorie de la complexité. Idéalement, pour se
garantir de toute attaque (en supposant que P # NP) on souhaiterait construire des cryptosystémes
basés sur des problémes NP-complets. Cependant, les premiers problémes NP-complets mis en evidence
étaient de nature trés combinatoire, alors que la cryptographie asymétrique semble nécessiter des objets
plus algébriques.

1l existe cependant un probléme d’énoncé simple, nommé probléme du sac-a-dos qui s’avére étre NP-
complet, et ayant des caractéristiques prometteuses pour la cryptographie. Il s’énonce ainsi : étant donné
un ensemble de n objets, de poids respectifs pi,...,pn, €t un poids total ¢; trouver un sous-ensemble
K de ses objets dont le poids total est t. Autrement dit, trouver un vecteur binaire (b; ...b,) tel que
> b;ip; = t. Une propriété intéressante de ce probléme, et trés utile pour la cryptographie asymétrique,
est que la version décisionnelle de ce probléme est aussi dure que la version de recherche; c’est-a-dire
qu’il est aussi difficile de simplement deviner §’il existe un tel vecteur (b;...b,) que de trouver un tel
vecteur. La réduction est assez simple; s’il existe un algorithme pour la décision ; on fait une hypothése
sur b, et on la teste en utilisant I’algorithme de décision. Précisement, on teste ’existence d’une solution
en enlevant le dernier élement p,, si c’est le cas on sait alors que ’on peut choisir b,, = 0, sinon on doit
avoir b, = 1; et on continue récursivement en prenant le nouveau poids total ' =t — b,,p,,.

Ainsi, Merkle et Hellman [MH78] proposent en 1978 un schéma basé sur certaines instances de ce
probléme. Malheureusement, pour rendre le déchiffrement possible, ils se voient obligés d’utiliser des
instances trés particuliéres. Ces instances s’avéreront faibles et Diffie et Shamir proposeront une attaque
quatre ans plus tard [SD82].

Les problémes de réseaux euclidiens De facon trés simplifiée, les problémes de réseaux euclidiens
sont des versions généralisées du probléme du sac & dos ; les poids scalaires p;dotsp,,,t sont remplacés par
des vecteurs, et 'on cherche une combinaison lineaire entiére, pas forcément binaire, mais ne serait-ce
qu’a petits coefficients. Une section entiére (Sect. est vouée & la présentation des réseaux euclidiens,
les problémes associés et leur interprétation géométrique.

les problémes de codes correcteur d’erreur Un code correcteur d’erreur est un espace vectoriel
sur un corps fini, muni d’un sous-ensemble de points appelés mots de code; ainsi que d’une métrique. Ils
servent & détecter voire corriger les erreurs de transmission sur un canal bruité. L’émetteur n’est censé
envoyer que des mots de code, ainsi si une partie de 'information est modifiée pendant la transmission,
il est fort probable que le message recu ne soit pas un mot du code. L’objet de cette théorie est de
concevoir des codes qui permettent de retrouver le mot d’origine en supposant que la transmission n’a
provoqué qu’un petit nombre d’altérations. Ce sujet essentiel & 'informatique & été trés étudié, et on
a montré notamment qu’un code linéaire choisi aléatoirement (donc trés mal congu) rend ce probléme
NP-complet. Cela a donné lieu & un certain nombre de cryptosystémes, mais pour un niveau de sécurité
convenable, ils sont pour 'instant assez peu efficaces.

Il est cependant intéressant de noter que les problémes de réseaux et les problémes de code ont un
formalisme assez similaire ; la différence essentielle est la métrique utilisée; les codes se basent sur la
métrique de Hamming (nombre de coordonnées faussées dans le message, indépendamment des fautes
elles-mémes), tandis que les problémes de réseaux s’appuient généralement sur la norme euclidienne.

Les systémes d’equations multivariés Pour conclure, nous mentionnons la cryptographie multi-
variée, qui cherche & s’appuyer sur la difficulté de résoudre des systémes d’équations polynomiales &
plusieurs variables. L’une des techniques consiste a cacher un systéme d’équations polynomiales facile
(formes triangulaires) en le transformant selon des applications linéaires gardées secrétes. Il y a cependant
peu d’arguments théoriques de sécurité (peu de garanties que ces instances sont suffisamment dures),
et certaines tentatives de choix de paramétres instanciation se sont avérées trop agressives; ouvrant la
porte & des attaques certes exponentielles en théorie, mais faisables en pratique.
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1.3 Les Réseaux euclidiens

Réseaux, bases et pavages En termes mathématiques, un réseau euclidien est un sous-groupe discret
d’un espace vectoriel muni de la norme euclidienne (c’est-a-dire la notion usuelle de distance vérifiant le
théoréme de Pythagore). De maniére informelle, les réseaux euclidiens sont des ensembles de points de
I’espace qui suivent un arrangement “régulier”. Plus précisément, les réseaux sont des groupes : ils ont
une origine 0, ils sont stables par addition et par soustraction; autrement dit, pour un réseau L, pour
tous points du réseau x,y € Lon ax+y € L et x —y € L. IIs sont de plus discrets, c’est-a-dire que
tout point est isolé, mais par les propriétés de groupe il suffit que ’origine 0 soit isolée, c’est-a-dire qu’il
existe un rayon r tel qu’aucun point du réseau & part 'origine ne soit & distance inférieure & r de cette
origine. La plus grande valeur possible d’un tel r est appelé premier minimum du réseau, noté A;(L),
autrement défini par A\ (L) = minker\fo} [|%[|- La figure [1.1}en donne deux exemples.

FIGURE 1.1 — Exemples de réseaux

. . ® . . . . . . .
. . . . . . ] ® . . '
(a) Le réseau orthogonal canonique Z2 (b) Un réseau L quelconque

Les réseaux sont ’analogue discret des espaces vectoriels réels, en particulier ils ont des bases, c’est-
a-dire un ensemble de vecteurs by ...b, tel que tout point du réseau s’écrive de facon unique comme
une combinaison entiére des vecteurs b;...b,. Un réseau admet un nombre infini de bases différentes
(excepté les réseaux de dimension 1). A chacune de ces bases, on peut associer un pavage de I’espace
selon un parallélépipéde associé a la base, comme montré en figure [1.2)

FI1GURE 1.2 — Bases d’un réseau et pavages parallélépipédiques

(a) Une bonne base de L (b) Une moins bonne base de L

Cependant, les réseaux admettent d’autres pavages réguliers comme Escher le démontrait dans grand
nombre de ses ceuvres. De telles figures pavant 'espace selon le réseau L sont appelées domaines fonda-
mentaux du réseau L.
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Parmi tous les domaines fondamentaux se distingue la cellule de Voronoi, définie comme 1’ensemble
des points plus préts de ’origine que de tous les autres points du réseau.

Codage, décodage et correction d’erreur Au-deld de leurs nombreuses applications en mathéma-
tique pure, les réseaux euclidiens s’avérent trés utiles en informatique pratique, en particulier pour les
communications numériques au travers de canaux analogiques. Pour transmettre un message numérique
(un élément d’un ensemble fini) on lui associe un point x € L dans un réseau L fixé & ’avance. Les coor-
données de ce point sont cependant dans un espace continu, et ce sont ces coordonnées que I’on transmet
a travers le canal analogique. A lautre bout du canal, le signal recu risque fort d’étre perturbé, ainsi le
récipiendaire effectue une mesure y = x + e ol e est une petite erreur. Cependant, si on a la garantie
que e est petit, alors il n’y a mathématiquement pas d’ambiguité sur x. Précisément, si |le]| < A\ (L)/2,
alors il n’existe qu’un seul point du réseau L possible pour x connaissant la valeur y. Géométriquement,
cela est vrai car les boules de diamétre A\ (L) centrées en les points du réseau ne s’intersectent pas.

FIGURE 1.4 — Décodage de transmission bruitée

Empilements compacts et constante d’Hermite La figure démontre ce principe. Cependant
nous pouvons observer qu’une large portion du plan n’est pas couverte par les disques de décodage. Pour
optimiser la quantité d’information transmise et la capacité de correction d’erreur, on souhaite minimiser
cette zone inutile. C’est une des raisons pour lesquelles on s’intéresse aux empilements optimaux de
sphéres, c’est-a-dire les réseaux pour lesquels la densité

o) - ()
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est maximale (28,, dénotant la boule unité en dimension n). De fagon équivalente, Hermite définit la con-
stante éponyme 7, = maxz, A;(L)?/ Vol(L)?/™ ot le maximum est pris sur tous les réseaux de dimension
n. La densité maximale d’un réseau de dimension n est alors de A'®* = % -vg/ 2 Déterminer AMax
et trouver les réseaux qui atteignent A™?* g’appelle le probléme d’empilement compact des sphéres en
dimension n.

En deux dimensions, ’empilement optimal est atteint par le réseau hexagonal, connu depuis toujours
par les abeilles pour optimiser I’espace dans leur ruche. En trois dimensions, le réseau optimal est le réseau
nommé cubique face centrée, que l'on retrouve dans 'arrangement des atomes de nombreux métaux et
cristaux. Au-deld, de trois dimensions, ce probléme n’a été résolu que pour n < 8 et pour n = 24.

FIGURE 1.5 — Empilements optimaux en dimensions 2 et 3

(a) Structure atomique d’une couche de (b) Structure atomique du diamant, du sel etc.
graphéne (réseau hexagonal) (réseau cubique face centré)

Retrouver un proche vecteur Meéme pour des dimensions n dont on connait un empilement compact
de sphéres, il est difficile de parvenir & une correction d’erreur optimale en pratique. En effet, bien que,
comme montré en figure il n’y ait mathématiquement qu’une seule solution & y = x + e connaissant
y, avec X € L et e petit, trouver une telle solution x peut s’avérer algorithmiquement cotteux. Plus
généralement, on s’intéresse étant donné un point y quelconque a trouver un point proche x € L,
idéalement le plus proche. Il existe des algorithmes rapides (polynomiaux, voire quasi-linéaires) qui
permettent de trouver une bonne approximation du vecteur le plus proche, étant donné une bonne base.
Plus précisément étant donné une base B, l'algorithme de Babai permet, étant donné un point y de
trouver x € L tel que x —y € P(B), ou P(B) dénote le parallélépipéde engendré par B — comme
illustré en figure [[.2] Rappelons que par invariance du volume des domaines fondamentaux, tous ces
parallélépipédes ont le méme volume; ainsi ceux qui sont les plus proches des cubes garantissent de
trouver des vecteurs plus proches que des parallélépipédes longs et fins. Autrement dit, une bonne base
d’un réseau pour résoudre ce probléme est une base dont les vecteurs sont & peu prés tous de la méme
longueur et les plus orthogonaux possibles.

Trouver des bonnes bases, un probléme difficile De fait, la définition mathématique des réseaux
euclidiens et leur étude, remonte & bien avant ces applications au télécommunications. Ainsi, Gauss
définira les bases réduite en deux dimensions, et proposera méme un algorithme pour trouver de telles
bases. Précisément, une base by, by de L est dite réduite, si, le premier vecteur by réalise le minimum
du réseau, cest-a-dire si ||by|| = Ay (L), et si [(by,bs)| < 1/2]|/by||>. Cette deuxiéme condition, appelée
“size-reduction” s’obtient facilement en appliquant & bs la transformation by < by — {(bl, bo)/ ||b1||21.

L’algorithme de Gauss consiste simplement & appliquer cette transformation, puis inverser les vecteurs
b1 et bo, et répéter ces deux opérations jusqu’d convergence.

Hermite donnera une notion de réduction pour toute dimension n > 1; et de ces définitions peuvent
se déduire des algorithmes pour obtenir des bases réduites a partir de bases quelconques. Cependant ces
algorithmes ont un temps d’exécution exponentiel en la dimension. En 1981, van Emde-Boas [vEB81]
démontrera que trouver que trouver le plus court vecteur d’un réseau est un probléme NP-difficile, et
donc que de trouver des bases réduites est aussi difficile. Un an plus tard, Arjen Lenstra, Hendrik Lenstra
and et Laszl6 Lovész proposeront une relaxation de la réduction selon Hermite, et démontreront
que de telle base réduites sont calculables en temps polynomial grace a ’algorithme éponyme LLL;
mais contrairement & la réduction d’Hermite, une telle base ne contient pas nécessairement le plus court
vecteur du réseau. Il est cependant garantit que la base contient une approximation exponentiel du plus
court vecteur, c’est-a-dire un vecteur de longueur au plus 2" - A; (L) (la constante 2 peux étre remplacée
par d’autres valeurs ¢ > 4/3).
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Une question naturelle est alors de se demander quelle qualité d’approximation du plus proche vecteur
(ou quelle qualité de base réduite) est atteignable en temps polynomial. Pour de petits facteurs d’ap-
proximation, on sait montrer que ces problémes sont toujours NP-difficiles; mais méme au de 14, on
conjecture qu’il n’est pas possible d’obtenir en temps polynomial des approximations de meilleure qual-
ité asymptotique que celle de ’algorithme LLL.

La cryptographie a base de réseaux Il n’est cependant pas impossible de construire des réseaux
dont on connait de bonnes bases; ce qui est difficile, c’est, étant donné un réseau, en trouver une bonne
base. Ainsi, il aisé est pour quiconque de choisir une bonne base puis de considérer le réseau qu’elle
engendre, et de publier une mauvaise base de ce réseau. De cette fagon, tout le monde peux s’accorder
sur un réseau, mais seul son créateur est capable d’effectuer les opérations de décodage correctement
dans ce réseau ; de la méme maniére que pour la construction d’un module RSA, tout le monde connait
le module Zny ou N = pq, mais seul le créateur du module, ayant choisis p et ¢, est capable d’inverser
des exposants. C’est ainsi que se construit la cryptographie & base de réseaux.

Bien qu’elle ne fut pas accompagnée de réduction de sécurité, la premiére construction cryptographique
du genre est due a Goldreich, Goldwasser et Halevi [GGH97|. Pour le chiffrement, ils proposent, étant
donné une mauvaise base d’un réseau, de coder un message en choisissant un point aléatoire du réseau,
et en le bruitant par le message a chiffrer ; déchiffrer le message revient a résoudre un probléme de correc-
tion d’erreur comme en figure Ainsi, le récipiendaire légitime, qui connais une bonne base du réseau
peux déchiffrer le message grace a ’algorithme de Babai. Mais ne connaissant que des mauvaises bases,
déchiffrer ce message sera difficile pour les attaquants.

Cette premiére tentative [GGH97| se révélera plutot faible; mais en paralléle, un cryptosystéme
concret NTRUENCRYPT [HPS98| est proposé. Malgré 1’absence de preuve de sécurité et 15 ans de
cryptanalyse, il n’a toujours pas été cassé, et il demeure un des schémas de chiffrement a clef publique
les plus rapides. Viendront par la suite des cryptosystémes a la sécurité prouvée, en particulier grace
aux travaux fondateurs d’Ajtai [Ajt96}|Ajt99],definnissant le probléme SIS (Short Integer Solution), et
établissant sa difficulté dans le cas moyens en ne supposant que la difficulté dans le pire cas pour de
certains problémes de réseaux. Une deuxiéme étape importante sera l'introduction du probléme “learning
with error” (LWE) par Regev [Reg05|, qui ouvrera la voie d’un cryptographie (en théorie) trés efficace,
avec de nouvelles garanties de sécurité, et offrant de plus en plus de fonctionnalités.

1.4 Sujet de thése : Les signatures fondées sur les réseaux

En plus du schéma de chiffrement a clef publique, I’article [GGH97] propose un schéma de signature
“dual”. Les paires de clefs sont similaires a celles du chiffrement ; c’est-a-dire que le signataire choisit
une base courte B, en déduit le réseau engendré L = £(B) C R™ (de rang plein), et publie une base
quelconque P de ce méme réseau (L(P) = L). Avant d’étre signé, le message m est d’abord haché, et
le hash est interprété comme un point de l’espace R™ : h = H(m) € R™. Le signataire utilise ensuite sa
base courte, pour retrouver un point du réseau s € L proche de h; précisément en utilisant 1’algorithme
de Babali, il trouvera l'unique vecteur s € L tel que s — h appartienne au parallélépipéde P(B) (comme
en figure . Pour vérifier la validité d’une signature s associée & un message m, on vérifie simplement
que s appartient au réseau L (ce qui est aisé connaissant une base quelconque P), et que s est proche de
h = H(m), c’est-a-dire que ||s — H(m)|| est petit.

Un adversaire voulant falsifier une signature pour un message m doit donc, ne connaissant qu’une
mauvaise base P du réseau L, retrouver un point proche du point aléatoire h = H(m); cette tache
s’avére difficile sans la connaissance d’une bonne base du réseau L telle que B.

Quelques années plus tard, les auteurs de NTRUENCRYPT proposent un schéma de signature [HN-
HGSWO03]|, NTRUSIGN suivant le méme procédé ; mais 'utilisation de réseaux cycliques et g-aire offre
de bien meilleures performances ; des paramétres pratiques sont proposés. Cependant, aucun de ces deux
schémas n’offrent de preuve de sécurité. En effet, falsifier une signature uniquement a partir de la base
publique P est un probléme difficile ; mais ces deux schémas ne sont pas zero-knowledge (ou a divulgation
nulle de connaissance) ; c’est-a-dire que la distribution des signatures n’est pas indépendante de la clef
secréte. Ainsi, aprés avoir vu un certain nombre de signatures, ’adversaire dispose d’autres informations
que simplement la base P : chaque signature laisse ainsi fuiter une information liée a la clef secréte. Pour
casser ce schéma de signature, une approche est donc d’essayer de reconstituer la clef secréte a partir de
cette fuite d’information.
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1.4.1 Attaques

Une telle attaque & été montée par Nguyen et Regev [NROG|; I'idée essentielle est de caractériser
la distribution du vecteur v = s — H(m); l'utilisation de I’algorithme de Babai impose que ce vecteur
appartienne au parallélépipéde P(B) ; et modélisant le vecteur H(m) comme étant aléatoire dans R™ ; on
obtient que v est uniformément aléatoire dans ce parallélépipéde P(B). En s’appuyant sur des techniques
d’analyse statistique, ils démontrent qu’il est possible d’apprendre ce parallélépipéde en temps polyno-
mial ayant accés & un nombre suffisant (polynomial) de tels vecteurs aléatoires v. Ils démontrent ainsi que
le schéma de signature [GGHI7| est cassable en théorie; ainsi que certaines versions NTRUSIGN [HN-
HGSWO03|. En pratique, aprés seulement 400 signatures, cette attaque est capable de retrouver la clef
secréte utilisée.

Cependant, d’autres versions de NTRUSIGN incluent une contremesure contre ces attaques statis-
tiques ; la raison étant qu’un an plus tot, 'attaque de Gentry et Szydlo [GS02| avait utilisé des fuites
similaires pour casser le schéma NSS [HPS01], ancétre de NTRUSIGN. La contremesure consiste & per-
turber le point cible h = H(m) avant lapplication de l’algorithme de Babai. Précisément, ce vecteur
est perturbé en appliquant une premiére fois I'algorithme de Babai, en utilisant une base B’ choisie
indépendamment du réseau L = L(B).

Contributions Dans le chapitre [§] nous analysons cette contremesure. Nous modélisons la nouvelle
distribution du vecteur v = s — H(m) comme la convolution des parallélépipedes P(B) et P(B'); le
domaine de cette distribution étant un zonotope. Nous montrons que la méthode employée par Nguyen et
Regev [NRO6| est susceptible d’étre généraliser pour apprendre ces zonotopes. Il reste cependant quelques
obstacles pour prouver formellement que notre nouvelle attaque est correcte ; mais nos expériences sont
positives. En utilisant 5000 signatures, nous sommes en mesure de retrouver 'intégralité de la clef secréte.

Nous étudions de plus une autre contremesure proposée plus récemment [HWHO0S8|, qui procéde a
une déformation du parallélépipéde de Babai; un peu & la maniére des pavages d’Escher (figure .
Nous montrons que cette contremesure particuliére n’est pas plus sire que la précédente, et prouvons
en théorie comme en pratique que la correction de 'attaque originale [NRO6| n’est pas affectée par cette
contremesure particuliére. Il semble cependant intéressant de considérer la sécurité potentielle de cette
approche. Nous proposons ainsi un modéle général pour analyser ces techniques de déformation, ainsi
qu’une approche générale pour s’attaquer & de telles contremesures. Nous montrons la validité de notre
approche sur un exemple n’ayant pas les faiblesses de la proposition de [HWHOS|. Nous ne sommes pas
en mesure d’attaquer en toute généralité ces techniques de déformation; mais notre analyse suggére
que cette approche est trés risquée. On peut aussi voir cette analyse comme un ensemble de conditions
nécessaires pour qu’une déformation soit potentiellement siire.

1.4.2 Analyse

Intuitivement, une approche pour éviter les attaques précédentes lors d’une signature serait d’ajouter
de l’aléa dans le procédé de signature ; cependant les tentatives de contremesure [HNHGSWO03, HWHOS]|
montrent qu’on ne peut pas se contenter de méthodes heuristiques de randomisation. Pour se prémunir,
de facon prouvablement sire de toute attaque par apprentissage, il est nécessaire de rendre la distribution
D de v = s — H(m) indépendante de la clef secréte. Le probléme est donc de trouver une distribution
D de petits vecteurs, telle qu’on puisse produire efficacement des différences s — H(m) qui suivent la
distribution D avec s € L, étant donné n’importe quelle bonne base B de L et une cible H(m). Ainsi, la
distribution D est indépendante de la base B : aucune information ne fuite.

Une telle distribution sera proposée par Gentry, Peikert et Vaikuntanathan |[GPVO08|, précisément
une distribution Gaussienne discréte. Les distributions gaussiennes continues sont des objets centraux
en théorie des probabilités; en particulier & cause du théoréme central limite (la moyenne d’un grand
nombre de valeurs aléatoires suit une distribution proche d’une gaussienne, quelle que soit la distribution
de départ) ; mais aussi pour leurs propriétés géomeétriques (si les coordonnées (x, y) d’un vecteur v suivent
deux mémes gaussiennes indépendantes alors la distribution de v est similaire dans toutes les directions).
Leur version discréte dans les réseaux avait déja été joué un role essentiel dans les travaux de Klein [K1e00],
ainsi que ceux de Micciancio et Regev [MRO04}|Reg05|. L’article [GPV08] démontre que 1’algorithme de
Klein [K1e00] — une version randomisée de l'algorithme de Babai — permet d’utiliser de fagon siire une
base courte comme une trappe pour le probléme de trouver des vecteurs proches dans un réseau. Une
application directe est une version prouvablement stre des schémas de signature présentés précédemment :
en remplacant ’algorithme de Babai par celui de Klein, les attaques par apprentissages deviennent
impossibles et 'on peut prouver que falsifier des signatures est aussi dur que de trouver des vecteurs
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courts dans un réseau. Ils montrent de plus que cette trappe peux étre utilisée pour construire d’autres
types de schémas, en particulier un IBE (schéma de chiffrement basé sur ’identité). Cet article sera suivi
de nombreuses constructions utilisant cette méme trappe, pour construire des IBE hiérarchiques, et autres
primitives de chiffrement a fine structure d’accés [CHKP10,,ABB10al[AFV11,Boy13]. Des améliorations
d’efficacité on aussi été proposées pour cette trappe [Peil0,MP12], dans certains cas au prix de compromis
sur la qualité (largeur minimale de la gaussienne).

Contributions Tous les algorithmes proposés [K1e00, GPV08,Peil0L[MP12] nécessitent pour certaines
étapes l'utilisation de nombres & virgule flottante pour approximer des nombres réels, ou au moins de
fractions avec de trés grandes opérandes. Cependant, aucun de ces articles ne précise quelle précision
flottante est requise pour assurer la correction de la distribution de sortie. Le chapitre [6] propose une
telle analyse. En premier lieu, nous montrons qu’une mise en ceuvre directe de 'arithmétique flottante
n’apporte pas de gain asymptotique : la précision des flottants se doit d’étre linéaire en la dimension
pour garantir la sécurité, menant & une complexité totale de @(n3), ot n désigne la dimension du
réseau. Cependant, nous montrons que la complexité de ces algorithmes peut tomber & @(nQ) en les
rendant paresseuzx, voire jusqu’a @(n) dans certains cas utiles en cryptographie. De plus notre analyse
est concréte et pratique : pour des paramétres typiques, nos algorithmes paresseux effectuent la plupart
de leurs opérations flottantes en double-précision telle que définie par les standards IEEE, et disponibles
nativement sur de nombreuses architectures de processeurs modernes.

Il existe cependant d’autres situations en cryptographie qui nécessitent des gaussiennes discrétes,
mais sur des réseaux trés simples : Z" . C’est utile en particulier comme sous-programme de ’algorithme
de Klein et ses variantes, mais aussi et surtout pour implémenter le schéma de signature sans trappe
proposé par Lyubashevsky [Lyul2|; schéma que nous améliorerons dans le dernier chapitre. Idéalement,
pour cette tache plus simple, nous souhaiterions des algorithmes efficaces sans flottants, notamment pour
des implémentations sur des petites architectures telles que les cartes a puce. Nous développons dans
le chapitre [7| de tels algorithmes. Précisément, les méthodes standards nécessitent soit des opérations
flottantes, soit de larges tables pré-calculées; nos algorithmes ne nécessitent pas d’opérations flottantes,
et des tables beaucoup plus petites (O(log o) contre O(o) pour une largeur o de la gaussienne). Nos algo-
rithmes sont basées sur une technique, appelée tirage avec rejet ; permettant de corriger une distribution
dont le défaut est connu et calculable.

En utilisant ces mémes techniques de rejet, nous montrons enfin qu’il est en fait possible d’effectuer
un echantionnage similaire a celui de Klein pour une efficacite asymptotique similaire a nos algorithmes
paresseux du chapitre [6] mais sans recourir a la virgule flottante ; ces resultats sont prometteurs mais
necessitent encore une analyse plus concréte.

1.4.3 Optimisations

Malgré les améliorations apportées aux fonctions a trappes basées sur les réseaux [GPV08,Peil0}
MP12,|DN12a| Pefficacité des schémas a base de signature utilisant ces trappes laissent a désirer ; pour
des applications plus avancées telles que les IBE, de telles performances seraient acceptables, et ces progrés
sont significatifs ; mais pour construire des signatures, le paradigme de Fiat-Shamir, qui ne requiért pas
de fonction a trappe, pourrait s’avérer plus efficace. Ainsi, Lyubashevsky et Micciancio proposent en 2008
un schéma d’identification sans trappe basé sur les réseaux, ne requérant que des opérations simples, et
des distributions uniformes sur des cubes [LMO8|. Au cceur de cette construction, se trouve une étape de
rejet qui permet d’éviter toute fuite d’information sur la clef. Précisément, la clef induit une translation
sur la distribution des signatures, et la procédure de rejet permet de cacher cette translation. Cependant,
pour que la probabilité de rejet ne soit pas trop élevée, le schéma ne s’appuie sur des vecteurs relativement
longs, ce qui & un impact négatif sur la sécurité et l'efficacité.

En appliquant la transformation de Fiat-Shamir, ce schéma est transformé un schéma de signa-
ture |LMOS8,/Lyu09]; les performances en pratiques sont encore décevantes par rapport a ce que les
réseaux euclidien semblent promettre en termes d’efficacité asymptotique; en particulier les signatures
font prés de 50 kilobits. Cependant d’autres contributions viendront améliorer ces performances. La
premiére, proposée dans |[Lyul2| consiste & remplacer les distributions uniformes sur des cubes par des
distributions gaussiennes; asymptotiquement, cela améliore par un facteur O(y/n) la longueur des sig-
natures, ot n désigne la dimension du réseau. En combinant cette technique avec un nouvel argument
sur la génération des clefs secrétes, Lyubashevsky obtient des signatures de 14 kilobits. Les questions
d’implémentation efficace restent cependant en suspens. D’autres travaux |[GLP12|, s’intéressant a I'im-
plémentation en hardware efficace de ce genre de signature, préférent se baser sur la version avec des
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distributions uniformes; au prix d’efforts importants d’optimisation, ils obtiennent des signatures de 9
kilobits.

Contributions Nous proposons de nouvelles améliorations théoriques et pratiques a cette série de
schémas de signature sans trappe |[Lyu09,Lyul2,|GLP12|, détaillées dans le chapitre D’un point de vue
théorique, nous proposons l'utilisation de Gaussienne bimodale, qui permet de réduire la longueur des
signatures par un facteur asymptotique O(\ﬂ) par rapport au schéma [Lyul2|, ou A désigne le paramétre
de sécurité ; en pratique cela donne un facteur compris entre 12 et 24 pour les parameétres proposés. Pour
ce faire, nous devons effectuer des calculs modulo 2¢g plutot que ¢, mais la réduction de sécurité se fait
A partir d’un probléme de réseau modulo ¢; de fagon surprenante, cette nouvelle technique permet un
preuve de sécurité plus simple et plus performante.

En ce qui concerne les instanciations pratiques, nous procédons & une analyse pragmatique, en s’ap-
puyant par exemple sur des bornes ad-hoc pour les longueurs de produits matrices-vecteurs. Nous ap-
pliquons d’autres techniques connues comme la compression de Huffman pour les distributions gaussi-
ennes, et une autre technique adaptée de I’article [GLP12|. Enfin, nous faisons usage de réseaux similaires
A ceux de NTRUENCRYPT, qui contiennent des vecteurs trés courts ce qui améliore d’autant notre con-
struction. Nous détaillons les techniques connues de cryptanalyse, et tentons de donner des mesures
précises de la sécurité de notre schéma.

Nous obtenons des signatures de 5 a 6 kilobits selon les versions, pour un niveau de sécurité contre
les attaque connues de 128 bits (contre moins de 80 bits pour les propositions de [GLP12}Lyul2|). De
plus, notre proposition est appuyée par une implémentation, qui s’avére concurrencer favorablement des
schémas de signatures standardisés tel que RSA ou ECDSA ; précisément, la vitesse de signature est
comparable a celle ’ECDSA, mais la vérification est diz fois plus rapide pour notre schéma (comparée a
limplémentation de openssh). Enfin, toutes les distributions nécessaires a 'implémentation de ce schéma
peuvent étre efficacement implémentée sur petites architectures, grace aux algorithmes développés dans
le chapitre [7]

1.5 Publications

Les résultats de cette théses on fait I’objet de trois publications.

— Learning a Zonotope and More : Cryptanalysis of NTRUSign Countermeasures, co-signé avec P.
Nguyen et publié a Asiacrypt 2012 [DN12b|. Les resutats de cet article sont introduits en sec-
tion [[L41] “Attaques”, et detaillés dans le chapitre

— Faster Gaussian Lattice Sampling using Lazy Floating-Point Arithmetic, co-signé avec P. Nguyen
et publi¢ & Asiacrypt 2012 [DN12a]. Les resutats de cet article sont introduits en section [1.4.2]
“Analyse”, et detaillés dans le chapitre [6]

— Lattice Signature and Bimodal Gaussian, co-signé avec A. Durmus, T. Lepoint et V. Lyubashevsky
et publi¢ & Crypto 2013 [DDLL13|. Les résultats de cet articles sont introduits en sections
“Analyse” et [[.4:.3]“Optimisations”, et présentés dans les chapitres [7] et

Les résultats préliminaires du chapitre[7] section n’ont pas encore fait ’objet d’une publication. Deux
autres publications ont vu le jour durant cette thése :

— Anonymity from Asymmetry : New Constructions for Anonymous HIBE, résultat des travaux de
stage de Master 1 encadré par D. Boneh, et publié¢ & CT-RSA 2010 [Ducl0]. Ces travaux n’ont pas
de liens directe avec ce sujet de thése.

— Ring-LWE in Polynomial Rings co-signé avec A. Durmus, publié¢ & PKC 2012 [DD12|. Ces travaux
traitent de la simplification des résultats sur le probléme LWE dans des anneaux de polynomes.



CHAPTER 2

MATHEMATICAL AND CRYPTOGRAPHY
PRELIMINARIES

I couldn’t help but overhear, probably because I was eavesdropping.

2.1 Notation

Sets. The symbol N denotes the set of positive integers, Z the ring of integers, and Z, the ring of
integers modulo ¢. For any integer ¢, we identify the ring Z, with the interval [—¢/2, ¢/2) N Z whenever
necessary ; for example when considering the norm of a vector v € Z,, one should interpret v as a vector
fro ([-q/2,q/2) NZ)".

The set of binary {0, 1} is denoted by B, and the set of ternary numbers {—1,0,1} by T; and B?,
(resp. T?) denotes the set of binary vectors (resp. ternary vectors) of length n and Hamming weight w
(i.e. vectors with exactly w out of n non-zero entries).

The symbol R denotes the set of real numbers and C the set of complex numbers.

Linear Algebra. In the vectorspace R™ vectors will be denoted in bold x = (27 ...x,) € R", and
should be considered as row vectors (except in chapter [§] were they are column vectors). Matrices are
denoted by uppercase bold letters, and B = [b; ...b,] is denotes the m X n matrices whose n rows are
the row vectors b; € R™ (and in the column-vector notation, B = (b; ...b,) denotes the n x m matrix
whose columns are the colum vectors b; € R™).

We write Id,, to be the identity matrix of dimension n. The group of n x n invertible matrices with
real coefficients will be denoted by G£,,(R) and O, (R) will denote the subgroup of orthogonal matrices.
The transpose of a matrix M will be denoted by M?, and M ~! will mean the inverse of the transpose.

For any matrix B = [b;...b,] we denote By the matrix formed by the k-th first vectors of M

The notation B* = [b7 ... b}] refers to the Gram-Schmidt orthogonalization of B = [by...b,] as in
definition 3.8

Vector norms and Balls. The canonical inner-product over R” will be denoted (-, -) and defined by

n
<Xa y> = Z ZiYi-
=1

The associated euclidean norm (also called ¢5-norm), noted ||-|| is defined as :

[l = v/ (%) =

more generally, for p € (0, 00), the £, norm is defined as :

n 1/p
x|, = (Z Ixilp>
i=1
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and finally the ¢, norm as :
Il = b ).
The set S,, denotes the unit sphere of R” for the Euclidean norm |[|-]| : S,, = {x € R"| ||x|| = 1}, while
B,, denotes the unit open ball 9B,, = {x € R"|||x|| < 1}.

Matrix Norms and singular values For a matrix B = [b; ...b,], the notation ||B| denotes the
maximal norm of the row vectors of B : |B|| = max; ||b;||. The spectral norm of a matrix will be noted

1B, it is defined as || B|, = maxyzo LBl = maxyes, [xB.

The singular values s; ... s, of a matrix B are the (decreasing ordered) square roots of the eigenvalues
of Gram matrix of B, that is s; = /A;(BBT). The first singular values match the spectral norm :
51(B) = |BJ|,, and if B is an invertible square matrix, s;(B™1) = s,,(B) .

For any matrix B, one has ||B||, > ||B||, and the equality holds when B has orthogonal rows.

Polytopes. If B = [b;...b,] is a matrix with n linearly independent row vectors, then P(B) denote

the parallelepiped {>"1" ; w;b; : w; € [-1/2,1/2)}; if moreover B is an orthogonal matrix (if B € O0,,(R)),

then P(B) is said to be an hypercube. More generally, for any matrix B = [b;y...b,], we define the

zonotope Z(B) = {31 w;b; : w; € [-1/2,1/2)} which is a parallelepiped if and only if B has linearly

independent row vectors. In some contexts, we will use Z(B) as a distribution a particular over the set

Z(B) (def) ; distribution that will not be uniform except in the parallelepiped case (see definition [5.1)).
For a lattice L, V(L) will denote the Voronof cell of L (see property .

Rounding. The notations [z] and § (x) denote respectively the closest integer to « and the (smallest)
fractional part of z, so that [x] +§ () = = with [z] € Z and § (z) € [-1/2,1/2). Naturally, [b| and § (b)
denotes the operation applied to all the coordinates of b.

Distributions. If X is a random variable, we denote by E[X] its expectation. For any set S, we denote
by U(S) the uniform distribution over S, when applicable. If D is a distribution over R", its covariance is
the n x n symmetric positive matrix Cov(D) = Ex, p [x'x]. The notation D& D’ denotes the convolution
of two distributions, that is the distribution of x+y where x < D and y < D’ are sampled independently.
Furthermore, we denote by D - B the distribution of xB where x < D.

We recall that a Bernoulli distribution B, assigns 1 (True) with probability ¢ € [0,1] and 0 (False)
with probability 1 — ¢. Overloading the notation, for the sake of convenience, we will denote by B, both
the distribution and a generic variable that follows that distribution independently of all others (thus we
may write By ® By = Batrp—2ab)-

Additionally, Dg , . will denote the Gaussian distribution (or Normal Distribution) over R, of variance
02 and average c (see definition . This definition extends to R™, DR,L’ NPt for a symmetric semi-
definite matrix 3 as the co-variance matrix of the Gaussian, and c as its center. Finally, we will also use
the discrete version of those distributions, noted Dy , . or DL, Non for a discrete set L C R™ (usually for
L a lattice).

For a distribution D over R", the moments function are defined in definition [2.4] by :

momp i (v) = Exe p {<V,X>k:| .

Differentials. Let f be a function from R” to R. The gradient of f at w € R™ is denoted by V f(w) =

(aanl(W)? cee %(W)). The Hessian matriz of f at w € R™ is denoted by H f(w) = (%afmj(w))lgi,jgn.

2.2 Statistical notions

2.2.1 Entropy

Entropy is a notion that captures the unpredictability of a random variable. First, Shannon Entropy
measures the quantity of information carried by the outcome of a random variable :

Definition 2.1 (Shannon Entropy) Let P be a distribution over a common countable set Q. The
shannon Entropy H of P is defined as :

H(P) = - _P(i)log P(i).

i€Q
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Unless otherwise specified we will consider this definition with log in base 2, that is quantity of information
is measured in bits. It is an additive measure :

Fact 2.1 (Additivity of Shannon Entropy) Let P, Q be independent distributions over some count-
able set Q). Then

H(Px Q)=H(P)+ H(Q)
This measures provides theoretical bounds on the average compressibility of a data-stream of independent
outcomes of a distribution. For our purpose, the most important fact is that almost optimal compression
can be achieved for distribution with support of polynomial size :

Theorem 2.2 (Huffman Coding) For any random variable X over a finite support S, there exist an
injective prefiz-free code C: S — {0,1}* such that :

H(X) <E[[C(X)]] <H(X)+1
where |y| denotes the length of the bit-string y € {0,1}*. Additionally, this encoding is computable in
polynomial time given the of the probability distribution table of X.

Moreover, by packing several independent variables X7, ..., X, we can decrease the overhead to less
than 1/k.
Next, the Min-Entropy measures the quality of the best possible guess of the outcome, in log-scale.

Definition 2.2 (Min-Entropy) Let P be a distribution over a common countable set Q. The Min-
Entropy Ho of P is defined as :
Ho(P) = —maxlog P(i).

1€Q
Once again, we will use log, unless otherwise specified ; therefore in a cryptographic arguments H
measure the security level in bits of the hardness to guess exactly, and without additional information,
the outcome of a random variable.
Min-Entropy is also an additive measure, and both Shannon and Min-Entropy are non-increasing
under deterministic function, that is

Fact 2.3 (Non-increasing of Entropy) Let P be a distribution over some countable set Q). Then for
any function f of domain 2, we have :

H(f(P)) <H(P) and Ho(f(P)) < Hoo(P).
Equality holds when f is injective over the support of P.

2.2.2 Statistical distance

A simple but useful notion for security proofs is the following :

Definition 2.3 (Statistical Distance) Let P and Q be two distributions over a common countable set
Q. The statistical distance A between P and Q is defined as :

1 . .
AP Q) =5 > IPG) - Q)]
1€Q
The definition naturally extends to infinite domains like R™ by replacing the sum with an integral.
Apart from being a distance (that is, it verifies the triangular inequality), the essential properties of the

statistical distance are : it is additive and never increases under deterministic functions.

proposition 2.4 (Sub-additivity of Statistical Distance) Let Py, P1, Qo, P1 be independent distri-
butions over some countable set Q). Then

A(Po x P1]|Qo x Q1) < A(Po||Qo) + A(P1]|Q1)

proposition 2.5 (Non-increasing of Statistical Distance) Let P,Q be independent distributions
over some countable set ). Then for any function f

A(f(P)IIf(Q)) < A(P|Q).
Equality holds when f is injective over the support of P.

This second property lets one argue that changing a small part of a protocol by something that is
statistically close, (statistical distance is negligible) only change negligibly the statistical behavior of the
overall adversary-challenger interaction. The triangular inequality lets one sum up all the steps of an
hybrid argument.
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2.2.3 Leftover Hash Lemma

A distribution D is said to be e-uniform if its statistical distance from the uniform distribution
is at most . Let X and Y be finite sets. A family H of hash functions from X to Y is said to be
pairwise-independent if for all distinct x, 2’ € X, Prpm[h(z) = h(z)] = 1/|Y].

Lemma 2.6 (Leftover Hash Lemma [HILL99]) Let X be a family of pairwise-independent hash
functions from X to Y. Suppose that h < H and x < X are chosen uniformly and independently.

Then, (h, h(z)) is $+/|Y|/|X|-uniform over H x Y.

2.2.4 Rejection Sampling Lemma

We now state a general rejection sampling lemma that will be used throughout the thesis. This
lemma is usefull when one is given access to a distribution of density g and wish to have sample from a
dsitrbution of density f, as soon as f and g are close in the following sense.

Lemma 2.7 (Rejection Sampling) Let V and W be an arbitrary set, and h: V — R and f: W — R
be probability distributions. If g,: W — R is a family of probability distributions indexed by v € V with
the property that there exists a M € R such that

Yo eV,VzeZ™ M- g,(z) > f(z),

then, the output distribution of the following two algorithms is identical :
1. v+ h, z < gy, output (z,v) with probability f(z)/(M . gl,(z)).
2. v h, z <+ f, output (z,v) with probability 1/M.

2.2.5 Momentum Analysis

The moments of a distribution are quantities that summarize geometric properties of a distribution
in a vector space.

Definition 2.4 (k*P-order moment) The k'*-order moment of a distribution D over R is the qunatity :
momp ; = Eyp [mk] .

To study a multi-dimensional distribution, we extend this definition by defining the moment according
to a direction given by a vector v. Precisely, the k™-order moment of a distribution D over R™ is the
function momp j : R — R defined by :

momp ;(v) = Excp {<V,X>k:| .

Note that for any distribution, momp j is a k-linear form, that is : momp p(Av) = L momp (V) ; in
particular momyp j, is fully defined by its value over the sphere S,,.

The first order moment is a linear form, and it is the dual of the average of the distribution, i.e.
momp 1(v) = (Exp [x],v). The distribution is said to be centered if this function is null, that is if
E,“_D [X] =0.

The second order moment is a bilinear form, whose associated matrix is the covariance matrix Cov(D) :

momp (v) = v - Cov(D) - vl where Cov(D) = Eyi p [x" x|

Geometrically speaking, the second order moment of a centered distribution can be interpreted as an
ellipsoidal approximation. When this ellipsoid is a sphere, that is when Cov(D) is proportional to the
identity matrix, or equivalently if momyp 2(v) only depends on ||v||, the distribution is said to be isotropic.

2.3 Provable Security

A security proof, or security reduction relates the security of a scheme to a simpler hypothesis, as
the security of another scheme or a hardness assumption. It is for now impossible to prove without
assumption the security of any public key protocol, it would at least require to settle the million dollars
problem P versus NP ; even then, there is still no cryptographic construction that relates to a known
NP — hard problem.

Despite of the presence of assumptions, security proofs are very useful : they reduce the question of
the hardness of a complicated, usually interactive problem to simpler problems. This new problem may
have been intensively studied and widely believed to be hard (that is, not in P).
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Security Games Before starting any proof, one must start by formally defining what security means :
this definition is called the adversarial model or the security game. Precisely, one models the attacker
A as an interactive Turing machine, specifies a challenger C and how they interact, including victory
condition for the attacker. There is usually not a unique possible definition for a given scheme or protocol,
and this gives rise to hierarchies of security notions for every type of schemes.

Hybrid Arguments While certain schemes have direct reductions to a hardness assumption, it is
often useful to split the proof in several pieces. This is done by defining a sequence of games, starting
from the initial security game, and slightly changing its rules until the game is vacuously impossible to
win. The proof goes through by showing that each game is hard to distinguish from the previous one,
making the initial problem hard to distinguish from the final one, and therefore hard to win. When
showing that two successive game are hard to distinguish, one can resort to a hardness assumption or a
statistical security argument.

The Random Oracle Model The Random Oracle Model (ROM) is a powerful tool to analyze the
security of a scheme, especially helpful during security proof. It models the fact that a certain hash
function H behave so randomly, that there is essentially no other way for an attacker to predict anything
on some output H(z) on a chosen input x, but by fully computing it. We exploit this behavior by forcing
the attacker to commit and reveal the value x before obtaining H(z), which would be a fresh random
value. In other words, the Random Oracle Model, consist of assuming that some function H can only be
computed in a black-box way ; therefore what happens in the black-box may be modified (in reasonable
ways) during a security proof; for example by obtaining the exact value of =, and/or to inject a problem
instance within the value H (z).

The ROM is a powerful model, and it has been shown that security in the ROM doesn’t always
imply security in the real world : some pathological case can be proved secure in the ROM, but no single
instantiation of the function H by a computable function can make them secure. Therefore, part of the
literature focus on constructing schemes that are provably secure even without the ROM. However, such
schemes are usually far from practical, unlike the most efficient ones proved secure in the ROM ; and
except for the pathologically constructed ones, no scheme has shown any weakness when instantiated
with any reasonable cryptographic hash function, such as SHA-2 or SHA-3.

2.4 Basic Public-Key Primitives

We will now give the definitions of the main public-key primitives, their correctness property and the
various security property that one may require from them.

2.4.1 Public-Key Encryption

A public-key encryption (PKE) scheme is defined by a triplet of PPT algorithms (KeyGen, Enc, Dec)
where :
KeyGen : Z — SK x PK takes a security parameter \ and output a key pair
Enc : PK x M — C takes a public-key and a message, and output a ciphertext
Dec : PK x SK x C — M takes a secret-key and a cipher, and output a message.
The notations SK, P, M and C denotes respectevely the set of secret-keys, public-keys, messages and
ciphertexts.
It is correct if encrypting a message then decrypting it with a valid key pair returns the original
message, namely

Definition 2.5 (Correctness of a PKE scheme) A public-key encryption scheme is said correct if,
for any message m € M the following experiment :

(sk, pk) < KeyGen()), c < Enc(pk,m), m' < Dec(pk,sk,c)
yields to m = m' except with probability negligible in ).

For public-key encryption, a commonly desired security notion is semantic security, a.k.a. indistinguisha-
bility under chosen plaintext attack (IND-CPA), defined by the following security game :

Definition 2.6 (IND-CPA security game and advantage) The IND-CPA security game G574
is defined as a protocol between the challenger C and an adversary A :
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— the challenger C runs (sk, pk) <+ PKE.KeyGen(\) and sends pk to the adversary A
— the adversary A chooses two messages mqg and my and sends them to C
— C chooses a uniform random bit b and encrypt one of the two message accordingly :

¢ + PKE .Enc(pk,my)

- A sends a guess b’ to the challenger
— C outputs 1 if the guess was correct, that is if b ="', 0 otherwise
The advantage of a IND-CPA adversary A against this game is defined as :

Advpis ™ (A) = Pr [Gpgg ™ (A) = 1] - 1/2

Definition 2.7 (IND-CPA security) A public-key encryption scheme PKE is said to be IND-CPA
secure if for any adversary A that runs in probabilistic polynomial time (PPT) in the security parameter

), its advantage AdviNDsCTA(A) is negligible in X.

2.4.2 Signatures

A public-key signature scheme (SS) is defined by a triplet of algorithms (KeyGen, Sign, Verif)
where :
KeyGen : Z — SK x PK takes a security parameter \ and output a key pair
Sign : P x SK x M — G takes a secret-key and a message, and output a signature
Verif : PKx M x & — {0, 1} takes a public-key, a message and a signature, and output a boolean.
The notations SKC, PIC, M and & denotes respectevely the set of secret-keys, public-keys, messages and
signatures. It is correct if signing a message then verifying it with a valid key pair is accept, namely

Definition 2.8 (Correctness of a signature scheme) A signature scheme is said correct if, for any
message m € M the following experiment :

(sk,pk) + KeyGen()\), o <« Sign(sk,m), b« Verif(pk,m,o)
yields to b =1 except with probability negligible in .

The desired security notion for signature scheme is the strong unforgeability under chosen message
attack (SU-CMA) defined by the following security game :

Definition 2.9 (SU-CMA security game and advantage) The SU-CMA security game Ggg M4
is defined as a protocol between the challenger C and an adversary A :
— the challenger C runs (sk, pk) < SS.KeyGen(\) and sends pk to the adversary A
— the adversary adaptively chooses messages my ... my, and the challenger responds to each message
with the signature o; = SS.Sign(pk, sk, m)
— the adversary sends a message and a forgery (m*,c*) to the challenger
— the challenger outputs 1 if SS.Verif (pk, m*,0*) =1, and if (m*,0*) # (my,0;) foralli=1...k;
and 0 otherwise
The advantage of a SU-CMA adversary A against the signature scheme SS is defined as :

Advgs “MA(A) = Pr [GES-OMA(A) = 1]

Definition 2.10 (SU-CMA security) A signature scheme PKE is said to be SU-CMA secure if for
any adversary A that runs in probabilistic polynomial time (PPT) in the security parameter X, its ad-
vantage Advgg'CMA (A) is negligible in \.

Remark. A weaker notion of security for signature scheme is the weak unforgeability, where the at-
tacker is not allowed to output a forgery for a message that has already been signed by the challenger,
even if he provides a different signature for the same message ; formally, we replace (m*,o*) # (m;, ;)
by m* # m; in the last step of the previous game.

2.5 New Functionalities

We will now present the main ideas of advanced cryptosystems, functional encryption, and homo-
morphic encryption and signatures.
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2.5.1 Identity Based Encryption, Functional Encryption

Identity-Based Encryption The concept of identity-based encryption (IBE) was invented by Adi
Shamir in 1984, but the first construction was published in 2001 by Boneh and Franklin [BF03]. This
removes the need for storing individual public-key, and therefore the need for a public-key infrastructure;
in other words, one’s public key can simply be his name, or his email address. However it still requires an
authority to generate and distribute private-keys, which means there is a key escrow. More importantly,
IBE is the first step towards a fine-grained control structure enforced by encryption, namely HIBE and
functional encryption described below.
An IBE scheme is defined by a tuple of four PPT algorithms (MasterKeyGen, KeyGen, Enc, Dec),

where :

MasterKeyGen : Z — MSK x MPK takes a security parameter A and output a master key pair

KeyGen : MSK x T — SK takes a secret-key and a message, and output an individual private

key

Enc: MPK x I x M — C takes a public-key, an identity and a message, and output a cipher

Dec: MPKXZxSK xC — M takes an individual secret-key, the associated identity, a ciphertext

and output a message.
in addition to the standard encryption sets The notations SK, M and C, we have The notations MSKC, MPK
and Z denotes respectevely the set of master secret-keys, master public-keys (also called public parame-
ters) and identities.

Definition 2.11 (Correctness of an IBE scheme) An IBE is said correct if, for any message m €
M and identity i € T the following experiment :

(msk, mpk) < MasterKeyGen(\), sk; < KeyGen(msk,i),c «+ Enc(pk,i,m),m’ < Dec(mpk, i, sk;, c)
yields to m = m' except with probability negligible in ).

We will omit any formal security game definition, there are many and they can be found in the litera-
ture [BF03].

Remark. An interesting comment is that the role of KeyGen resembles a signing algorithm : an
individual public-key is somehow a signature of the associated identity ; and many instantiation follows
this heuristic idea, due to Naor.

Hierarchical Identity Based Encryption The first extension of IBE is its hierarchical variant, that
offers multiple levels of authority; one of the advantage is finer grained sandboxing, decentralized key
distribution, and as we will see later a simple solution to user revocation. Precisely, identities are now
sequences of bounded length, forming a tree whose root is the empty sequence. Each node of this tree
is an authority that inherits the decryption power of all its children, and the power to generate key for
them and only them. This structure naturally provides an access policy following typical hierarchical
structure of companies or government.

Example All the email addresses of some company have the form name@dpt.companyname.com. for
various values of name and department. The head of the company generates the master secret key,
that allow decryption of all emails written to any employees *@*.companyname.com. To each head of
department (say it), the authority can delegate a keys that will allow decryption of emails to any
IT member *@it.companyname.com, and the head of IT can generate key for each of its employee,
alice@it.companyname.com and bob@it.companyname . com.

It is also very simple to include revocation in such a system, by including the date (or a time period)
at the top-level of the identity sequence ; everyday secret-keys should be redistributed hierarchically, but
the public-key remains constant, the sender just needs to include a time-stamp as a parameter to the
encryption function ; without worrying about the list of revoked users.

Functional Encryption One frustrating limitation of the previous example, is that there there is no
way to encrypt a message for both alice@it.companyname.com and bob@it.companyname.com at the
same time. In other term, decryption policy only relies in the key, not the encryption process. Such a
feature was developed, and called wildcarded IBE ; many similar features exists as well, as fuzzy IBE.
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The general framework is called functional encryption, or attribute-based encryption; each key is
associated with a set of attributes, and each ciphertext to a predicate over those attributes, that de-
termines the decryption policy. The world of pairing has built various sets of possible policies, however
seems limited to policies encodable by linear constraints; the thesis of Mike Hamburg [Ham11]| provides
a general framework for many of those systems.

Lattice-based cryptography has first mimicked many such constructions, but recent results indicate
that this linear barrier may be broken, unlocking arbitrary policies to be implemented [GGH13|; using
the structures of algebraic lattices.

2.5.2 Homomorphic Encryption and Signatures

Homomorphic Encryption A homomorphic encryption scheme is a PKE scheme (KeyGen, Enc,
Dec), together with a fourth primitive Eval, that takes as input a public-key pk, the description of a
function f € F, several ciphertexts cq,...,c,, and outputs a ciphertext c¢*. The correction condition is
that if ¢; = Enc(pk, m;), ¢* = Eval(pk, f,c1,...,c,), then Dec(c*) = f(mq, ..., m,) with overwhelming
probability. Several schemes have natural homomorphic properties, such as RSA which is homomorphic
for the set of multivariate monomial function F = {(z1,...,2,) — [[2;*|v; € Z}, or Paillier encryption
scheme for the set of linear function F = {(z1,...,2,) — Y, vizi|v; € Z},

Also, the introduction of pairing naturally gives rise to homomorphic encryption for bilinear functions
but lattices have recently provided fully homomorphic encryption (FHE), that is the set of function
that can be evaluated homomorphically is the set of all efficiently computable functions. The initial
breakthrough was done by Craig Gentry |[Gen09] using non-standard assumptions, but many follow-up
work have improved upon it, both in term of efficiency and security assumption. For example, it is now
possible to base FHE on the standard LWE assumption [BV11]; and on the efficiency side, it is now
possible to evaluate AES block cipher homomorphically in a reasonable amount of time [GHS12].

Homomorphic Signature In a symmetric manner, one may want similar homomorphisms on signa-
tures. While for encryption the goal is to allow delegation on encrypted data, the goal of homomorphic
signature is to provide certified results of a function on certified data; and for efficiency (and non triv-
iality) we want everyone to be able to check such certified results without requiring access to the data
themselves.

For example, with linearly homomorphic signatures, it is possible, from a certified data-set of revenues
to produce a certified value of the mean value, but not much more. Once again, before recent results of
lattice-based cryptography, one was limited to linear operations ; but lattices now provide homomorphic
signatures for bounded degree polynomials [BF11]; it is now possible to extract small certification of a
wider range of statistical measure over large certified data-sets.
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GEOMETRY OF NUMBERS
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3.1 Lattices
3.1.1 Definitions

Definition 3.1 (Lattice) A lattice L C R™ is a discrete subgroup of the vector space R™ ; that is L is
a non-empty subset of R™ such that :

—foranyx,y€ L, x—y €L (L is a group)

— 0 is isolated in L that is, there exists a radius r such that r -8, the centered {5 open ball of radius

r, contains no other lattice point than 0 : r-B N L = {0}.

The dimension m of the vector space containing the lattice is called the embedding dimension of the
lattice L. The first minima A1 (L) > 0 of a lattice is the largest radius r as above : A1 (L) = sup{r e R :
r-BNL={0}}=minker\ (o} x|

Definition 3.2 (Sublattice) If L,L’ C R™ are both lattices, we say that L' is a sublattice of L if
L' C L. If L is n-dimensional, then L' is n’-dimensional for some n' < n, and A1 (L") > A\ (L).

Lattice are therefore discrete analogues of vector spaces. Both structures share some properties. First,
one may define the dimension of a lattice as the dimension of the vector space it spans

Definition 3.3 (Dimension of a Lattice) The dimension of a lattice L C R™ is the dimensionn < m
of the vector space it spans : Spang(L).

Secondly there exists a notion of basis for lattices :

Definition 3.4 (Basis of a Lattice) A basis B = {by...b,} of a lattice L C R™, is a finite set of
linearly independent vectors in R"™ whose Z-span is exactly the lattice. Seeing B as a matriz whose row
vectors are the b;’s, B is a basis if its vectors are linearly independent and if

7Z"-B=1L where Z" -B={z-B:ze€Z"} = L(B)

proposition 3.1 (Existence of Basis and uniqueness up to units) For any lattice L C R™ of di-
mension n,
— there exists at least one basis B of cardinality n
— If B and B’ are both basis of L, there exists an integer matriz U € Z"*" such that UB = B’ and
det(U) = +1.

While the uniqueness property is rather easy to demonstrate, proving existence requires additional
tools. Our approach is based on the notion of Fundamental Domain, detailed in the next section [3.1.2
We defer the proof to Sect.
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3.1.2 Basis and Fundamental Domains

The following property can be interpreted geometrically as follows : if B is a basis of a lattice L, then
the parallelepiped P(B) tiles the space with respect to L, that is, the sets x +P(B) for x € L covers the
whole vector space Spang (L), and those shifted sets do not overlaps.

proposition 3.2 If B is a basis of a lattice L = L(B) C R™, then any x € Spang(L) can be written
uniquely as x = v+ w with v € L and w € P(B) where P(B) denotes the parallelepiped spanned by B :
P(B) ={> i, wb; : w; € [-1/2,1/2)}. We denote x mod B the unique w as above.

Proof: One can uniquely write x = > x;b; for z; € R since B is a R-basis of the vector space Spang(L).
For the existence, simply choose v = > |x;|b; and w = > (x; — |z;])b;. For uniqueness, decompose
v = > v;b; where v; € R and w = > w;b; for w; € [-1/2,1/2). Since the vectors of B are linearly inde-
pendent, x = v + w implies z; = v; + w; for all indexes i ; the only decomposition of z; as a sum of an
integer and a real in [-1/2,1/2) is indeed v; = |z;] and w; = x; — |z;]. O

This property can be restated using the notion of fundamental domain, stating that if B is a basis
of L, then P(B) is a fundamental domain of L. Informally, a fundamental domain of a lattice L, is a set
that tiles whole vector space Spang(L).

Definition 3.5 (Fundamental Domain) For a lattice L, a measurable set F C Spang(L) is called a
fundamental domain of L if ., F +x = Spang (L) and if the union of those interiors | J, o, F° + X
is disjoint. Equivalently, F is a fundamental domain if any y € Spang(L) can be written as a sum
y =v+w wherev € L and w € F and if this decomposition is unique for any y ¢ U, OF +X.

Note that we have not yet prove the existence of basis so we cannot yet derive existence of measurable
fundamental domains. Using the axiom of choice, one may indeed build a fundamental domain of L, but
it might not be measurable, and lacks geometric interpretation. For the rest of this section, we will focus
our study on convex fundamental domail to avoid technicalities related to Lesbuegues measure

Fact 3.3 (Measurability of a convex and its frontier) If C C R™ is convez, then C is measurable,
and its frontier is also negligeable, that is

Vol(C) = Vol(C°) = Vol(C) and Vol(dC) =0

The existence of the later can be establish using the notion of Vornofi cell, and more importantly this
fundamental domain is convex, measurable, and has non-zero volume.

proposition 3.4 (Definition and property of the Voronoi Cell) For a n-dimensional lattice L C
R™, the Voronoi Cell is V(L) defined as the set of all points of Spang(L) that are closer to the origin
than to any other lattice point, namely V(L) = {x € Spang(L) : Vy € L, ||x|| < ||lx —y|}. It has the
following properties :

- V(L) is convez, and therefore measurable

— the n-volume of V(L) is non zero : Vol(V(L)) > (AléL)yLVol(‘Bn) >0
- V(L) is a fundamental domain of L

Proof: Note that V(L) can be written as the intersection of Spang(L) with all the half-spaces Hx =
{v:(v,x) <1/2} for non zero x € L. All those sets are convex, so is V(L).

Now, because lattice are discrete, 0 is isolated, that is all non zero vectors x of L have norm greater
than A;(L) > 0. This implies that all half-spaces Hyx contain the centered open ball # -8, of radius
A (L)/2. Therefore 215 .98, V(L) and Vol(V(L)) > Vol(2E) . ) = (%) Vol(B,,).

Finally, for the existence of the fundamental domain, we start by noting that (J,., V(L) + x =
Spang (L). Indeed, for any y € Spang(L), let £ = infxey, ||x — y|| be the distance of L from the lattice.
Because L is discrete, this infimum is reached at some x € L, and by definition y € V(L) + x.

Last, if y € V°(L) + x for some x € L, there exists € > 0 such that for any vector e of norm |le|| <e
we have y + e € V(L) + x; this implies that for any x’ € L, ||y — x| > |ly — x|| + €; in other words
vy ¢ V(L) 4+ x/, which concludes the proof.

(I
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An essential geometric property of fundamental domains, is that they all share the same volume,
as stated below. The geometric interpretation of the proof is the following : tiles L according to a first
fundamental domain F, and cut a second fundamental domain F’ in pieces according to this tiling. Then,
those pieces can be shifted in such a way that their union is a non intersecting covering of F.

proposition 3.5 (Volume of Fundamental Domains) For any n-dimensional lattice L, there exists
a positive real, denoted Vol(L) > 0 such that any fundamental domain let F C Span(L) has n-volume
Vol(L).

Proof: Let F,F’ be two convex fundamental domain. One rewrite 7' = |J, ., F' N (F + x) and
F = Uxer FN(F' +x). Because those union are disjoint (but for intersections of zero measure), we have

Vol(F) = Y Vol(F N (F' +x)) = Vol( Y _(F —x) N F') = Vol(F).

x€eL xeL

From the same kind of argument, we can also proof the following fact.

proposition 3.6 (Volume of sub-Fundamental Domains) For any n-dimensional lattice L, if S is
a measurable set such that |J ., S +x is a disjoint union, Vol(S) < Vol(L).

Our last tool is the following property, stating that sublattices have larger volume than the original
lattice.

proposition 3.7 (Volume of a sublattice) If L’ is a sublattice of L € R™, and if both L, L’ have the
same dimension n, then Vol(L") > Vol(L).

Proof: Because L' C L, we have Spang(L’) C Spang(L), and because they have the same dimension,
Spang (L) = Spang(L). Now consider the Voronoi cells of L and L’ ; recall that V(L) can be written as
the intersection of Spang (L) with all the half-spaces Hx = {v : (v,x) < 1/2} for non zero x € L. This
directly implies that

V(L) c V(L'), therefore Vol(L) = Vol(V(L)) < Vol(V(L')) = Vol(L').
U

The notion of volume is a key notion to evaluate the number of lattice point in a set. While there exists
many theorems giving bounds, in a heuristic context, such as evaluating the complexity of algorithm on
random lattices, on may simply rely on the Gaussian Heuristic.

Heuristic 3.1 (Gaussian Heuristic) For a full rank lattice L, and a measurable set S, the expected
number of lattices point in S is

#(LNS) = Vol(S)/ Vol(L)

It is easy to build counterexample to such heuristic, yet if the set S is reasonable, (e.g. convex, or
spherical), theorem such as Minkowski’s one (Thm. 3.14), or Blichfeldt lemma [Bli] provides formal
statements.

Such a heuristic provides an estimation of the first minimum of a random lattice :

(VoM™ Vol L)V
A(l) ~ <Vol(%)> T Ve

Indeed, in a centered ball of radius 7 - a (o > 0) we expect to find about ™ lattice points; for a < 1
we except to have less than one lattice point (the origin 0), and for o > 1 we expect many points. This
heuristic can also be made formal for properly defined distributions of random lattices.
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3.1.3 Proof of the Existence and Uniqueness of Basis (Property (3.1

Let n be the dimension of Spang(L), and let B = {b;y...b,} be a set of n linearly independent
vectors of L. Consider the parallelepiped P(B) and its intersection with L : S = L N P(B). Clearly,
0 € S, therefore there are two cases, either S = {0}, that is the parallelepiped spanned by B contain no
non-trivial point, and B will be a basis; either there exists another matrix B’ of linearly independent
vector of L that span a parallelepiped of volume at least twice as small. We conclude by showing that
the volume P(B) for matrices of n linearly independent vectors of L is lower bounded by the volume of
L, which is strictly positive; therefore, starting from an arbitrary such matrix B, one falls in the basic
case after finitely many iterations of the induction case.

Base Case : S = {0}. In this case we will prove that B is indeed a basis of L. Let v € L be an
arbitrary point of the lattice. Because B R-spans the same vector-space than L, v can be written as
v =", vb; for real values v;. Set w as w = >, |v;|b;, which belongs to L. Therefore v—w € L,
and v—w > " (v; — [v;]) - b; belongs to P(B) since (v; — [v;]) € [-1/2,1/2). We conclude that v—w € S,
that is v =w d.e. v; € Z for all indexes ¢ : any v € L belongs to the Z-span of B.

Induction Case : there exists a non-zero vector w € S. Write w = Y. | w;b; for w; € [-1/2,1/2);
and let j be an index such that w; # 0. Without loss of generality, we can assume that j = 1. Now, one
construct the new matrix B’ = {w,bs,...b,}. It can be expressed in terms of B as

wp, W2 e W,
0

B =M-B where M =

Idn—l

The volume of the parallelepiped P(B’) is :

Vol(P(B')) = \/det(B’ - B't) = y/det(M - B - Bt - M)
= \/det(M) - det(B - Bt) - det(M!) = det(M) - Vol(P(B))

It remains to note that det(M) = w; € [-1/2,1/2) to conclude that B’ is also a set of n linearly independent
vector of L, such that

Vol(P(B')) < %Vol(P(B»

Proof of existence. We want to show that, if B is a set of linearly independent vectors of L, then
Vol(P(B)) > Vol(L) > 0. We just have to notice that B is a basis of £(B) which is a sublattice of L,
thus, Vol(P(B)) = Vol(£(B)) > Vol(L) according to property

Uniqueness. Let B and B’ be bases of L. In particular, any vector b € B belongs to L, therefore, it
can be written as a linear combination of vectors of B’ : there exists an integer matrix U € Z"*™ such
that B = U - B’. Similarly, there exists U’ € Z™"*" s.t. B’ = U’ - B. We obtain B = U - U’ - B, which
implies U-U’ = Id,, because B has linearly independent vectors. We conclude that det(U)-det(U’) = 1;
which implies det(U) = det(U’) = +1 since det(U) and det(U’) are integers.

3.1.4 Duality

Definition 3.6 (The dual of a Lattice) The dual of a lattice L, noted L, is the set of all points in
Spang (L) that have integer scalar product with all vectors of L, that is

L = {x € Spang(L) : Vv € L, (x,v) € Z}.

proposition 3.8 (The dual of a Lattice is a Lattice) For any lattice L, its dual L is a lattice.
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Proof: The dual of L C R™ is obviously a subgroup of Spang(L). Now, for the discreteness, let
B = [by...b,] be a basis of L and let v be non-zero point of the dual; this implies that there exists
some ¢ such that (¥,b;) # 0, and by definition of the dual we must have (v,b;) € Z. In particular
[{(¥,b;)| > 1, which implies ||V|| > 1/ ||b;|| > 1/ min; ||b,||. O

Note that this proof implies a bound on Al(ﬁ) in term of the best basis of L. This is the basis of
many important results in geometry of numbers, known as Transference Theorems, relating the successive
minima of L to those of L.

proposition 3.9 (Dual basis) If B € Z"*™ is a basis of the lattice L C R™ of rank n, then B =
(BB!)"'B is a basis of L, with the equality B = B~" if L is full rank.

In particular, L and L have the same dimension n, and inverse volumes Vol(L) = Vol(L)™*

One of the use of dual lattice arises when summing a function over all lattice points; the Poisson
formula then gives a link with the Fourier transform of that function over the dual lattice.

Definition 3.7 (Fourier Transform) The Fourier Transform is defined for continuous functions of
R"™ — C that are absolutely integrable (that is [, _p. |f(x)|dx < 00) as follows

fo)= [ 160 emea

where 1 denotes the canonical imaginary square root of —1.

Theorem 3.10 (Poisson Summation Formula For Lattices) For any continuous absolutely inte-
grable function f: R™ — C, and any lattice L C R™, we have

1 R
> 1) = gy o S

x€L yel

3.1.5 Gram-Schmidt Orthogonalization (GSO)

The Gram-Schmidt orthogonalization (GSO) is an algorithm that transforms any basis B of a vector
space to an orthogonal basis B* of the same vector space. Yet, if B is a basis of a lattice L, B* is not
necessarily a basis of the same lattice since, all the b}’s may not belong to L for any index ¢ > 1; in
general, and unlike vector spaces, lattices do not admit orthogonal base. Yet the Gram-Schmidt of a
lattice basis remain a useful object. In particular, when it will come to using basis a to approximate the
closest vector problem, the GSO can provide a better approximation.

Definition 3.8 (Gram-Schmidt Orthogonalization (GSO)) Let B = [by...b,] € R™*™ be a ma-
triz. The Gram-Schmidt Orthogonalization (GSO) B* = [b}...b}] € R™*" is defined as follows :

b: = bl - ﬂ—SpanK({bl---bq‘,—l})(bi) = ﬂ-{bl---bi—l}J'(bi)

Note that this recursive definition implies that for any k < n, [b}...b}] is the GSO of [by...by], in
other words (B[k])* = (B*)[k] =By,
proposition 3.11 (Iwasawa Decomposition) For any n X m real matric B, there exists a unique
decomposition B = uDQ, where 1 = (1, ;) is an n X n lower-triangular matriz with unit diagonal, D an
n-dimensional positive diagonal matriz and Q an n X m matriz with orthonormal row vectors.

The GSO wverifies B* = DQ; additionally the diagonal D matriz verifies D;; = ||b}| and the
transition matrix u satisfies

pi; = (bi,b})/|b5|?

An interesting property of the GSO B*, is that, even if it isn’t a basis of the lattice £(B), the
parallelepiped it spans is still a fundamental domain of £(B). In fact we can even prove a slightly more
general statement :
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proposition 3.12 If B is a basis of an n-dimensional lattice L = L£L(B) C R™ and if B* = u~'B is the
GSO of B, then P(B*) is a fundamental domain.

While the proof is standard and elementary, we believe it is worth going through, the main reason is that
we can actually deduce an efficient algorithm from this proof, called Babai’s nearest plane algorithm,
that we will see later.

Proof: We proceed by induction. Recall from the definition of GSO that (By)* = (B*)(;). For a one
dimensional lattice B = [b], we have B* = B, so P(B*) = P(B) is a fundamental domain of £(B).
Now, consider an n-dimensional lattice £(B). By induction, P(Bfn—u) is a fundamental domain
of L(Bp,—1)). Let x be an arbitrary vector in Spang(L), it can be written as x’ 4 x,b}, where x €
Spang (Bf,,—1)) and x,, € R. Set z], = |z,,] € Z, and rewrite
x =X+ (z, —2),)(by — b)) + 27,b, + (2, —27,)b;,
~——

o
—_——
v € Spang(Bx_1)) €L(by) €P(b})

Note that v = x’ + (2, — x,) (b, — b};) belongs to Spang(By,_1)), therefore, by induction it can be
written as v =y + z where y € £(B) and z € P(B?n—u)- We conclude on existence by checking that
x = (v+a,b,)+ (z+ (z, — })b}), and that (v + 2/ b,) € £L(B) and (z + (z, — z/,)b}) € P(B*).

For uniqueness, consider two decompositionsof x =y -B+z-B* =y -B+2z'-B*y,y’ € Z" and
z,z € [-1/2,1/2)". Consider the quantity (x, b} ), because b} is orthogonal to all b} and b, we have :

(x,b}) = yn (by, by} + 2 (b}, bL) = y;, (b, b}) + 2, (b, br) .
It remains to note that (b,,b%) = (b*,b*) = ||b%|?, to deduce y, = ¥/, and z, = z.,. To conclude, it
remains to apply the induction hypothesis on x — (y,b, + z,b},) which belongs to L(B,_1))- O
In particular, this gives a relation between the GSO of a basis and the volume of a lattice its spans,

namely

Corollary 3.13 If B is the basis of a n-dimensional lattice L C R™, and B* is its GSO, then

Vol(L) = [T IIb7 |
i=1

Proof: Simply note that Vol(L) = Vol(P(B*)) because P(B*) is fundamental domain, and that
Vol(P(B*)) = [, |b}|| because b} are orthogonal. O

3.1.6 Lattice Sphere Packing, Hermite’s constant
To restate the question of lattice sphere packings, Hermite introduced the following constant

Definition 3.9 (Hermite’s constant) Hermite’s constant v, in dimension n is defined as the supre-
mum of \1(L)%/ Vol(L)*/™ over all lattices L of rank n.

It is not hard to realize that a lattice reaching this supremum is optimal for the Lattice Sphere
Packing problem ; indeed for any lattice, the largest radius possible for sphere packing is r = A\ (L)/2,
and the supremum density is given by

A (L)\"
; ) Vol(B,,)/ Vol(L) =

A, = Vol(r - 8B,,)/ Vol(L) = ( on
The determination of this constant has been a challenge to mathematicians since the very definition
of lattices. Today, this constant is known only for very few dimension n, namely for 1 <n < 8 annn = 24.

dimension n 2 3 4 5 6 7 8 24
o 2//3 2Y3 /2 85 (64/3)1/6 64V 2 4

The first upper bound is from hermite and is exponential :y, < 7;“1 . Minkowski establishes the first
linear bound as a corollary of its fundamental Theorem :
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Theorem 3.14 (Minkowski’s Convex Body Theorem) Let L be a full-rank lattice of R™ and let S
be a set, convez, symmetric with respect to the origin 0, and of measure Vol(S) > 2" Vol(L). Then, S
contains a non zero lattice point : SN L\ {0} # 0.

Proof: Let L' = 2L = {2x:x € L}, one easily establish that L’ is a lattice and its volume is
Vol(L') = 2™ Vol(L). Because Vol(S) > Vol(L'), fact states that the union (J,.;, S +x is not disjoint,
that is there exists x € L'\ {0} such that Z =8N (x+ S) # 0. We will prove that x’ =x/2 € L\ {0} is
contained in S. Notice that the intersection 7 is convex (as an intersection of convex), symmetric with
respect to x’, and non-empty. Therefore it contain its symmetry center x’ : x’ € SN L\ {0}. O

We deduce the bound as a corollary :
Corollary 3.15 For any lattice L of rank n > 1, we have
A1(L)™ - Vol(3B,,) < 2" Vol(L).

This implies that, for any n > 1, the Hermite’s constant ~y, is bounded by

4 2/n
< (—2 ) <i14np
” —(w(fsn)> <1tn/

Note that the bound obtained on A (L) is only a factor two worst than its intuitive value suggested by
the Gaussian Heuristic (Heuristic [3.1)).

3.1.7 Successive Minima

Definition 3.10 Let L C R™ be a lattice of rank n. Then for all 1 < i < n the i-th minimum of the
lattice L, N\;(L) is defined as the minimum of max{||v;||} where the set {||v;||} runs over all sets of i
linearly independent vectors of L. Equivalently, \;(L) is the minimal radius r such that LN - B, spans
an i-dimensional vector space.

Note that by definition, the successive minima are increasing : A\ (L) < Ao(L) < -+ < Ay(L). Those
minima somehow inform us on the best possible basis of a lattice, that is, for any basis B, ||by|| > A1(L),
and if this bound is reached, then ||ba|| > A2(L) etc. However, there might not exist such an optimal
basis; precisely there always exists a linearly independent family b, ...b, reaching all this minima
simultaneously, but they might not form a basis. Counterexamples exist for any dimension n > 4.

3.2 Discrete Gaussian Distributions

In continuous probability theory, Gaussian distributions play a very central role. One dimensional
Gaussian are extremely natural because of the central limit Theorem, stating that the average of n
independent samples from some distribution D over R has for limit distribution a Gaussian distribution.
In many dimensions, they provide another interesting property : if x = (z1...z,) is a random vector
such that all coordinates x; are sampled independently from the same centered Gaussian distribution,
then the distribution of x has rotational symmetry (it is invariant under the orthogonal group O, (R)),
that is the density probability at x only depends on ||x].

One out of the many applications of Gaussian distribution in computer science is anti-aliasing for
image processing; it consists of applying a convolution by a bi-dimensional Gaussian to a computer-
generated image to smooth out pixel-related artifacts. This convolution process is usually deterministic
for screen display, however, some printing techniques actually randomize it to render fifty shades of grey
using only dots with a unique shade of black.

Besides the good geometrical and algebraic properties of Gaussians, their importance in lattice theory,
and in lattice-based cryptography, comes from this smoothing property : Gaussians are good at hiding
lattices cell. Conceptually, the only difference with the image processing application is that anti-aliasing
usually considers pixels (pic-cells), that are cells of the two-dimensional lattice Z2, while we aim to hide
the cells of arbitrary lattices.
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3.2.1 Continuous Gaussian : Definition and properties

Definition 3.11 (Continuous Gaussian Distribution) The one-dimensional continuous Gaussian
distribution, of center ¢ € R and variance 0® > 0, noted Dg .. . is the distribution over R of density

probability at v € R
1 _(z—o)?

e 22
o -2
The continuous Gaussian distribution in dimension n, of center ¢ € R™ and covariance ¥ € R™*"

for a symmetric positive definite matriz 3 > 0, denoted by DR,\/E,C is the distribution over R of density
probability at x € R

DR g.c(z) =

1
det(Z) - (2m)"/?

If ¥ = 0% -1d,, for some o > 0, then the previous distribution is said to be spherical, and can be
denoted by Drg . ; its probability density being

. e—%(x—c)E’l(x—c)t )

DRn DIN (X) =

1 lIx—c||?
DR?L,7 (X):7'67 202
proposition 3.16 (Linear transformations of Gaussians) Let ¥1,%; € R"™ ™ be two symmetric
positive definite matrices, and let B € RF*™ be a non-singular matriz. If x; and x5 are drawn indepen-
dently according to Dy /5, e, and Dy /5,00 then
- x1 - B €R* follows the distribution D, V5o, B=Dgr /BB .c, B
- x =x1 + X9 € R" follows the distribution Dy /5553,

ci1tc2
Note that the second statement can in fact be seen as a particular case of the first, by considering (x;|x2)

as being drawn from Dy,, s with & = (%' ) under the transformation matrix B = (Id,[Id,)" €

R2n><n

3.2.2 Discrete Gaussian

Definition 3.12 The (unnormalized) weight of Gaussian distribution of parameter o € R and center

c € R at x € R is defined by p, .(z) = exp ((2;3)2
matriz 3 € R™*™ by

), and more generally for a positive definite symmetric

Pyso(x) = e FOmeE T xe)

We extend p to any countable set S, by letting p /5 .(S) = > ,cgpoc(x) provided that this sum
converges, which is the case for any subset S of any latticeEI . Finally, we omit the center ¢ when it s
Zero : p /s = Pyso and extend the notation pyc = N for some scalar o > 0 if ¥ = 0°1d,,

The discrete Gaussian distribution over Z is defined by the probabilities Dy o..(x) = ps.c(x)/po,c(Z)

for any x € Z, and more generally, over a lattice L by

Dy /5..(X) = pys5.c(X)/poc(L) for any x € L.

Remark While the parameter o still impacts the standard deviation of a discrete Gaussian, unlike the
continuous Gaussian distribution Dg ..., the distribution Dz , . may have a different variance o’? # o2
yet for large enough value of o (precisely when o > 1,(Z) where 7,(Z) is the smoothing parameter of
Z, as defined below) we will have ¢’ =~ o. This naturally extends to multi-dimensional Gaussians over
arbitrary lattices.

3.2.3 The Smoothing Parameter

In our earlier discussion, we made a heuristic explanation of the anti-aliasing property of Gaussian
distributions. Obviously, the quality of that anti-aliasing depends of the chosen standard-deviation pa-
rameter o for the Gaussian, the larger the smoother. Yet their will be drawbacks with using a Gaussian
with too large deviation ; in this anti-aliasing scenario, our original picture would get too blurry. There-
fore, one would like to minimize the standard deviation to reach a certain level of smoothness. This is
quantified by the smoothing parameter.

1. Start with noting that (x —¢)X~1(x —¢)! > s||x — c|| for some constant s > 0. Then note that the number of points
x € L such that ||x|| < £is O(£™); conclude using the fact that [ zme=s2” dz < oo.
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Definition 3.13 (Smoothing Parameter [MRO04|) For any n-dimensional lattice L and any real v >
0, the smoothing parameter 7,(L) (see [MR04)) is the smallest real s > 0 such that p, ; 5= (L\{0}) <.

Let us give the intuition behind this definition by considering the simpler case L = Z. The parameter
1.(Z) informs us on the minimal deviation o so that the function g(z) = po(Z + ) = 32, 7 po(z +y) is
about ¢-close the a constant function. It is easy to see that g is Z-periodic, therefore one may consider its
Fourier coefficients ¢; for ¢ € Z. The Fourier transform p, of p, is proportional to p; /2., ; therefore each
coefficient ¢; is equal to py/, (i) up to a constant factor. The coefficient cy is simply the average value of
g; while other coefficient measures the variations of g. The bound p,, 5-(Z\ {0}) < ¢ in the previous
bound is equivalent to a bound on those coefficients ¢; for i # 0. More formally, we have the following

property.

Lemma 3.17 (Implicit in [MRO04, Lemma 4.4]) For any lattice L and v € (0,1) o > \/%nL(L) and
¢ € span(L), we have :

> rex-c e [ 1] et

x€EL xeL

or more compactly
1—1

14

prelD) € | 1001 aolD)

Yet this bound is implicit, and computing the exact smoothing parameter of a lattice is in fact a hard
problemﬂ; the approximation problem complexity has been recently studied [CDLP13|. Nevertheless,
for simple lattice such as Z" it becomes rather easy to compute, and in general we have the following
bound, that is almost tight for lattices Z"

Lemma 3.18 (Lemma 3.3 of [MRO04]) For any lattice L C R™ of dimension n and any ¢ € (0, 1],

N (L) < \/ln(2n(1 +1/0)) /7 A (L).

In particular, for any super-logarithmic function w(logn) there exists a negligible function t(n) such that

n.(L) < Jw(logn) A, (L)

3.2.4 Tailcut

Another property of Gaussian distribution is their rapid decay at infinity. For example, in one dimen-
sion, about 99.7% percent of the mass of Dgr, is contained in the range [—30,30]. In high dimension,
this phenomena becomes even stronger, that is the length ||v|| of a vector v <— Dgn , is expected to be
very close to /n- o for large enough n. We refer to the standard studies on x?2 distributions (chi-squared
distribution with n degrees of freedom) for the interested reader, present in most Statistic textbooks.

In the case of discrete distributions, one can establish similar facts : they will turn extremely useful
for analysis and design as they let us ignore large vectors that would be drawn with negligible probability.
The following lemmata are from Banaszczyk.

Lemma 3.19 ( [Ban93]) For any o >0, ¢ > ¢/27, we have :

S pole) < 22 o)

20
r>c

Lemma 3.20 ( [Ban93|) For any o >0 and 7 > 1/v/2x, and any n-dimensional lattice L, and vector
c €R", po((L + )\ To/nB) < 2C"p, (L), where C = 7v/2me - e~ < 1, and B is the centered unit
ball.

2. Notice that the asymptotic behavior of pl/ms(i \ {0}) for s — 4oco discloses the first minimum Ay (L) of L
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3.2.5 Entropy

Another reason to use Gaussian distribution in cryptography, is that for a given standard deviation,
the continuous Guassian is the distribution of maximal entropy ; that is, it optimizes the unpredictability
of a random vector for a fixed expected length. This is also true for discrete Gaussian; this fact is
believably standard, yet we propose our proof, using a convexity argument.

Lemma 3.21 (Distribution of maximal entropy) Let o > 0 and let S C R™ be a countable subset
of a finite-dimensional vector space such that

Po(S) < o0, Z po(x) - In(ps(x)) <00  andV =
xeSs

—5 2l o(a) < oo
7 xeS

Then, over all distribution of variance V over the support S, Ds, : x € S — po(x)/ps(S) is the
distribution of mazximal entropy.

Proof: We recall that for a distribution P : S — [0,1], the entropy of P is defined as H(P) =
— > ieg P(i)-In(P(i)). Since x +— —xInz is a convex function over [0, 1], the entropy function H : ' — R
is also convex over the convex set F' of functions from S to [0, 1].

The set D of distribution of variance V' is the intersection F'NAyNAs of F' with the affine hyperplanes
Ao={fe(F=R): Y gf(x)=1}and Ao ={f e (S—=R): > g Ix]|” f(x) = V}. This set is also
convex. Since the entropy function is differentiable and convex over the convex set D, is it sufficient to
prove that dH(f)/df is zero at f = Dg,,.

Set df to be a differential element of D, and denote by dfyx its differential value at x € S. Because
D C Ay and respectively D C As, we have

Z dfsx =0 resp. Z Ix]|* dfx = 0 (3.1)
x€eSs x€eSs

Since % —zlnz = —(1 + lnx), the differential of the entropy function H at some f € D is given by

H(f+df) = H(f) == > (1 —In(f(x)))dfx

xeSs

in particular, for f = Dg, one has

H(Dg.y +df) — H(Ds.) = — ;(1 T ’p’:g; \dfs

= —(1=Inpy(S) - Y dfx + Y In(ps(x))dfx
xeS xeS

=0 b} {'
]. 2

xeS

where the last equality follows from (3.1). This concludes the proof. O

3.3 Lattices with Algebraic Structure

Definition 3.14 (Lattice over Polynomial-Rings) Let R be the ring of polynomials modulo some
polynomial P € Z[X] of degree b, R = Z[X]/(P(X)). A lattice L of embedding rank l over R (a R-
lattice) is the set of R-linear combinations of vectors p1 ...pr of R' :

k
L=Lr({p1...pr}) =Spang({p1...pPx}) = {Z a;Pi - a; € R}

Such a lattice can be seen as an integer lattice spanned by the vectors by yj_1) = Z"(X""'p;(X))
for (i,5) € {1...b} x {1...k} where Z!*(p) is the canonical representation of p in Z' : each coordinate
p; € R is represented by the vector of its coefficients (cg...cp_1) € ZP so that p;(X) = Zf;é X' eR.
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The simplest example of such lattices are cyclic lattices, that are lattices over R = Z[X]/(X? — 1).
Seeing them as regular Z lattices, they are generated by matrices made of b x b circulant blocks

C(alyl) e C(al,l)
M=| :
C(akvl) C(ak,l)

where a; ; are polynomials of degree b and C(a) for some polynomial a = >, a;X* € R denotes the
circulant matrix

ag ay ce aN—1
anN—1 Qo ce aN—2
ay aN-—1 ag

Those lattices are interesting to build efficient cryptographic primitives, as they seem to provide as
much security as general n = kb dimensional integer lattices (for carefully chosen rings R), while offering
compact representations and efficient operations.

3.3.1 Cyclotomic Polynomials, Cyclotomic Field

Definition 3.15 (Cyclotomic polynomials) The m-th cyclotomic polynomial ®,,(X) € Z[X] (or
simply ®,,) is the minimal monic polynomial of any primitive m'" root of unity. More concretely, let
G = 2™/ we have

(X)) =[] x-¢

keZx

m

The field Q(¢m) ~ Q[X]/ (P (X)) is called the m-th cyclotomic field.

The degree of @, is b = ¢(m), the Euler totient of m; it is an irreducible polynomial. For some
values of m, ®,,(X) has a simple form
— If m is prime ®,,(X) =14+ X +--- + X™ 1 its degree is ¢(m) =m — 1
— If m = 2F is a power of two ®,,(X) = X™/2 4 1, its degree is ¢(m) = m/2 = 2F~1
Note that the polynomial X? — 1 used to build cyclic lattices is not cyclotomic, yet if b is prime it
has only two irreducible factors
XP-1=9,(X) - (X-1)

3.3.2 Canonical Embedding and Fourier Transform

The field Q(¢m) ~ Q[X]/(®4,) has exactly ¢(m) embeddings, i.e. ring morphisms to C, (o4 )rez: ,
defined by oy, : © — z(¢¥), for k € Z*,. The canonical embedding ¢ : Q((,,) — C?(™) is defined as the
direct sum of all the embeddings : o(z) = ®keZ:n ok ().

Using the fast Fourier transform (FFT), this allows multiplications of polynomial in time quasilinear
in the dimension ¢(m) of the ring. Indeed, for any polynomials a,b € Q[X]/(®,,), one has o(a - b) =
o(a) ® o(b) where ® denotes component-wise multiplication. The fast Fourier transform allows one to
compute o and o~! in quasilinear time |Bri88].

3.3.3 Number Theoretic Transform

In our application, we would rather be interested in computing products of polynomials of Z[X]/(®,,)
modulo some integer g. The general Fourier transform approach requires to deal with continuous complex
coefficients, and its implementation require floating-point arithmetic, with approriate precision. Yet, if
we are only interested in the result modulo some integer ¢ (in other words perform the product in
Z4X]/(®,,)) one can resort to the Number Theoretic Transform (NTT). This is possible if there exists
m-th primitive roots of unity over the finite field F,; more concretely the requirement are that ¢ must
be prime, and m must be co-prime to ¢ : m = 1 mod ¢. The overall algorithm is similar, except we would
work with embeddings to F, : oy : @ — z(2F,) where z,,, € F, is a m-th primitive root of the unity over
F

q-
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3.4 Complexity in Geometry of Numbers

In addition to their fascinating mathematical aspect, lattices are also connected to fundamental
questions in complexity theory. Indeed, there are several optimization tasks defined over lattices providing
examples of various complexity classes. We will focus on the ones relevant to this thesis; a rich survey
can be found in [NV10, Chapters 14 and 15].

3.4.1 Hardness of Exact Problems : SVP and CVP
Probably, the most studied computational problem on lattices is the Shortest Vector Problem (SVP).

Definition 3.16 (The Shortest Vector Problem, SVP) Given a basis B of a lattice full-rank L =
L(B), find one of the shortest non-zero vectors of L, that is, find a vector v € L such that ||v|| = A\ (L).
Unless otherwise specified, we consider this problem for the {3-norm.

The first algorithm for this problem was given by Lagrange [Lag73| (sometimes also attributed to
Gauss |Gau01]) for lattices of dimension 2; it is a variant of the ged algorithm. After that, a lot of work
was done on various notions of reductions for lattice basis ; some of them can be paired with algorithms
to find short vectors. Yet, those have running time at least exponential in the dimension n of the lattice.
The first hardness result for SVP is due to van Emde-Boas [vEB81|, stating that SVP is NP — hard for
the ¢, norm ; only ten years after the very definition of NP-hardness by Cook and Levin [Coo71]. While
it was conjectured that it should be as hard for any ¢, norm, it is only in 1998 that it was established
for the ¢ norm (under randomized reduction), in the breakthrough work of Ajtai |Ajt98].

Another elementary problem is now to find a closest lattice vector to a given target vector.

Definition 3.17 (The Closest Vector Problem, CVP) Given a basis B of a lattice L = L(B) C R™,
and a target t € R™ find the closest vector of L to t, that is finding a vector v € L that minimize ||t — v||.
Unless otherwise specified, we consider this problem for the {5-norm.

Its NP-hardness was also established in [vEB81]. This problem can be restated as reducing a point modulo
L to the fundamental domain V(L), the Voronoi cell. Interestingly, this problems remains NP — hard
even if one is given the lattice in advance, allowing arbitrary pre-computation before t is revealed ; this
is known as the Closest Vector Problem with Precomputation CVPP. The first algorithm for this CVP is
from Kannan [Kan87] and run in deterministic time n©(™. Randomized single exponential time O(2")
was reached by using a sieve algorithm |AKSO01|; finally, Micciancio and Voulgaris found deterministic
single exponential time algorithm for CVP, but also to fully compute the whole Voronoi cell V(L) [MV10].

Note that all those problems are not known to be in NP (they are NP — hard but not known to be
NP — complete) ; giving a solution does not trivially prove that no shorter solution exists.

3.4.2 Hardness of Approximation Problems : SVP, and CVP,

Both previous problems have natural approximate versions.

Definition 3.18 (Approximate Shortest Vector Problem, SVP,) For any~y > 1, the approzimate
shortest vector problem SVP., is as follows : given a basis B of a lattice L = L(B), find a non-zero vector
of L, v € L such that ||v| < yA1(L).

Definition 3.19 (Approximate Closest Vector Problem, CVP,) For any v > 1, the approzimate
closest vector problem CVP, is as follows : given a basis B of a lattice L = L(B), a target point t € R™,
find vector of L, v € L such that |v — t|| < ymingey, [|[x — t|

Goldreich et al. [GMSS99| gave a polynomial-time reduction from SVP, to CVP,, for any value of v;
approximating SVP to a factor v is not harder than approximating CVP to the same factor. Then, Arora
et al. [ABSS93| proved that CVP, is NP — hard for v = 218" " for small constants e > 0; and the
result was improved by Dinur et al. [DKRSO03|.

Even the variant with precomputation is known to be inaproximable ; Feige and Micciancio established
the NP-hardness of CVPP,, for v = 1/5/3, later improved by Regev to v/3 [FM04,Reg03].

Those problems becomes easy when the approximation factor « becomes exponential in n as we will
see in the next section. The hardness of those problems for v polynomial in n remains an open problem.
Since all lattice primitives rely on the hardness of such problems for polynomial approximation factor;
those problems are of extreme theoretical and practical interest.

3. Unless there exists quasi-polynomial algorithms for NP — hard problems
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3.4.3 Problems with Promises : uSVP, and BDD,

An alternative relaxation of those problems can also come from promise of a gap between the optimal
solution and all others.

Definition 3.20 (Unique Shortest Vector Problem, uSVP,) For any v > 1, the unique shortest
vector problem SVP., is as follows : given a basis B of a lattice L = L(B) such that X\o(L) > v\ (L),
find a shortest non-zero vector of L, v € L such that |v] = A1 (L).

Definition 3.21 (Bounded Distance Decoding Problem, BDD,) For any ¢ > 0, the Bounded Dis-
tance Decoding Problem is to find a lattice point c € L that is at distance at most ¢ from a given target
t ||t — v|| < ¢, assuming that such a solution exists.

Note that this second problem becomes similar to approximation of CVP if / is greater than the covering
radius (in which case the assumption that such solution exist is true for every t). For the hardness results
for this problem, we refer to a complete survey by Khot [NV10, Chapter 14] on the matter.

3.4.4 Problems SIS and LWE, Worst-case to Average case Connection

For cryptography purposes, we will use mainly two problems that are connected to lattice problems,
namely SIS and LWE.

Definition 3.22 (The Short Integer Solution Problem, SIS) The Short Integer Solution problem
SIS, m.q,8, With m unknowns, n < m equations modulo ¢ and norm-bound B is as follows : given a random
matriz A € Z;"*™ chosen uniformly, find a non-zero short vector v € Z;* \ {0} such that v- A =0 and

vl < 8.

If the bound S is set too low the problem is vacuously hard; solutions are expected to exist when
the linear application associated to A is expected to be surjective on the sub-domain of vectors of norms
less than 8 ; for the ¢ that is when 5™ - Vol(B,,) > ¢". The natural lattice associated to the problem is
the following

Definition 3.23 (The SIS-lattice and its cosets) For integers parameters n,m > n,q, and for a
SISy m,q,. instance matriz A € Z*", the SIS-lattice lattice associated to A, LT9(A), (or simply L(A)
when q is obvious from the context) is defined as :

LY(A)={veZ™:v-A=0modq}.

In other words, it is the lattice defined by A as a parity-check matriz. Additionally, if the syndrom u € Zy
admits an integral solution to x - A = u, then we define LEI(A), the coset of L~9(A) of syndrom u as

LI(A)={veEZ™:v-A=umodq}.

With this definition, SIS can be seen as a version of approximate SVP,, for a specific distribution of
lattice. One may compute the value of v using the fact that Vol(L) = ¢™ with overwhelming probability
(there are ¢™ co-sets of L since ¢ - A mod ¢ can take ¢" values when A has rank n), and the expected
value of A\;(L) according to the Gaussian Heuristic.

Still, it is not obvious that this specific distribution does make the SVP., hard; indeed, it is possible
that some class of instances makes SVP, actually easy. Yet, when introduced in the founding work of
Ajtai |Ajt96] for cryptographic purpose, it came with a worst-case to average case reduction; that is a
proof that solving random SIS instance is not easier than solving any instance of certain lattice problems
(uSVP, or the Approximate Short Independent Vectors Problem SIVP,). This result was later improved
and simplified [MR04, GPVO08]|.

Theorem 3.22 (|JAjt96,MRO04, GPVO08|) If there exists a Probabilistic Polynomial Time (PPT) al-
gorithm A that solves SIS, 1 4.8 instances with ¢ > 208y/n with non negligible probability ; then there
exists a (PPT) algorithm B that solves uSVPy5 m and SIVPyg o on any lattice (i.e. in the worst case),
of dimension n.

There exists an inhomogeneous variant of this problem, ISIS
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Definition 3.24 (The Inhomogeneous Short Integer Solution Problem, ISIS) The Inhomogeneous
Short Integer Solution problem ISIS,, 1, 4.3, with m unknown, n < m equations, modulo ¢ and norm-bound

B is as follows : given a uniformly random matriz A € Z7**" and a uniform target t, find a short vector

v € Zy* \ {0} such that v- A =t and ||v| < 5.

It is also proved as hard as worst-case lattice problems [GPVO08|]. To rephrase both problems, the SIS
problem requires one to find a non-zero short vector of £ (A) given a matrix A, and given an additional
syndrom t, ISIS requires a short vector of £ (A).

The second problem, LWE was popularized by the results of Regev [Reg05|, close variants but already
appeared in previous works [BFKL94,AD97|/Ale03]. It can be seen as instances of BDD for specific lattice
and syndrome distribution.

Definition 3.25 (The Learning with Errors Problem, sLWE, search version) The Learning with
Errors Problem, search version, sSLWE,, 1, 4., with n unknown, m > n samples, modulo g and with errors
distribution x is as follows : for a random secret s uniformly chosen in Z', and given m samples of the

q )
form (a,b = (s,a) + e mod q) where e <~ x and a is uniform in Zg, recover the secret vector s.

The first property of LWE for cryptographic purpose is the equivalence with decisional version ; the above
problem is no easier than the one below when ¢ is polynomial in n

Definition 3.26 (The Learning with Errors Problem, dLWE, decisional version) The Learning
with Errors Problem, decisional version, dLWE,, ,, 4, with n unknown, m > n samples, modulo q and
with errors distribution x is as follows : for a random secret s uniformly chosen in Zj, and given
m samples either all of the form (a,b = (s,a) + e) where e + x, or from the uniform distribution
(a,b) < U(Zy x Zg) ; decide if the samples comes from the former or the latter case.

Theorem 3.23 (Decision to Search Reduction for LWE) For any integers n and m, any prime q <
poly(n), and any distribution x over Z,, if there exists a PPT algorithm that solves dLWE,, ,,, 4 with non-
negligible probability, then there exists a PPT algorithm that solves dLWE,, .., 4 for some m’ = m-poly(n)
with non-negligible probability.

This results has also been generalized to other smooth modulus [MP12]; informally we will talk about
the LWE problem without distinction between search and decisional version.

To state this problem in term of lattice, consider the matrix A = [a;...a,] whose rows are the
samples a;, the vector b = s - A + e where e < Y™, and define

Definition 3.27 (The LWE-lattice) For integers parametersn,m > n,q, and for a L\WE,, ,,, 4. instance
matriz A € Z;**", the LWE-lattice associated to the instance (A, b), LI(A"), is defined as :

LIAY={velZ":Tselystv=s A" modq}.

In other words, LI(AY) is the lattice generated by the column vectors of A and the column vectors of
qId,,, i.e. the canonical vectors scaled by q.

When e is small, the problem can now be seen as follows : given a point b close to a random lattice
point s- At, one is asked to recover s or equivalently the lattice point s- A ; LWE is a variant of BDD for
a certain distribution of lattice and error.

As for the SIS problem, the LWE problem was shown to be equivalent to hard lattice problem in
the worst case such as uSVP, or SIVP, for centered discrete Gaussian error distribution x = Dz, ;
that is solving LWE instance on average is no easier than solving the hardest instances of certain lattice
problems.

Theorem 3.24 (Worst-case to Average-case Connection for LWE |[Reg05|) If there exists a Prob-
abilistic Polynomial Time (PPT) algorithm A that solves LWE,, ., q. for X = Dz oq where ag > 2\/n
with non negligible probability ; then there exists a Quantum Polynomial Time algorithm B that solves
uSVP., and SIVP., on any lattice (i.e. in the worst case) of dimension n where v = O(n/a).

Yet, the original reduction [Reg05] was a quantum algorithm ; in certain cases this reduction could be
made classical [Pei09, BLPT13|. The limitation to Gaussian distributions was also overcomed in recent
works [DMQ13, MP13,AKPW13].

Let us conclude with an additional property of LWE, which is that the problem is not much easier if
the coordinates of the secret are drawn from the same distribution as the error.
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Definition 3.28 (LWE with Small Secret dLWE') The Learning with Errors Problem with small er-
ror, dLWE;l_’myqyx, with n unknown, m > n samples, modulo q and with errors distribution x is as follows :
for a random secret s drawn from —x™, and given m samples either all of the form (a,b = (s,a) + e)
where e < x, or from the uniform distribution (a,b) < U(Zy x Zg) ; decide if the samples comes from

the former or the latter case.

Lemma 3.25 (Reduction from dLWE to dLWE' [ACPSO09|) If there is an algorithm A that solves
dLWE’ for m > n, and g > 2 in time T with probability p, then there exists an algorithm B that

n,m,q,x

solves dLWE,, 4 n g i1 time T + poly(n,m,log(q)) with probability p — 2~

Proof: First, assume we are given samples from dLWE,, ;41,45 : (A, b =sA +e). Except with proba-
bility less than 2~ (") there exists a subset of rows of A that forms an invertible matrix modulo ¢ > 2.
With loss of generality, let us assume that the n first rows of A form an invertible matrix : A* = (A}|AY)
where A, € Z?*"; decompose b’ = (bf|b}) as well. It remains to set

b'=by—b; A Ay
:SA2+62—(SA1 +e2)~Af1~A2
:—el'Al_1~A2+e2

/

and to notice that (A7' - Ay, b) forms a properly distributed set of samples from dLWE,, ,, .. for the
secret —ep. On the other hand, one would verify that if (A, b) comes from a uniform distribution rather
than the legitimate LWE distribution, then applying the same transformation does provide a uniform
distribution for (A7'- Ay, b’). O

3.4.5 Ring Version of LWE

A major issue of the previous problem LWE to base cryptographic primitives is the blow-up factor;
for a secret vector s € Zg one require a full vector a € Z; to create one pseudo-random scalar b € Zy ;
used to mask a single bit (or a scalar in Z, for ¢’ = poly(n)). This will imply a ciphertext to plaintext
size ratio of a least O(n).

It is therefore tempting make a security/efficiency trade-off, by using vectors a; that are related to
each others, so a party can disclose just a few of them, and let the other party derive the other a;’s. Using
matrix terminology, this can be seen as restricting the matrix A to a certain set of structured matrices,
Toeplitz matrices for example, or block-circulant matrices. Yet, this restriction invalidates the hardness
reduction ; and for certain type of structures, the problem is known to become indeed easy. For example,
in the case of block circulant matrix, the decisional LWE problems becomes easy : let A be square n X n
circulant matrices, the fact that

SoA~(1...1)t:(Zsi)ﬂwherea:ZAM

leads to a simple distinguisher given a few samples s- A + e.

Algebrically, the previous attack can be interpreted as follows; the square circulant matrices Z"*"
forms a ring that is homomorphic to the ring of polynomials R = Z[X]/(X™ — 1). The polynomial
(X™ — 1) can be factored as (X — 1) - (X" !+ ...+ X + 1), and the attack arises from the low degree
factor (X — 1); in other words, by the Chinese remainder theorem, the ring R can be decomposed as
R = (Z[X]/(X-1))x(Z]X]/(X" 1 +---+ X +1)). Yet, when the ring we work with can not be factored,
no better attacks against those structured-LWE instances are known.

This motivated a new definition of LWE over polynomial rings, ring-LWE by Lyubashevsky, Regev
and Peikert [LPR10]; yet the most general definition requires some algebraic tools that are beyond the
scope of this Thesis. We restrict our attention to very specific rings R = Z[X]/(®,,) for n = 2* a power
of 2; recalling that ®, = X™/2 + 1 is a cyclotomic (therefore irreducible) polynomial. The interested
reader is refered to [LPR10,DD12||[LPR13|.

Definition 3.29 (Ring-dLWE for the ring R = Z[X|/(®o:) ) Let R denote the ring R = Z[X]/(®,,)
for n = 2F integer power of 2, and R, = R/(qR) for some integer q. The R — dLlWE, gx, m > 1
samples, modulo q and with errors distribution x over Z is as follows : for a random secret s € R, with
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uniform coefficients in Z,, and given m samples either all of the form (a,b = a-s+e) where e € R, has
coefficients drawn from x, or from the uniform distribution (a,b) < U(R?); decide if the samples come
from the former or the latter case.

The main result of [LPR10] is a worst-case to average-case reduction to hard lattice problems similar
to the regular version of LWE, but only to a subclass of lattices. Similarly to regular LWE, there is a
variant of the problem with small secret, which is equivalent to the uniform secret one when the secret
coefficients are also drawn from the distribution y.

3.5 Super-Polynomial Approximation Algorithms

3.5.1 LLL, Finding Short Vectors and Short Basis

The LLL algorithm [LLL82| is an algorithm by Lenstra, Lenstra and Lovész to find short vectors in
lattices in polynomial time, but it only guarantees an exponential approximation of the shortest vectors.
Nevertheless, this algorithm turned out to have numerous application in cryptanalysis, including for the
RSA encryption scheme [Cop97], whose relation to lattices is not straightforward. It also has impact on
problems outside the realm of cryptanalysis ; some applications are detailed in a celebratory book [NV10].

The LLL algorithm in fact works with a whole basis, trying to transform it to achieve shortness and
near-orthogonality. More precisely

Definition 3.30 (LLL Reduced Basis) Ford € (1/4,1], a basis B of a lattice L = L(B) of dimension
n, is said to be 6-LLL-reduced if
— it is size reduced, that is |y, ;| < 1/2 for any i > j where p denotes the GSO transformation
matriz ;
— it verifies Lovdsz conditions : for all 1 <i<n

[bry + pira,ibf]|” = S b:I or equiv. ||bly||” > (86— p2,1,) b

This definition is a relaxation of the Hermite’s notion of reduction ; precisely for § = 1, the condition
implies that two consecutive Gram-Schmidt vectors of such a reduced basis forms an optimal basis for
the 2-dimensional lattice they span :

Vi < d, b} | = A (L({mi(bi), mi(biy1)}) and ||bi || = Ao (L({mi(bi), mi(bit1)})

where m; denote the projection orthogonaly to Span{b;...b; 1} as in definition This notion of
reduction ensures the following qualities of the basis

Theorem 3.26 (Qualities of LLL-reduced basis) For any § € (1/4,1] and any o = 1/(6 — 1/4). If
B =[b;...b,] is a 6-LLL-reduced basis of an n-dimensional lattice L then

— |Iby|| < al"=V/1Vol(L)M /™

— ||bs]| < a»=V/2.X\i(L) for alli <n

- T IIbi|| < @nC= D/ Vol (L)

The size reduction notion is quite simple to achieve, it can be seen as an GSO procedure where the
coeflicients p; ; are rounded to the nearest integer. This suggest the following algorithm

Algorithm 1 LLL Algorithm
Input: A basis B = [b;y...b,] of a lattice L, a parameter ¢
Output: A ¢-LLL-reduced basis of the lattice L
1: Size-reduce B
2: if there exists an index j which does not satisfies Lovasz’ condition then
3:  swap b; and bj;y; and return to Step 1
4: end if

The correctness is rather obvious, the technicalities comes from proving termination. Termination can
indeed be proved in general, but to ensure polynomial running time one needs § < 1; that is we don’t
know how to obtain exactly Hermite’s reduced basis in polynomial time, but we can approximate it.
We refer to the very detailed survey [NV10, Chapter 1] for the analysis and the relation with Hermite’s
reduction algorithm. Interestingly, the performance in practice are usually much better than what would
be expected from Theorem [3.26]; yet those bounds remains exponential in the dimension n.
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3.5.2 SVP Enumeration Algorithm and BKZ

The BKZ algorithm (for Blockwize-Korkine-Zolotarev) can be seen as a generalization of LLL that
search for a basis such that each vector 7;(b;) is a shortest vector of the lattice generated by 7;(b;) ... 7 (bitr—1)
where 7; denotes the projection orthogonally to by ...b;_1; whereas LLL does that for £ = 2. In other
words, LLL is an relaxed algorithmic version of Hermite’s inequality : v,, < ’yg_l ; and BKZ an algorith-
mic version of Mordell’s inequality : v, < 7,(6"71)/ (k=1)

Rather than the swap instruction, BKZ will use a subroutine that search for the shortest vector in
lattice of dimension k; asymptotically, the best known algorithm for this task is the Sieve algorithm
from Ajtai, Kummar and Sivakumar |[AKSO01|, that run in time 2°(%); it is therefore essential to keep
the block-size k low to run BKZ in polynomial time. In practice however, one would rather use short
vector enumeration algorithm from Kannan-Fincke-Pohst [FP83|[PS08| (that runs in 20(d) given an LLL-
reduced basis), with a pruning technique [SE93,[SH95,/GNR10| that drastically decreases the practical

running time.

3.5.3 Behavior of LLL and BKZ

Experimentally, the basis resulting from LLL and BKZ algorithm follows a profile that depends only
on the so called "Hermite factor" ¢ associated to the reduction algorithm ; or equivalently the progression
ratio c € R.

Heuristic 3.2 (Geometric Series Assumption) For either LLL or BKZ-k for any block-size k, there
eists a constant ¢ > 1 such that reduced basis verifies |b}|| / ||biy, || = ¢ for all indexes i. From volume
equality, and setting 6 = \/c (the Hermite factor), this implies

[l ~ 87 - Vol(L)"/" and | ~ [l | ¢

Typical values are o1, = 1.02 for LLL, and dpkz.20 = 1.012 for BKZ-20. An heuristic analysis explaining
this behavior for large blocksizes was recently detailed by Chen and Nguyen [CN11], this allowed models
and prediction of dgkz-k, and BKZ—k running time for increasing block-size k.

Yet, there are several cases where this heuristic breaks down. First, in the case where the lattice
contains an unusually short vector (that is we are in presence of a uSVP,, instance), this heuristic fails
when the shortest vector is actually found. Interestingly, it seems that the same Hermite factor is still
a meaningful value, according to the study of Gama and Nguyen |[GNOS§|, the unique short vector is
expected to be found by a reduction algorithm whenever Ao(L)/A1(L) > 6™ ; in other words, in practice
LLL will solve uSVP, instances for v > d1y1..

Another case where this heuristic partially fails is when the reduction algorithm is given some short
vectors as part of the input basis; this will often be the case of the g-ary lattices used in cryptography.
In this case, some of those short vectors are untouched and the heuristic only applies to the rest of the
basis.

3.5.4 Babai’s Algorithm, Finding Close Vectors

The previous algorithms let one finds a lattice basis of reasonable quality ; we will now see how such
good basis can be used to find close points; that is to solve CVP,, and BDDg. Those algorithms were
introduced by Babai [Bab86] ; they can be seen as algorithmic versions of Properties[3.2]and [B.12] stating
that if B is a basis of £ then P(B) and P(B*) are fundamental domains of £ ; those algorithms actually
perform reduction modulo the lattice according to those fundamental domains.

For simplicity, we will only consider full-rank lattices, given by a basis B = [b; ...b,] € Z™*". The
first algorithm, called Babai’s round-off, simply consists in writing the target t as an R-linear combination
of B, and rounding independently each coordinate ; exactly as in the proof of property

Algorithm 2 Babai Round-off Algorithm |[Bab86|

Input: A Basis B = [b;...b,] of a lattice L, a target t

Output: A decomposition t = v + w where v € L and w € P(B)
1: v= Lt~B711 -B
2 w=t—-w
3: return (v, w)
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The second one starts by writing t in the orthogonal basis B*. At the first loop step, it determines
which plane among all the zb,, + Spang(by...b,_1) for © € Z, is the closest to t; and it continues
recursively as in the proof of Property We give an equivalent iterative description.

Algorithm 3 Babai’s Nearest Plane Algorithm [Bab86|
Input: A basis B of a full-rank lattice L C R", a target point t : R™.
Pre-computation : The Gram-Schmidt decomposition B = p - B* and the inverse B*~! of B*
Output: A decomposition t = (v + w) where v € L and w € P(B*)
1: v,z<+ 0
2wt B!
3: for i = n downto 1 do
4 Zi < fwij
5: W<—W—2; W1,
6
7
8

V< v+4z-b;
: end for
: return (v,t —v)

This second algorithm gives better results than the former, intuitively because the radius of P(B*)
is smaller than the one of P(B). Precisely, this second algorithm will properly solve BDDg for any
B8 < min||b}|| /2, since the ball of radius § is included in P(B*). One may also show that it solves

Approximate CVP,, for v = /n - max|[bi ||

min o |




CHAPTER 4

OVERVIEW OF LATTICE BASED
CRYPTOGRAPHY

My work is a game — a very serious game.
Maurits Cornelis Escher.

4.1 Analogies between Lattice and Discrete-log Cryptographic
Constructions

4.1.1 Comparison of SIS and ISIS with DL

Definition 4.1 (Discrete Logarithm Problem, DL) The Discrete Logarithm problem over a cyclic
group G of prime order p, noted multiplicatively, and given a generator g is as follows : for a random
x € Zy drawn uniformly, and given h = g* recover the exponent x.

The hardness of the discrete logarithm problem can also be stated as the one-wayness of the function
x +— g*. Note that this function is a permutation, which won’t be the case for the lattices variants.

The direct analogue is the problem ISIS for certain parameters : for parameters n,m,q, 3, on an
instance matrix A € Z™*", the hardness of ISIS,, ,, 4 s is equivalent to the one-wayness of the function
f:8 — G (S the bounded subset of Zi* N 3 - B,,,, and G the additive group Zj) defined by x + x- A;
assuming that ( is large enough so that the output of this function is almost uniform for a uniform
input. But as we said, this one-way function is not a permutation : each image have many, perhaps
exponentially many pre-images.

While SIS is simply ISIS with the fixed target 0, doesn’t seem to be equivalent to a one-wayness
property. Yet SIS, ., 4 s still implies the one-wayness of f : x € (Z7' N g -B,,) — x- A (note the g) ;
assuming the parameters guarantees that almost each image of f has at least 2 preimage. Indeed, if one
were able to break the one-wayness, say on an instance t = f(x), finding a pre-image x’; then with
probability at least 1/2 we have x # x” and x — x’ would be a solution to the SIS,, ,, 4 3 instance A.

4.1.2 Comparison of dLWE with dDH

Definition 4.2 (Decisonal Diffie-Hellman Problem, dDH) The Decisional Diffie-Hellman problem
over a cyclic group G of prime order p, noted multiplicatively, and given a generator g is as follows :
for independent exponents a,b,c € Z, chosen uniformly distinguish between the distributions Dypn :

(9%,9% g°°) and Ds : (9, ¢", g°).

In a geometric point of view, the two problems dLWE and dDH are similar in the following sense : dDH
requires the challenger to decide if z; = (g,¢%) € G2 and x5 = (g%, g°) € G? are colinear or independent
(and random) ; equivently decide if Spaan({xl, ra}) is a strict subspace of G2. Similarly, LWE requires
an attacker to decide if samples z; = (a;,b;) € G x Z,; (where G = Zy) are purely random or if they are
all close to a same hyperplane of G x Z, of codimension 1, namely, % = {(a, (a,s))} : a € G}. In other
words, dDH is a specific hidden subgroup problem — that can not be harder than the discrete logarithm
over this group — while LWE is a noisy variant, that can be hard even on very simple groups such as the
additive Zg .

27
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4.2 Lattices Schemes without trapdoors

4.2.1 Encryption from Original LWE

The LWE problem gives rise to a very simple encryption scheme. Precisely, Regev [Reg05| proposed
the following : set ¢ > 2 to be some prime in the range [n2,2n?] and set m = 2nlogq, and choose the
error distribution xy = Dz, mod ¢ for o = o(q/(y/nlog®n)). It encrypts one bit 4.

KeyGen(1") : Choose s, chosen uniformly in Zj. Draw m LWE samples : (a;,b;) where a; are
uniform and indepedent in Zy, and b; = (a;,s) + e; where e; are drawn independently from Y.
Output key pair (sk =s, pk = {(ay, bz)})

Enc(pk = {(a;,b;)},n € {0,1}) Choose a random binary vector t € Z™, and output the cipher
c=(a,b+ 4] -p) wherea =3 t;a; and b= t;b;

Dec(sk = s,c¢ = (a,b)) Compute p* = b — (a,s) and output 0 if u* € [—q/4,¢/4); output 1
otherwise.

Correctness (sketch) One easily checks that p* = " t;e;+[ 5 |-p; intuitively the central limit theorem
suggest that > t;e; is very close to a Gaussian distribution of standard deviation /m - ¢ = o(q/logn)
(for a formal argument, one can rely on Hoeffding Bound) ; therefore |>" ¢;e;| < ¢/4 with overwhelming
probability.

CPA security (sketch). First, one would replace the public key using the dLWE hardness assumption,
by truly uniform samples (a;, b;) € Z7*+'. Then, the main ingredient is the leftover hash lemma [2.6|stating
that the encryption process (a subset-sum of m random elements of Zg“) produce a vector (afb) that is
almost uniform and independent from the (a;|b;), when those (a;|b;) comes from the uniform distribution.
At this point, the cipher ¢ becomes almost independent from the message p.

Efficiency. The previous scheme has public key size of (n + 1)mlog, ¢ = O(n?); yet assuming the
parties share a random common reference string, it can be taken down to mlog, ¢ = @(n) ; the private
key has size nlog, ¢ = @(n) and ciphertext size mlog, ¢ = @(n) for 1-bit plaintext. Yet, using a variant
based on ring-LWE, it is possible to decrease the ciphertext size to @(n) for a plaintext of n bits and

decrease the ciphertext expension factor to polylog(n).

Comparison with El-Gamal Encryption. If this scheme is to be compared with a discrete-logarithm
related scheme, the best match is probably the El-Gamal encryption scheme. We recall that El-Gamal
security is guaranteed by the decisional-Diffie-Hellman (dDH) hardness assumption.
El-Gamal encryption proceeds as follows :
KeyGen(1") : Choose s € Z,, chosen uniformly in Z,. Publish pk = (g,h) = (¢9,¢9°) € G
Enc(pk = (g, ), € G) : Choose a random scalar ¢ € Z,, and publish the ciphertext ¢ = (¢, h* - )
Dec(sk = s,c = (a,b)) : Compute p* = b/a®
To point out the similarities, we will give a geometrical interpretation of both schemes. Let us start
with El-Gamal. The public key pk = (g, h) € G? can be seen as a line over the plane G2 ; more precisely,
given this public key one can generate a uniform random point on this line £ = {(g*,h’) : t € Z,} for a
random ¢ € Z,. The ciphertext space can been seen as a partition of p cosets of this line, and each cosets
corresponds to one ciphertext : C,, = {(¢*, h') ® (¢°, ) : t € Z,}. Last, for decryption, one may see the

secret key as a linear form over G? : § = (a,b) — b/a®, namely an element of the dual G2 = (G2 — G),
and this linear form is null over the “public key line” : 3(gt, ht) = ht/gt = g5t /g%t = ¢°.

Now let us try to give a similar interpretation of Regev’s Scheme. Let us first ignore the errors (assume
e = 0), and pretend for now m < n. The public key {(a;, b;) € Z"'} spans an m-dimensional hyperplane
of ZZ“, and one can easily samples from that hyperplane by choosing some (a,b’) = (3 t;a;, > t:b;). A
message is encrypted as a coset of this hyperplane (0, 4] - 1) + (a,b’). Last, one can associate a linear
for 8 to the secret key : 8 : Z"t! — Z as 3(a,b) = b — (s, a) ; and such linear form is zero over the public
hyperplane.

Still, without the errors, it would be easy for an attacker to recover a correct § from the public
key, using simple linear algebra, and decrypt messages. Therefore, the scheme in fact gives generators
(a;,b;) € Z"H1, that are not exactly cancelled by 8, but still rather small 3(a;, b;) = e;. Therefore, small
linear combinations of such generators, remains small under §, ensuring correct decryption. Geometrically,

the hyperplane is replaced by a set of small linear combinations of some generators. Note that one needs
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m > n for the security proof, to apply the leftover hash lemma [2.6]; which is not necessary in El-Gamal
because all distribution are trivially uniforms.

4.2.2 Key Exchange

Assuming the parties do have a common reference string parsed as a matrix A € Z;*™, it is possible
to re-interpret the previous scheme as a an approximate 1-round key exchange protocol.

Alice Bob
Choose uniform random t € {0,1}™ Choose uniform random s € Zy
Compute a=t-Al ¢ Z" Calculb=s-A +ecZ™
L}
#
Compute k4 = (t,b) Compute kp = (a,s)

At the end of this protocol, one notices that we have k4 = kp + (t,e). Since t and e are small,
we have k4 =~ kp, yet for any third party that doesn’t know anything about random values t,s,e, k4
and kp are computationnally indistinguishable from random by the dLWE assumption. In the encryption
scheme, this is used as a one time mask to hide the message ; yet for other constructions, one may want
to have an exact key agreement ; maybe repeating this several time in parallel to obtain more common
random bits (or using the ring-LWE variant). It is in fact possible to do so by only keeping the high bits
of k4 and kp, but to ensure that those high bits will match with overwhelming probability, one must
choose parameters so that the relative error *a=ke — % is super-polynomially small.

While it is possible that this choice of parameter may still be asymptotically secure, the hardness
results of [Reg05| does not hold anymore ; and choosing secure parameters in practice would lead to a
rather inneficient scheme.

4.2.3 Identification Scheme

The first Identification Scheme which can be proved secure under lattice hardness assumption was
published by Lyubashevsky in |[Lyu08]. On an the algebraic point of view, it is extremly similar to
the Schnorr’s identification protocol [Sch90], based on the hardness of the discrete logarithm problem.
Yet, a direct analog of the discrete log in linear algebra is just to find an arbitary integer solution of
a set of linear equation. To make this problem hard we have to require for short solution (i.e. ISIS).
The issue is that Schnorr’s scheme use uniform distribution over the group for the secret, the challenge
and the proof of identity, and without uniformity information on the secret would leak. To solve this
the article [Lyu08] introduced a rejection step in the procedure to avoid this leak. It is a three round
protocol (Commit-Challenge-Response).

Prover Verifier
Choose unif. secret key s € {0,1}™
Choose unif. A = [ai;...;a,,] € Z;"™*"

Compute t =s- A =3 s;a; mod ¢

Publish (A,t) as the public key At

Commit
Choose y; unif. in {0,1,...5m — 1}
Compute v =y - A mod ¢ —

Challenge

— Choose unif. challenge ¢ € {0,1}

Response
fy+seSorc=0,setz=y+s
Else set z = L —

Ifz# L and ||z|| < B = 5m3/?
and z- A =y +c-t, Accept
Otherwise, Reject
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Security proof (sketch). The set Sis {1,...5m — 1} (note the absence of 0), therefore an honest
prover will provide a valid response with probability 1/2 4+ 1/2(1 — 1/5m)™ > 3/4; on the other hand an
adversary is not expected to be able to answer with probability much larger than 1/2. Indeed, knowing
the challenge in advance allows him to build a valid commit-response pair (choose y and commit v =
y - A — ct). But now assume that once he commited to some v, he is able to answer properly to both
challenge ¢ = 0 and ¢ = 1 by z¢ and z;. This implies (zo —z1) - A =t and ||z9 — 21| < 20 : the attacker
has solve the ISIS instance (A,t). The formal proof is based on a rewinding argument to obtain both
answers from the attacker, namely the forking lemma of Pointcheval and Stern |[PS96|.

It just remains to repeat several instances in parallel of this protocol and apply a majority vote to
ensure that legitimate prover will almost always be accepted and forger will be rejected.

Rejection Step. Without the rejection step (the verification that y+s € S when ¢ = 1), the security of
the scheme would break down : notice that the distribution of the response i-th coordinate z; = y; +c-s;
is uniform in {es;,cs; +1,...,¢s; +5m — 1} ; in particular if z; = 0 this implies ¢s; = 0 and symetrically
z; = bm implies cs; = 1. But other values of z; do not reveal anything, s; = 0 and s; = 1 are both equally
likely. In this formal security proof, this allows the simulation algorithm to produce valid identification
transcripts, with the proper distribution of the response z without actually knowing the secret s.

Comparison with Schnorr’s Identification The Identification from [Sch90], over a multiplicative
cyclic group G = (g) of order p is as follows :

Prover Verifier
Choose unif. secret key s € Z,
Compute t = ¢° € G

Publish t as the public key —
Commit
Choose y unif. in Z,
Compute v =¢% € G —
Challenge
- Choose unif. challenge ¢ € Z, N [0, 2]
Response
Set z =y —sceZ, — fv=9¢g*-t°e€G

Otherwise, Reject

The security argument (for passive attacks only) relies on the hardness discrete logarithm problem,
which as we discuss sooner is also a one-wayness assumption. If an attacker is able to answer to two
different challenges ¢, ¢’ for the same commited value y, then one obtains z and 2’ that must verify
z — 2z’ = s(ec — ') where s is the discrete logarithm of ¢; knowing ¢ and ¢’ one can recover s. Yet, one
does not need to include a rejection step, because the distribution of z is uniform and independent of z
because y is uniform over G.

4.2.4 Digital Signatures

In a follow-up work [Lyu09|, he showed that it was possible to apply the Fiat-Shamir Transform [FS87|
to obtain a secure signature scheme. The idea of the Fiat-Schamir Transform is to replace the interaction
with a verifier by a call to a random oracle. Indeed, the role of the verifier for the challenge step is just to
choose an unpredictable value after the value y has been commited ; this interaction can be replaced by
a request to the random oracle containing both the message to be signed, and the value to be commited
y. The scheme was later improved in [GLP12] for practical implementation, and in [Lyul2|, showing that
replacing the uniform distribution {0,1,...5m — 1} by a Gaussian Distribution allows asymptotical
improvement, namely the verification threshold 3 can be decreased from O(m?/?) to O(m); and other
parameter improvements by setting the public key as a LWE instance rather than a truly random instance;
alowing m = 2n rather than m ~ nloggq.

The final scheme [Lyul2] is as follows; given a common random matrix A € Z;**", the public key
is set to T = S- A € ZF*" for a random secret key S € Z’;m with small coefficients (say uniform in
{=d...d}).

The secret vector s has been replaced by the matrix S so to allow the k-th repetition of the protocol to
all run at once. The details on the rejection probability will be discussed later on chapter|8] for now, let us
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Algorithm 4 Signature Algorithm of [Lyul2|
Input: Message 1, public key A € Z;"*", secret key S € Zy*™, standard deviation o
Output: A signature (z,c) of the message u

11y < Dzm)g

2: ¢ + H(yA mod q,p) € {0,1}*

3:z<y—cSELy

4: Output(z, c) with probability pg(z)/ (M - p,(z + cS)) otherwise restart

Algorithm 5 Verification Algorithm of [Lyul2|
Input: Message j, public Key A € Zy, signature (z, c)
Output: Accept or Reject the signature

1 if ||z|| > B; then Reject

2: Accept iff c=H(z- A+ c-T mod ¢, p)

just say that once again we want the signature vector z to be independent of the secret key s. Once again,
this scheme compares to a discrete-logarithm based scheme, namely Schnorr signatures, that are derived
from the identification scheme (in the same article [Sch90]), using the Fiat-Shamir Transform [FS87].

4.3 Lattice Schemes with Trapdoor Basis
4.3.1 Short Basis as Trapdoors

As we’ve seen in the previous chapter (section , knowing a short basis of a lattice lets one solve
problems that would be hard otherwise; by design Babai’s algorithms can solve CVP,, but it is also
possible to solve any instance (A € Zg**",t € Zy) of ISIS,, 1 4,5 by doing the following

— Choose an arbitrary solution v € Z;" of v- A =t

— Use one of Babai’s algorithm with a short basis B of the SIS-lattice A+(A) on the target v, to

obtain a lattice point v’ close to v

— Answer w = v — v’ as a short solution to w- A =t
For the simple rounding algorithm, the solution w is guaranteed to lie in P(B), ensuring a solution of
SIS for 8 = diam(P(B)) < > ||b;||. Similarly, for the nearest plane algorithm, we will have w € P(B*),

and therefore a SIS solution for 5 =14/>" ||bZ*H2 <n-||B*|.

Before we go any further, we must mention that such a use of the trapdoor is in fact insecure,
as proven by the attack of Nguyen and Regev [NROG6|, still this already gives an idea of how to use
lattices for public-key cryptography. In brief, the attack from |[NRO6| is based on the fact that the
distribution of the output w for a random target t is uniform in P(B) (or in P(B*) for the nearest
plane algorithm) ; in particular it is not independent of the secret key; for this reason, the author of
NTRUSIGN [HNHGSWO3| introduced a heuristic perturbation technique. Later, Gentry et al. [GPVO0§]
showed that Gaussian Sampling provides a provably secure solution to this information leakage.

Partial Basis. An additional idea was introduced with various construction of HIBE |[CHKP10]|, re-
used in [MP12], consisting of using a partial basis, that is a basis of a sub-lattice, of smaller dimension
rather than a full basis. Precisely, in presence of a SIS-lattice AL(A) for A* = [A}|AL], it is in fact
enough to know a short basis of AL(A3) to solve the ISIS instances (A,t) (note that A-(As) easily
identifies to a sublattice of A+(A), namely A+(A) N {(0|x2)}). Indeed, if x5 verifies x5 - Ay =t mod g,
then x = (0|x3) verifies x - A =t mod ¢. Note that we still need a basis of a sublattice A-(As) of large
enough dimension my ; if me < n, their won’t be in general a solution xo, and even if my = n, we will
have AL (Ay) = Zy , which best basis is ¢Id,, and is not short enough for applications. Yet, this idea does
simplifies the construction and the use of lattices with trapdoors.

4.3.2 Construction of Lattice with Trapdoors

Heuristic Trapdoor Construction from [GGH97] The first natural idea to build a lattice together
with a short basis, is simply to start by choosing the basis B first, and output the lattice generated by
B, £(B). To reveal the lattice L = £(B) without revealing the short basis B, one of the very first lattice
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based construction, by Goldreich, Goldwasser et Halevi [GGH97| suggested to simply randomize the basis
by a multiplication by a random unimodular matrix T. Micciancio then suggested [MicOl]| to use the
Hermite Normal Form of the basis B ; which is unique for the lattice L and computable in polynomial
time from any basis of L, it is in some sense the least powerful basis of L ; and in particular independent
of the secret key B knowing that £(B) = L.

Yet, this approach has several drawbacks; on the theoretical side, nothing guarantees that the class
of lattice generated in such a way are indeed hard. On the practical side, those lattices are not g-ary;
and this may hurt the efficiency of the cryptosystem since one should deal with potentially large integers.
The asymptotical security of the encryption scheme based remains open, yet Nguyen was able to break
most of the proposed parameters [Ngu99| thanks to a weakness in the form of the error of the BDD
instance ; the signature scheme was also fully broken [NRO6|, but because of the use of Babai algorithm
that reveals the trapdoor basis, rather than because of a intrinsic weakness in the constructed lattices.

Heuristic trapdoor construction from NTRUSIGN The NTRU cryptosystems NTRUENCRYPT
and NTRUSIGN [HPS98HNHGSW03,HHGPW10l/Con03], also start from a set of short vectors to build
a lattice. For efficiency purpose, the construction in fact works in the ring-setting : the matrices they
consider are block-circulant, or equivalently the system is based on the ring R, = Z4[X]/(X™ — 1) for a

prime n. For a polynomial a = Z?:_ol a; X" € R, let C(a) denotes the matrix

ao ay e An—1
Ap—1 ag o Ap—2
ai ap—1 ao

One first chooses two polynomials f,g € R, and define the lattice L = L£19(A) where A? =
(C(—g)t|C(f)"), and reveals the Hermite Normal Form A’ = (C(—g/f)!/Id,,)! of the lattice L. It is easy to
see that the row vectors of (C(f)|C(g)) form a set of n short vectors, and this actually enough to build the
encryption scheme NTRUENCRYPT, that does not requires a full trapdoor basis. Still, to get a full basis
and build the NTRUSIGN scheme, one finds a solution (F, G) to the equation (over R = Z[X]/(X™ —1))
fG' — gF' = q using a resultant operation. Then the vector (F’,G’) is reduced modulo (f, g) to obtain
the rest of the basis (F,G). For their set of parameters, they obtain ||F| ~ |G| ~ /75 ||f||; but this
is very specific to their parameters, especially the choice of a very small modulus ¢. Indeed, because
B= [ g(({r)) g((g)) } is a basis of L, we have det(B) = Vol(L) = ¢", therefore ||(f|g)| - |[(F|G)|| > ¢".
In particular, any basis B of that lattice must verify || B| > ||B*| > \/q.

An essential theoretical question is to know if a lattice generated that way is still hard. The lattice is a
SIS lattice, more precisely a ring-SIS lattice ; yet to get provably hard instance one must check that —g/ f
follows almost a uniform distribution. Stehlé and Steinfeld recently proved [SS11] that it is the case if the
size of the coefficient was larger than ¢'/2%¢, which is essentially optimal (otherwise C(—g/f) does not
contains enough entropy to be uniform over R,). Nevertheless, in many cases one would be tempted to
choose smaller parameters for efficiency reasons; and for reasonably smaller parameters, thoses lattices
seems to remain hard.

Trapdoors for Provably Hard Lattices The first construction of a truly random SIS-lattice together
with a short basis is due to Miklés Ajtai [Ajt99] ; the construction starts with the initial remark that it is
rather easy to build a random SIS-lattice together with one short vector. Indeed, let A = [a; ...a,,] be
an Zg”" whose row vectors are the a;’s. Choose b = > t;a; for small randoms independent coordinates
t; (typically uniform in {0,1}), and consider the matrix A = [a; ...a,,, b]. For m > nlogq+ 2log 2%, by
the Leftover Hash Lemma the matrix A is e-uniform on ZZ”‘HX” ; and one knows a short vectors of
L = LY(A), namely t = (¢; ...t,,,—1). It is interesting to note that this vector is expected to be only
a constant factor greater than the shortest one; indeed the expected value of A;(L), according to the
Gaussian Heuristic (Heuristic is

Vol(L)Y/ ™ /m m
2me V2Tme

Still, the original construction of Ajtai [Ajt99] for a full short basis, rather than a single short vector
produce a basis of a lesser quality, namely, the vectors of this basis have size O(m5/ 2). Ten years later,

= O(vm) and [[t]| = O(vm).
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this construction was improved by Alwen and Peikert [AP09], shrinking the length of the basis vectors
to its optimal, O(y/m).

A new construction of trapdoors was given by [MP12] that is much simpler and improves the constant
factors of the previous one; it also comes with specialized algorithm to use the trapdoors that should
be more efficient in practice than general algorithm. The idea is as follows; first we can generalize the
remark of Ajtai presented ealier, and generate a matrix A? = [A!| — A'R!] € Z"*"™ ™2 for a uniformly
random A' € Z"*™ and say, a random ternary matrix R* € Z™*™2_ If m; > nlogq + 2log 52, then
by the LHL (lemma , A is e-uniform ; moreover one knows msy many short vectors : the rows of
(R|Id,,). Yet, this partial basis doesn’t have the proper form to be sufficient as a trapdoor (such as done
in [CHKP10] and presented in the previous section [4.3.1)). The construction of [MP12] sligthly modifies
this idea as follows : first craft a very simple lattice £-9(G?) together with a very good basis B and

t
set Al = [A!|G! — A'R!] = T'A" for A’ = [A!|G] and T = [ Ig‘ _1{:
matrix T~!, one can transform SIS instance over £19(A) to a ISIS instance over £9(A’); solve it using
the partial basis [0|B], and multiply it by T to obtain a solution only | T||, = |R||, = O(y/m) times
larger. In some sense this construction (that is provably secure) can be seen as being inspired by the
heuristic (and insecure [SD82]) knapsack cryptosystem of Merkle and Hellman [MHTS].

]. Using the transformation

4.3.3 Using Lattice Trapdoors

Heuritic Countermeasure to Statistical Leak. As explained earlier, short basis do provide a
trapdoor for the ISIS function, thanks to Babai’s algorithms ; but repeated usage of this algorithm will
leak the short basis used as proved by the attack in [NRO6|. Yet, NTRUSI1GN [HNHGSWO03| includes a
perturbation technique to try to prevent this kind of attack, in about half of the parameters proposed
for standarization (IEEE P1363.1 [IEE03|). The perturbation consist of adding a random vector to
the target t of Babai algorithm ; more precisely this pertubation is chosen deterministically by simply
applying Babai algorithm one the target but with a different lattice. All details on the original attack
of [NRO6] an on this heuristic countermeasure will be detailed in Chapter ; where we will generalize
this attack to tackle this perturbation technique. We will also present an alternative countermeasure of
Hu et al. [HWHOS| and its weakness. In a nutshell, Chapter [5| dismisses heuristic approach to this issue,
and justifies the choice for the theoretically sound approach — Gaussian Sampling, as decribed below —
despite its practical inconvenients.

Provable Countermeasure : Gaussian Sampling. As we have discussed in section [3.2.2] Gaussian
distribution are very good at hiding the geometrical structures of the cells of a lattice. Klein [Kle00]
developped an algorithm to sample from such distribution, but his goal was more related to cryptanalysis
than to secure construction. The work of Gentry, Peikert and Vaikuntanathan [GPV08|] proved that, given
a short basis B of a lattice L this algorithm was able to sample a distribution ¢-close to Dy, »  for arbitrary
center ¢, and for o as small as 7,(Z) - |B*||. In fact, this algorithm is a randomized variant of Babai’s
nearest plane algorithm ; and it lets one find a vector of L close to ¢, at a distance of about y/no. The
essential difference with the non randomized nearest plane algorithm is that the output distribution is
(almost) independent of the Basis : for a random input ¢ € Z", the output w is such that c+w € L and
it follows Dzn , that is independent of the basis, unlike the uniform distribution over P(B*) produced
by the nearest plane algorithm.

Alternative algorithms have been proposed later. Peikert [Peil0] proposed an efficiency /quality trade-
off, by basing his Gaussian Sampler on the simple rounding algorithm rather than the nearest plane
algorithm. Technically, this avoid dealing with Gram-Schmidt orthogonalization and floating-point oper-
ations, allows better parallelization, and preserves quasi-linear running time in the Ring-Setting. Yet the
Gaussian Distribution obtain is not spherical anymore, but discrete analogue of property allows one
to correct it to spherical by adding a perturbation computed off-line. Still this offline computation has
algorithmic cost equivalent to the first Gaussian Sampler [Kle00,/GPV08]; in brief, most of the work is
moved to an offline phase (that can be computed knowing the short basis B of L, but does not require the
target point) at the cost of increasing the standard deviation from o = 7,(Z) - |B*|| to ¢ = n,(Z) - ||B|,.

Last, Micciancio and Peikert developped a specialized algorithm for their new trapdoor construc-
tion [MP12]; the main idea was presented sooner in section combined with the perturbation
technique of [PeilQ]. This is believably the most efficient trapdoor for provably hard random lattices.

Yet, all those three algorithms requires floating-point operations either in the online phase or the
offline phase ; and running those algorithm with to low precision may hurt the security by leaking partial
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information about the short basis. In Chapter [6] we will study precisely what are the precision requirement
for those floating-point operations. Additionnally we will study several algorithmic improvements allowing
asymptotical speedup of @(n) for all those algorithm ; mainly by introducing and analyzing a so-called
lazyness technique.

4.3.4 Provably Secure Signatures from Lattice Trapdoors

The first Hash-Then-Sign signature (which is the alternative signature paradigm to Fiat-Shamir [FS87]
for signature in the ROM) provably based on lattice problem was build by [GPV08§| using Gaussian Sam-
pling. The first application is the following signature scheme based on the hardness of SIS.

Signer Verifier
Key Pair Set-up

Choose a unif. matrix A € Z7"*"

with a short basis B of £L19(A)

Send the public key pk = A LN
Sign
Hash the message to Zy : t = H(u)
Sample a unif. random solution v € Z" of v- A=t
Sample w + Dy, , using B
Output the signature s =v — w —
Verification

Verifies that [|s|| < 2v/no
and that s- A = H(u)

One easily check correctness by noting that w € L, that is, w - A = 0, therefore s- A =t = H(u);
moreover the expected length of s = w — v is 0 - y/n (more formally, one may apply lemma [3.20).

Security proof (sketch) of SU-CMA security under hardness of SIS. The simulator is given a
SIS instance A, that is sent as the public key. Upon random oracle or signature queries on message m;,
the simulator choose s <— Dzm , o, and program the random oracle H(u;) = t; where t; =s; - A. If o is
large enough, this guarenties that this distribution of (s, H(u)) is e-close to the one sampled by the real
signature protocol ; using the smoothing lemma and the LHL Last, when the attacker provides
a forgery for a message p;, it is a short vector s* that verifies s* - A = t; ; because their are many short
solutions to this equation (formally because the conditional min-entropy of s; < Dzm , o knowing t; is
large), it is very likely that s* # s;. Therefore, x = s — s* is a short solution (of length at most 40/n)
to x - A = 0; that is, the simulation has a solution to the SIS instance.

Remark. One could also make a security proof based on ISIS, by guessing on which random oracle
query is the attacker going to forge a message ; yet this proof wouldn’t be tight, loosing a factor Ngo, the
number of RO queries. One can see a parallel with other Hash-Then-Sign signatures; in particular the
Rabin signature scheme based on the factorization problem |[Rab79b|. The fact that the trapdoored one
way function has several pre-image for each image does avoid loosing a factor Nro, because any forgery
can be used as a solution to the underlying problem ; on the other hand, schemes as the RSA signatures
or Schnorr’s signatures does not admit tight proofs because the trapdoored function is a permutation.
Let us quickly describe Rabin’s Scheme and its security proof.

Signer Verifier
Key Pair Set-up

Choose two prime numbers p, ¢
N

Send the public key N = pq e
Sign
Hash the message to QR(Zy) : t = H(u)
Choose s randomly among the 4 sol. of s =t mod N
using the CRT decomposition Z,, ~ Z, X Z, —
Verification

Verifies that s? = H(p)
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In the security proof, upon RO queries on m; the simulator first chooses some s; and program H (u;) =
s2. Without the knowledge of s;, a forger will output an s’ that is neither s;j nor —s; with probability 1/2.
We have s? — s = H(u;) — H(uj) = 0 mod N that can be rewritten as (s; +s')(s; —s’) = 0 mod N and
with probability 1/2 neither s; + s’ and s; — s’ is zero modulo IV : the simulator has found a non-trivial
factor of N. And the analogy goes further; one could directly base the proof of Rabin’s signature on the
quadratic reduosity problem by embedding the challenge in the right RO query, but this would lead, as
for the signature of [GPVO08§| based on ISIS, to the loss of a factor Ngo in the security proof.

4.3.5 Lattice Based IBE and Beyond

In addition to Hash-Then-Sign Signatures, the article [GPV08| also build a provably secure IBE,
by combining the previous Signatures with the a dual version of LWE-encryption [Reg05] presented in
section E2.91 The scheme is as follows

MasterKeyGen(1?) : Generate a uniform random matrix A € Zyg*™ together with a short basis
of A+9(A). Publish A as the master public key, and keep B as the master secret key.
KeyGen(B, I) : Hash the identity I to obtain the identity’s public key u; = H(I). Extract the
secret key s; as a short solution to sy to s; -+ A = uy (using Gaussian Sampling).
Enc(A,I,n € {0,1}) : Hash the identity I to get obtain the identity’s public key u; = H(I).
Choose a uniform random vector v € Z?, and an error vector (x,z) - x™*'. Output the cipher
(p,e=(up,v)+x+p-|%]) wherep=v-A'+x.
Dec(sy, (p,¢)) Decrypt the message as i’ = ¢ — (s, p)-
The correctness is easily established by noting that (s;,p) =s;- A -vt+(s;,x) = (u, v) + (sy,x) which
is close to (uy,v) for appropriate distribution x. The security proof combines the techniques we have
seen so far in this section. We refer to the original construction for details [GPVO0§].

This system was then extended to a hierachical IBE [CHKP10], using the partial basis technique :
the main key pair is a lattice £19(A) together with a short basis B. Public key of the first level have
form A} = [A'[H} | where H} = H,([,) is a Z;*" random matrix; using the partial basis the main
authority can extract short vectors x of L19(A,) as x = (xg|x1) by first choosing a small random x;
and then finding a small x( such that xo - A® = —x; - Hj,. By extracting enough such short vectors, one
can derive a short basis of £L-9(A7,); using Gaussian Sampling, one can ensure that this key derivation
process is independent of the may secret key B. The second level of identity’s public key has the form
A7, = [A'H} |H7 ], and the secret key for I;.I5 can be derived the same way from the secret key
of I;. Many improvements have been proposed since this original proposal by Agrawal, Boneh and
Boyen [ABB10al|ABB10b},Boy10,Boy13].

Note that in this HIBE system, each key extraction increase the length of the basis by a factor at
least O(y/m), thus limiting the depth of the system. In practice one would seek to optimize at least the
hidden constant of the key extraction process, i.e. the quality of the Gaussian Sampling algorithm.



CHAPTER 5

LEARNING ATTACKS AGAINST
NTRUSIGN COUNTERMEASURES

Learn all you can from the mistakes of others. You won’t have time to make them all yourself.
Alfred Sheinwold — Bridge player

Résumé

Ce chapitre reprend de fagon plus détaillée les résultats de article Learning a Zonotope and More :
Cryptanalysis of NTRUSign Countermeasures, co-signé avec P. Nguyen et publié & Asiacrypt 2012.

Il y a un intérét croissant pour la cryptographie basée sur les réseaux. D’un point de vue pratique, il n’y
a cependant qu’un seul schéma de signature qui soit compétitif avec les schémas standards : NTRUSIGN,
congu en 2003. La version basique de NTRUSIGN & été cassée par Nguyen et Regev en 2006 : il est
possible de retrouver la clé secréte a partir d’environ 400 signatures. Cependant, des contre-mesures ont
été proposées pour réparer le schéma, telles que la méthode de perturbation utilisée dans la candidature
a la standardisation de NTRUSIGN ainsi que la technique de déformation de Hu et al. dans IEEE Trans.
Inform. Theory en 2008. Prétendument, ces deux contre-mesures étaient résistantes a I’attaque NR. Nous
montrons dans ce chapitre que, de facon surprenante, ces affirmations sont fausses en revisitant ’attaque
NR par descente de gradient : cette attaque se révéle bien plus puissante qu’attendue, et peut casser en
pratique ces deux contre-mesures. Plus précisément, nous expliquons pourquoi ’algorithme de Nguyen
et Regev permettant ’apprentissage statistique d’un parallélépipéde peux étre heuristiquement modifiée
pour apprendre des objets plus complexes, telle que des zonotopes et des parallélépipédes déformés.

Concrétement, nous sommes en mesure de récupérer des clés privéees NTRUSIGN en quelques heures,
en utilisant 8000 signatures pour la version originale NTRUSIGN-251 du schéma tel que soumis & la
standardisation IEEE P1363 en 2003, ou 5000 signatures pour les nouveaux parameétres proposés en
2010.

Abstract

This chapter is a detailed version of the article Learning a Zonotope and More : Cryptanalysis of
NTRUSign Countermeasures, coauthored with P. Nguyen and published at Asiacrypt 2012.

There is growing interest in lattice cryptography, but from a practical point of view, only one lattice
signature scheme is competitive with standard signatures : NTRUSIGN, designed in 2003. The basic
version of NTRUSIGN was broken by Nguyen and Regev in 2006 : one can efficiently recover the secret
key from about 400 signatures. However, countermeasures have been proposed to repair the scheme, such
as the perturbation used in NTRUSIGN standardization proposals, and the deformation proposed by Hu
et al. at IEEE Trans. Inform. Theory in 2008. These two countermeasures were claimed to prevent the NR
attack. Surprisingly, we show that these two claims are incorrect by revisiting the NR, gradient-descent
attack : the attack is much more powerful than previously expected, and breaks both countermeasures in
practice. More precisely, we explain why the Nguyen-Regev algorithm for learning a parallelepiped can
heuristically be modify to learn more complex objects, such as zonotopes and deformed parallelepipeds.
As a concrete application, we recover the NTRUSIGN secret key in a few hours, using 8,000 signatures
for the original NTRUSIGN-251 scheme with one perturbation submitted to IEEE P1363 in 2003, or
5,000 signatures for the latest 80-bit-security parameter set proposed in 2010.

36
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5.1 Introduction

Since the the field started with the seminal work of Ajtai [Ajt96] back in 1996, cryptography based
on hard lattice problems has benefited from significant progress in the past few years. But from a prac-
tical point of view, very few lattice schemes can really compete with standardized schemes for now.
This is especially true in the case of signature schemes, for which there is arguably only one realistic
lattice alternative : NTRUSIGN [HNHGSWO03|, which is an optimized instantiation of the Goldreich-
Goldwasser-Halevi (GGH) signature scheme [GGH97| using the compact lattices introduced in NTRU
encryption [HPS98| and whose performances are comparable with ECDSA. By comparison, signatures
have size beyond 10,000 bits (at 80-bit security level) for the most efficient provably-secure lattice signa-
ture scheme known, namely the recent scheme of Lyubashevsky [Lyul2].

However, NTRUSIGN has no provable-security guarantee. In fact, the GGH signature scheme and its
simplest NTRUSIGN instantiation were broken at EUROCRYPT ’06 by Nguyen and Regev [NR06|, who
presented a polynomial-time key-recovery attack using a polynomial number of signatures : in the case of
NTRUSIGN, 400 signatures suffice in practice to disclose the secret key within a few hours. In the GGH
design, a signature is a lattice point which is relatively close to the (hashed) message. Clearly, many
lattice points could be valid signatures, but GGH selects one which is closely related to the secret key :
each message—signature pair actually discloses a sample almost uniformly distributed in a secret high-
dimensional parallelepiped. The NR attack works by learning such a parallelepiped : given a polynomial
number of samples of the form Y | x;b; where the z;’s are picked uniformly at random from [—1/2,1/2]
and the secret vectors by,...,b, € R™ are linearly independent, the attack recovers the parallelepiped
basis (b1, ..., b,), by finding minima of a certain multivariate function, thanks to a well-chosen gradient
descent. The NR attack motivated the search of countermeasures to repair NTRUSIGN :

— The very first countermeasure already appeared in half of the parameter choices of NTRU’s IEEE
P1363.1 standardization proposal [IEE03], the other half being broken by NR. It consists of applying
the signature generation process twice, using two different NTRU lattices, one of which being kept
secret : here, the secret parallelepiped becomes the Minkowski sum of two secret parallelepipeds,
which is a special case of zonotopes. This slows down signature generation, and forces to increase
parameters because the signature obtained is less close to the message than previously. However, no
provable security guarantee was known or even expected. In fact, heuristic (theoretical) attacks have
been claimed by both the designers of NTRUSIGN [HNHGSWO03| and more recently by Malkin et
al. [MPSW]|, but both are completely impractical : the most optimistic estimates [HGP T, MPSW|
state that they both require at least 26° signatures, and naturally, none of these attacks have been
fully implemented. Yet, as a safety precaution, the designers of NTRUSIGN [HGP™| only claim
the security of NTRUSIGN with perturbation up to 1 million signatures in [HGP™|. Still, breaking
this countermeasure was left as an open problem in [NRO6|.

— In 2008, Hu, Wang and He [HWHOS§| proposed a simpler and faster countermeasure in IEEE Trans.
Inform. Theory, which we call IEEE-IT, where the secret parallelepiped is deformed. Again, the
actual security was unknown.

— Gentry, Peikert and Vaikuntanathan [GPVO08| proposed the first provably secure countermeasure
for GGH signatures, by using a randomized variant [Kle00| of Babai’s nearest plane algorithm.
However, this slows down signature generation significantly, and forces to increase parameters
because the signatures obtained are much less close to the message than previously. As a result,
the resulting signature for NTRUSIGN does not seem competitive with classical signatures : no
concrete parameter choice has been proposed.

Our ReEesuLTs. We revisit the Nguyen-Regev gradient-descent attack to show that it is much more
powerful than previously expected : in particular, an optimized NR attack can surprisingly break in
practice both NTRU’s perturbation technique |[HGP™| as recommended in standardization propos-
als [IEE03, HHGPW10], and the IEEE-IT countermeasure [HWHOS§|. For instance, we can recover the
NTRUSIGN secret key in a few hours, using 8,000 signatures for the original NTRUSIGN-251 scheme
with one perturbation submitted to IEEE P1363 standardization in 2003, or only 5,000 signatures for
the latest 80-bit-security parameter set [HHGPW10| proposed in 2010. These are the first successful ex-
periments fully breaking NTRUSIGN with countermeasures, and it seems to even work with a constant
number of perturbations. We also develop a more general attack than NR to attack natural general-
izations of the IEEE-IT countermeasure [HWHO§|. The warning is clear : our work strongly suggests
to dismiss all GGH/NTRUSIGN countermeasures which are not supported by some provable security
guarantee.

Our work sheds new light on the NR attack. The original analysis of Nguyen and Regev does not
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apply to any of the two NTRUSIGN countermeasures, and it seemed a priori that the NR attack would
not work in these cases. We show that the NR attack is much more robust than anticipated, by extend-
ing the original analysis of the Nguyen-Regev algorithm for learning a parallelepiped, to tackle more
general objects such as zonotopes (to break the NTRUSIGN perturbation countermeasure) or deformed
parallelepipeds (to break the IEEE-IT countermeasure). For instance, in the zonotope case, the paral-
lelepiped distribution Z?zl x;b; is replaced by 2111 x;v; where vyi,...,v,, € R” are secret vectors with
m > n. The key point of the NR attack is that all the local minima of a certain multivariate function are
connected to the directions b;’s of the secret parallelepiped. We show that there is somewhat a similar
(albeit more complex) phenomenon when the parallelepiped is replaced by zonotopes or deformed par-
allelepipeds : there, we establish the existence of local minima connected to the secret vectors spanning
the object, but we cannot rule out the existence of other minima. Yet, the attack works very well in
practice, as if there were no other minima.

5.2 Background and Notation

We recall the definitions of Zonotopes and Parallelepipeds, and the zonotopic distribution.

Definition 5.1 (Zonotopes and Parallelepipeds) By zonotope, one usually means the Minkowski
sum of finitely many segments of the form [0, 1]v. Here, we use a slightly different definition by replacing
[0,1] with [-1,1] : for an arbitrary m x n row matriz V. = [v1,...,Vy], the zonotope spanned by V is
the set Z(V) = {>1"  z;v;, —1 < z; <1}

The zonotopic distribution denoted by Dz vy is the convolution distribution over Z(V) obtained by
picking independently each x; uniformly at random from [—~1,1]" : in other words, Dzr) =
U([-1,1]™) - 'V, which in general is not the uniform distribution over Z(V). When the context is clear,
we may note Z(V) for the zonotopic distribution.

However, in the particular case V € GL,(R), Z(V) is simply the parallelepiped P(V) spanned by V,
and Dp vy is equal to the uniform distribution over P(V).

5.2.1 The GGH Signature Scheme

The GGH scheme [GGH97| works with a lattice L in Z™. The secret key is a basis B € Z"*", with very
short row vectors (their entries are polynomial in n). Following [Mic01], the public key is the Hermite
normal form (HNF) of L. The messages are hashed onto a “large enough” subset of Z™, for instance
a large hypercube. Let m € Z" be the hash of the message to be signed. The signer applies Babai’s
round-off CVP approximation algorithm (Alg. |2| from [Bab86]) to get a lattice vector close to m :

s= | mB B, (5.1)

so that s —m € P(B). To verify the signature s of m, one would first check that s € L using the public
basis B, and compute the distance ||s — m|| to check that it is sufficiently small.

5.2.2 NTRUSign

Basic scheme. NTRUSIGN [HGP | is an instantiation of GGH using the compact lattices from NTRU
encryption [HPS98|, which we briefly recall : we refer to [HGP"}|Con03] for more details. In the former
NTRU standards |[Con03| proposed to IEEE P1363.1 [IEE03|, N = 251 and ¢ = 128. Let R be the
ring Z[X]/(XY — 1) whose multiplication is denoted by *. One computes a quadruplet (f, g, F,G) € R*
such that f* G —g* F = ¢ in R and f is invertible mod ¢, where f and g have 0-1 coefficients (with
a prescribed number of 1), while F' and G have slightly larger coefficients, yet much smaller than gq.
This quadruplet is the NTRU secret key. Then the secret basis is the following (2V) x (2V) block-wise
circulant matrix :

— C(f) C(g) anN_1 ag aN:z
B= [ C(F) C(G) where C(a) denotes Lo |
a -+ GN-1 Qo

and f; denotes the coefficient of X? of the polynomial f. Thus, the lattice dimension is n = 2N. Due to
the special structure of B, a single row of B is sufficient to recover the whole secret key. Because f is
chosen invertible mod ¢, the polynomial h = ¢g/f mod ¢ is well-defined in R : this is the NTRU public
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key. Its fundamental property is that f x A = g mod ¢ in R. The polynomial h defines the following
(natural) public basis of the lattice :
{ I, C(h) }

0 ql,

which implies that the lattice volume is ¢'v.

The messages are assumed to be hashed in {0,...,q — 1}*". Let m be such a hash. We write m =
(my, my) with m; € {0,...,q — 1}"V. It is shown in [HGP*| that the vector (s,t) € Z2V which we
would obtain by applying Babai’s round-off CVP approximation algorithm to m using the secret basis R
can be alternatively computed using convolution products involving m;, ms and the NTRU secret key
(f,9,F,G). In practice, the signature is simply s and not (s, t), as t can be recovered from s thanks to
h. We described the basic NTRUSIGN scheme [HGP ™|, as used in half of the parameter choices of the
former NTRU standards [Con03].

Perturbations. The second half of parameter choices of NTRU standards |[Con03] use perturbation
techniques [HGP™}|Con03,[HHGP 05| to strengthen the security of NTRUSIGN. Those techniques are
described later in Section [5.2.4] But there is a second change : instead of the standard NTRU secret
key, one uses the so-called transpose basis, which is simply R?, then the public basis remains the same,
except that one defines the public key as h = F/f = G/g mod q rather than h = g/f mod q.

New parameters. In the latest NTRU article [HHGPW10], new parameters for NTRUSIGN have been
proposed. These include different values of (N, q) and a different shape for f and g : the coefficients of f
and g are now in {0, +1}, rather than {0, 1} like in [HGP™|. But the scheme itself has not changed. To
distinguish both versions, we call NTRUSIGN-2003 the version of [HGP™|/Con03], and NTRUS1GN-2010
the latest version [HHGPW10).

5.2.3 The Nguyen-Regev Attack

We briefly recall the Nguyen-Regev attack [NROG|, using a slightly different presentation. The NR
attack solves the following idealized problem :

Problem 5.1 (The Hidden Parallelepiped Problem or HPP) Let V = [vyi, ...,v,] € GL,(R)
and let P(V) = {>1 x;vi : x; € [—1/2,1/2]} be the parallelepiped spanned by V. The input to the HPP
is a sequence of poly(n) independent samples from the uniform distribution Dpyy. The goal is to find a
good approzimation of the rows of V.

In practice, instead of samples from Dp (v, the attack uses (s —m) for all given message-signature pairs
(m,s) : this distribution is heuristically close to Dp(yv) where V is the secret basis. To recover rows of V,
the attack simply rounds the approximations found to integer vectors. The NR attack has two stages :
morphing and minimization.

Morphing the Parallelepiped into a Hypercube. The first stage of the NR attack is to transform
the hidden parallelepiped into a hidden hypercube (see Alg. |§[), using a suitable linear transformation L.
It is based on the following elementary lemma [NRO6, Lemmas 1 and 2] :

Lemma 5.1 Let V € GL,,(R) and denote by G € GL,(R) the symmetric positive definite matriz V'V.
Then :

- COV(D'p(V)) = G/12

— IfL € GL,(R) satisfies LL' = G™! and we let C = VL, then C € O,(R) and Dpv) - L =Dpc)-

Algorithm 6 Isotropize(X) : Morphing a Parallelepiped into a Hybercube

Input: A set X of vectors x € R™ sampled from the uniform distribution Dp(v) over a parallelepiped.
Output: A matrix L such that Dp(v) - L is close to Dp () for some C € O, (R).
1: Compute an approximation G of V'V using the set X', using Cov(Dp(v)) = VIV/3 (see Lemma.

2: Return L such that LL! = G~!

This stage is exactly (up to some scaling) the classical preprocessing used in independent component
analysis to transform the covariance matrix into the identity matrix :

Lemma 5.2 Let G be the covariance matriz of a distribution D over R™. If L € GL,(R) satisfies
LL! = G™1, then Cov(D-L) =1d,,.
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Learning a Hypercube. The second stage of the NR attack is to solve the hidden hypercube problem,
using minimization with a gradient descent (see Alg. . Nguyen and Regev [NRO6] showed that for any
V € O,(R), if D denotes the distribution Dp vy :

— There are exactly 2n local minima for the function momp 4(w) = Ex. p[(x, w)?] over the unit
sphere S,, : they are located at +vy,--- ,+v,, and they are global minima.

— It is possible to find all minima of momp 4(-) over S,, in random polynomial time, using Alg. With
parameter § = 3/4, thanks to the nice shape of momp 4(-). Alg. [7]is denoted by Descent(X', w, J)
which, given a point w € S,,, performs a suitable gradient descent using the sample set X', and
returns an approximation of some +v;.

Algorithm 7 Descent(X,w,d) : Solving the Hidden Hypercube Problem by Gradient Descent

Input: A set X' of samples from the distribution Dp vy where V € O, (R), a vector w chosen uniformly
at random from S,, and a descent parameter ¢.

Output: An approximation of some row of +V.

1: Compute an approximation g of the gradient V momy 4(w) using X.

2: Let wpey = W — 08,

3: Divide Wy, by its Euclidean norm ||[wpeq ||

4: if momvy 4(Wyey) > momy 4(w) where the moments are approximated using X then
5: return the vector w.

6: else

7:  Replace w by w,¢,, and go back to Step m

8: end if

The whole NR attack is summarized by Alg.

Algorithm 8 SolveHPP(X) : Learning a Parallelepiped [NRO6|

Input: A set X of vectors x € R" sampled from Dp (v, where V € GL,(R)

Output: An approximation of a random row vector of £V

L «+ Isotropize(X) using Alg. [6]

Y« X-L

Pick w uniformly at random from S,

Compute r < Descent(Y,w, ) € S,, using Alg. [7]: use 6 = 3/4 in theory and ¢ = 0.7 in practice.
Return rL~!

Shrinking the number of NTRUSIGN-signatures. In practice, the NR attack requires a poly-
nomial number of signatures, but it is possible to decrease this amount by a linear factor experimen-
tally [NROG|, using the following symmetry of NTRU lattices. We define the NTRUSIGN symmetry
group, denoted GNTRU | as the group spanned by the application o € O,,(R) : (z1,...,2x|y1, -+ ,yn) —
(x2,...xN,21|Y2, -~ yn,y1). If L is the NTRU lattice, then o(L) = L. Additionnaly (o(m), o(s)) follows
the same distribution as (m,s) for a random message m and signature s. So, any pair (m,s) gives rise
to N parallelepiped samples. This technique also allows a N-factor speedup for covariance computation,
which is the most time consuming part of the attack.

5.2.4 Countermeasures

NTRUSIGN perturbation : Summing Parallelepipeds. Roughly speaking, these techniques per-
turbates the hashed message m before signing it with the NTRU secret basis. More precisely, the hashed
message m is first signed using a second NTRU secret basis (of another NTRU lattice, which is kept
secret), and the resulting signature is then signed as before. Heuristically, the effect on the sample dis-
tribution of the transcript is as follows : if R and R’ are the two secret bases, the distribution of s — m
becomes the convolution P(R) & P(R’), i.e. a natural distribution over the Minkowski sum of the two
parallelepipeds obtained by adding the uniform distributions of both parallelepipeds.

IEEE-IT perturbation : Parallelepiped Deformation. Hu et al. [HWHO08| suggested another ap-
proach to secure NTRUSIGN in the journal IEEE Trans. IT. Their definition are specific to NTRUSIGN-
bases, but it can be generalized to GGH, and we call this technique “Parallelepiped deformation”.
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Let 6 : [-1/2,1/2)™ — Z™ be a function, possibly secret-key dependent. The signature generation (5.1))
is replaced by :

s=([mB™|+6(5(mB ™)) )B (5.2)

If § outputs small integer vectors, then the signature s is still valid. The associated deformation function
is ds(x) = x+(x). The sample distribution of s —m is deformed in the following way : ds(U™) - B where
ds(U™) denotes the distribution of x + 0(x) with x < U™.

In [HWHOS|, the deformation diggr for a NTRUSIGN secret key (f, g, F, G) is as follows :

— Let U C [N] be the set of indexes u such that the u-th entry of f + g+ F + G is 1 modulo 2, and
let A = #U. On the average, A = N/2, and it is assumed that A > 25, otherwise a new secret key
must be generated.

— Let 1 <wup <wup <--- <us < N be the elements of U. For i ¢ [A], u; denotes u(; mod A)-

— Let the input of Siprr be the concatenation of two vectors x,y € [-1/2,1/2)". Then the i-th entry
of 5IEEE(X‘y) is :

0 if i ¢ U
[5IEEE(X|Y)L {S(xuwyujayuj+1>yuj+3ayuj+77yuj+12) if & = u;
1 if a; < 0 for all 4
where s(ag,...,a5) =< —1 if a; >0 for all ¢
0 otherwise

Gaussian Sampling. Gentry et al. [GPV08| described the first provably secure countermeasure : Gaus-
sian sampling. In previous schemes, the distribution of s — m was related to the secret key. In |[GPV08§|,
the distribution becomes independent of the secret key : it is some discrete Gaussian distribution, which
gives rise a to a security proof in the random-oracle model, under the assumption that finding close vec-
tors is hard in the NTRU lattice. Unfortunately, this countermeasure is not very competitive in practice :
the sampling algorithm [Kle00| is much less efficient than NTRUSIGN generation, and the new signature
is less close to the message, which forces to increase parameters.

5.3 Learning a Zonotope : Breaking NTRUSIGN with Perturba-
tions

This section is organized as follows. In Sect. we introduce the hidden zonotope problem
(HZP), which is a natural generalization of the hidden parallelepiped problem (HPP), required to break
NTRUSIGN with perturbations. In Sect. we explain why the Nguyen-Regev HPP algorithm (Alg.
can heuristically solve the HZP, in cases that include NTRUSIGN, provided that Step [3]is slightly mod-
ified. Yet, the approximations obtained by the algorithm are expected to be worse than in the non-
perturbed case, so we present in Section[5.3.3]a folklore meet-in-the-middle algorithm for BDD in NTRU
lattices. Finally, in Sect. we present experimental results with our optimized NR attack which show
that NTRUSIGN with one (or slightly more) perturbation(s) is completely insecure, independently of
the type of basis. In particular, we completely break the original NTRUSIGN proposed to IEEE P1363
standardization [Con03| : only one half of the parameter sets was previously broken in [NRO6)|.

5.3.1 The Hidden Zonotope Problem

Assume that one applies £k — 1 NTRUSIGN perturbations as a countermeasure, which corresponds
to k NTRUSIGN lattices Ly, ..., Ly (with secret bases By,...,By) where only L is public. One signs
a hashed message m € Z" by computing s; € Ly such that s; — m € P(B;), then s € Ly such that
so —s1 € P(Bs), ..., and finally s € Ly such that s —sx—1 € P(Bg). It follows that s; is somewhat
close to m, because s; —m is in the Minkowski sum P(B1) + P(B2) + - - - + P(By), which is a zonotope
spanned by By,...,By. And heuristically, the distribution of 2(s; — m) is the convolution of all the k
uniform distributions Dpg,).

In other words, similarly to the perturbation-free case, an attacker wishing to recover the secret key
of a GGH-type signature scheme using perturbations using a polynomial number of signatures is faced
with the following problem with m = kn :

Problem 5.2 (The Hidden Zonotope Problem or HZP) Let m > n be positive integers, and V =
[Vi,...,Vin] be an m x n row matriz of rank n. The input to the HZP is a sequence of poly(n,m)
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independent samples from D = Dz over R™, which is the convolution distribution over the zonotope
Z(\V)={>" xv;,—1 <x; <1} spanned by V. The goal is to find a good approzimation of the rows
of V.

Here, we assume V to have rank n, because this is the setting of NTRUSIGN with perturbation, and
because the HPP is simply the HZP with m = n.

5.3.2 Extending the Nguyen-Regev Analysis to Zonotopes

Here, we study the behavior of the original Nguyen-Regev algorithm for learning a parallelepiped
(SolveHPP (X)), Alg.[8) on a HZP instance, that is, when the secret matrix V is not necessarily square,
but is an arbitrary m X n matrix of rank n with m > n. To do this, we need to change the analysis of
Nguyen and Regev [NRO6], and we will have to slightly change Alg. [8] to make the attack still work :
Alg. |§|is the new algorithm. Recall that the input distribution Dz (v is formed by ", z;v; where the
x;’s are uniformly chosen in [—1,1]. We study how the two stages of the NR attack behave for Dzvy.

Isotropizing Zonotopes. We start with a trivial adaptation of Lemma [5.1] to zonotopes :

Lemma 5.3 Let 'V be an m xn matriz over R of rank n. Let G be the symmetric definite positive matriz
ViV. Then :

- COV(Dz(V)) = G/12

- If L € GL,,(R) satisfies LL' = G™' and we let C = VL, then C'C =1d,, and Dz(v)-L = Dz(c)-

Lemma shows that if we apply Isotropize(X) (Alg. @ to samples from Dz (v (rather than Dp(vyy),
the output transformation L will be such that Dz v - L is close to Dz(c) for some m x n matrix C such
that C'C =1Id,,.

In other words, the effect of Step. [2/in Solve HPP(X) (Alg.|8) is to make the zonotope matrix V have
orthonormal columns : VIV = Id,,. The following lemma gives elementary properties of such matrices,
which will be useful for our analysis :

Lemma 5.4 Let V be an m x n row matrix [v1,. .., V] such that VIV =1d,,. Then :
— w2 =", (w,vi)? for all w e R™.
—|vi|| €1 for all1 <i<m.
= 2imy Ivill? = n and Bxeys,) ([xVH?) = n/m.

Proof: The first claim follows from V!V = Id,. By taking w = v;, we obtain ||v;|| < 1. Because
V*V and VV'! have the same trace, we have > " |[v;]|> = n. And we deduce the final claim from
Cov(U(S,)) = L1d,. O

T n

Learning an isotropic Zonotope. Nguyen and Regev [NRO6| used the target function
momp 4(W) = Ex. p[(x, w)]

for w € S,, D = 2-Dp(yy and V € O,(R) to recover the hidden hypercube. We need to study this
function when D is the zonotope distribution D = Dz (v to recover the hidden zonotope. Let us recall

that the gradient of f at w € R™ is denoted by V f(w) = (E?Tfl(vv)7 ce %(W)). and the Hessian matrix
of f at w € R™ is denoted by H f(w) = (%(w))lgi,jgn. Nguyen and Regev [NRO6| gave elementary

formulas for momp 4 and Vmomp 4 when D = Dpvy and V € O, (R), which can easily be adapted to
the zonotope distribution Dz (v if VIV = 1d,, as follows :

Lemma 5.5 Let V be a mxn matriz over R such that VIV =1d,,, and D be the convolution distribution
2 Dz(v) over the zonotope spanned by V. Then, for any w € R™ :

m

4 2 4
Il = 23 (vw)

i=1

momp 4(W) =

m

AT <V,’,W>3Vi if wes,
i=1

1

3

4 8
V momp 4(w) = 3
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Corollary 5.6 Under the same hypotheses as Lemma. 5.5, the minima over S,, of the function momp 4(w)
are the mazima (over S,) of f(w) =>"1", fv,(w) where fy,(w) = (v, w)? is defined over R™.

In [NRO6, Lemma 3], Nguyen and Regev used Lagrange multipliers to show that when V € O, (R),
the local minima of momp,,, 4 were located at +vi,...,+v,, and these minima are clearly global
minima. However, this argument breaks down when V is a rectangular m x n matrix of rank n such
that V!V = Id,,. To tackle the zonotope case, we use a different argument, which requires to study each
function fy,(w) = (v;, w)* individually :

Lemma 5.7 Let v € R" and fy(w) = (v,w)* for w € R" . Then :
1. The gradient and Hessian matriz of fy are Vfy(w) = 4 (w,v)* v and H f,(w) = 12 (w,v)* - viv.
2. There are only two local mazima of f, over S,, which are located at v /||v||, and their value is
v,
3. The local minima of f, over S, are located on the hyperplane orthogonal to v, and their value is 0.
4. The mean value of fy over S, is 3||v||*/(n(n + 2)).

Proof: Claim 1 is trivial. Claim 2 and 3 use Lagrange multipliers : extrema are reached when the
gradient V f,(w) is colinear with with w, that is when w is colinear with v (locally maximizing f)
or when (w,v) = 0 (locally minimizing f,). Now, assume without loss of generality that ||v| = 1, and
consider the random variable X = (v, w>2 where w is a point chosen uniformly at random from the unit
sphere. It is known that X follows a distribution Beta(1/2, (n — 1)/2), and therefore has mean p = 1/n
and variance V = 2(n — 1)/[(n + 2)n?]. It follows that X2 has mean V + u? = 3/[(n + 2)n). O
This already gives a different point of view from Nguyen and Regev in the special case where V € O, (R) :
for all 1 < j <n, v, is alocal maximum of f, and a local minimum of fy, for all i # j because v; L v;;
and therefore £v,..., v, are local extrema of momy,.v 4.

In the general case where V is an m x n matrix such that V!V = Id,,, our main result provides a
sufficient condition on V which guarantees that a given direction v;/||v;|| is close to a local minimum
of momp, 4 :

Theorem 5.8 (Local Minima for Zonotopes) LetV be a mxn matriz over R such that V'V =1d,,.
Assume that there is o > 1 such that V is a-weakly-orthogonal, that is, its m rows satisfy for alli # j :

[(vi, vi)| < allvill [[v;ll /v/n.
Letlgjgmand0<€<1/\/§suchthat:

2
o 4 3
ellv|* > 6 ( + €> e+ | (vj,vi) vill (5.3)
: Vi Tl 22 0
which holds in particular if
2/«
lvil| > == and = <1/V2.

7T i1 fo JII4

Then, over the unit sphere, the function momp, , ., 4 has a local minimum at some point m; € S,, such
that m; is close to the direction of v;, namely :

\Z €? H v,
m;, >1—— and |[m; — —Z
< 7 g|> 2 T vl

And the local minimum momp. ., 4(m;) discloses an approzimation of ||v;||, namely :

12yt 2 a\*
mOInDZ<V>’4(mj)_<3_1g §1—5 et +4e3 + 62 +4e+m E-I-ﬁ .

Before giving a detailed proof, let us provide some intuition. Let d; = v;/||v;|| € S, for all 1 < i < m.
The direction d; is a local maximum of f,, over S,. On the other hand, fy,(d;) is very small for all
i # j by weak orthogonality. This suggests that d; should be very close to a local maximum of the whole
sum Y. fv,(d;), provided that the local maximum ||v;||* of fy, is somewhat larger than > iy fvi(dj).
The proof thus relies on a careful look at the neighborhood of d;, using second-order Taylor-Lagrange
approximations.

‘Se.
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Theorem 5.9 (Vectorial Taylor-Lagrange Theorem) If f is twice differentiable over some open
set 2 C R™, and that the second-order derivative of f is continuous over S, then for all (a,b) € Q? such
that Q0 contains the segment [a, b], there exists 0 € (0,1) such that :

£(B) ~ () = (Vf(a), b —a) + (b~ a)H f(a+ 0(b — a))(b —a)"

Proof: We keep using the notations defined above. Let B = {w € S,, : |[w —d,|| < €} be the open ball
of S, of radius ¢ and centered at d;. Notice that for all w € S,,

Iw = dj|* = wl* + lld;|* = 2 (w,d;) = 2(1 — (w, d;)).

Therefore B={w €S, : (d;,w) >1—¢?/2} and :
— The topological closure of Bis B={w €S, : (d;,w) >1—¢?/2}.
— The boundary of Bis 0B ={w €S, : (d;,w) =1—¢2/2}.

Recall that f=3""", fy,. We will prove the following property :

Yw € 9B, f(w) < £(d;), (5.4)

which allows to conclude the proof of Th. Indeed, by continuity, the restriction of f to BB has a global
maximum at some point m; € B. And implies that m; ¢ OB, therefore m; € B. Thus, m is a global
maximum of f over the open set B : in other words, m; is a local maximum of f, and therefore a local
minimum of momp 4. Furthermore, by definition of B, we have : ||m; — d;|| < € and (d;,m;) > 1—¢2/2.
And the final inequality follows from :

1 2||Vg||4> 2

3 e 1 (v )t = (vi,my)t = (vi,my)*

momp 4(m;) — (
i#£j

We now prove (5.4). Let w € 9B. To show f(d;) — f(w) > 0, we decompose f as f = fv, + > .. fv,-
On the one hand, the first term is :

42 6e* 48 &8
Fo@) = Fo ) =l == Sl = (- 2 Ytz 2t 69

because € < 1/4/2. On the other hand, the second term can be bounded by the Taylor-Lagrange formula,
which states that there exists § € (0,1) such that :

Z(fv( ) — fv. <ZVfV > (w—dj) Zva j+0(w—d;))(w—d;)" (5.6)
i#] i#] i#]

Let g =3, Vv, (dj) =43, (dj,vi)?’ v; by Lemma We have :

<vavi(dj)vw—dj> <elgll- (5.7)

i#]
Now, let c =d; + 6(w — d;). By Lemma :

wa (c) = 122 (vi,c>2 viv,

i#j i#j
which is a symmetric positive matrix. We have :
(vi,e)? = (vi,d; + 0(w — d;))* < a?/n + 0% + 2a0e/\/n < (a/v/n +€)2.

We deduce the following inequalities between positive matrices :

val c) < 12(a/vn +¢)? Zvv1§12a/\f+5 Zvv1712 (a/v/n +¢)*1d

i#] i#]
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Hence :

(w—d;) > Hfo,(d; +0(w—d;)(w—d;)"| <12(a/vn+e)’|w—d;||*> < 12(a/Vn +¢)%c. (5.8)
i#£j

Collecting (5.5)), (5.6), (5.7) and (5.8]), we obtain :
1) = (W) = 2 1v;1" = liglle = 6(a/v/ + &) = (= [v;]l" = llgll = 6(a/ v/ + )% ) e

which is > 0 by (5.3).
To conclude, it remains to prove that (5.3) is satisfied when ||v;|| > 31—%;2 and € = \va < 1/V/2.

We first bound the gradient : [|g| < 437, |(d;,vs) 1||vill, where |(d;,v;)| < |[vil]la/v/n by weak-
orthogonality. Since ||v;|| <1 and Y/, ||v;||* = n by Lemma:

gl <43 [Ivill*a®/m®? <43 " |lvil*a®/n*? < 40® /\/n
i#j i#j
Thus :

403
ellvil* = llgll — 6(a/vn+ )% > e |lv,||* - T 6(a/vn+e)’e

Now, notice that o > 1 and ||v;|| <1 (by Lemma imply that a/\/n < e. And e||v;||* = % by
definition of . Hence :
4 2 CYB 9 0[3 3
=1 gl = 6(a/vi+ 2% = T — 622y = 2 — 0
which is > 0 if and only if 75 > 24'/3¢. By assumption, ||v;|| > 7121/\/@, therefore ||v;|* > 11/j :
5a3 < 5ant/3 %} < o}
€= = .
Vv Vnl6a? — 16n1/6 241735176
]

Th. [5.8] states that under suitable assumptions on V (which we will discuss shortly), if ||v;| is not

too small, then the secret direction v;/[|v;|| is very close to a local minimum of momp, 4, Whose

value discloses an approximation of ||v;||, because it is ~ + — Z||v;||*. This suggests SolveHZP(X)

(Alg. [9) for learning a zonotope : SolveHZP(X) is exactly SolveHPP(X) (Alg. [§) in which Step [5]
of SolveHPP (X)) has been replaced by Step |5 in order to take into account that ||v;| is no longer
necessarily equal to 1, but can fortunately be approximated by the value of the local minimum.

Algorithm 9 SolveHZP(X) : Learning a Zonotope

Input: A set X of vectors x € R" sampled from Dz (v, where V is an m X n matrix of rank n.
Output: An approximation of some row vector of £V.

L + Isotropize(X) using Alg. [§]

X+~ X L

Pick w uniformly at random from S,

Compute r < Descent(X,w,d) € S,, using Alg.|7|: use 6 = 3/4 in theory and 6 = 0.7 in practice.
Return ArL~! where A = ((3 — momy 4(r))12)!/4

First, we discuss the value of a in Th. . Note that weak-orthogonality is a natural property, as
shown by the following basic result :

Lemma 5.10 Let v € S, and denote by X the random variable X = (v,w)2 where w has uniform
distribution over S,,. Then X has distribution Beta(1/2, (n—1)/2), E(X) = 1, E(X?) = E(X?) =

m and more generally : (Xk) n%:f T ]E(Xk—l)_

_3
n(n+2)’
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By studying more carefully the Beta distribution, it is possible to obtain strong bounds. For instance,
Ajtai |Ajt06, Lemma 47] showed that for all sufficiently large n, if v € S,, is fixed and w has uniform
distribution over S,, then | (v,w) | < (logn)/y/n with probability > 1 — ——L=— . Since the probability
is subexponentially close to 1, this implies that if m = n©(") and we assume that all the directions
v;/||vi| are random, then V is (logn)-weakly orthogonal with probability asymptotically close to 1.

This gives strong evidence that, if m = n®™), the assumption on V in Th. will be satisfied for
a = log n. We can now discuss the remaining assumptions. If & = log n, we may take any index j such that
vl > Q(1/n'3) : in particular, if ||v;|| = Q(1), we may take ¢ = O(log® n)/\/n. And higher values of
can be tolerated, as while as a = o(n'/%). Now recall that ;" | ||v;]|?> = n, thus max; ||v;| > \/n/m and
||v;]| is on the average y/n/m. In particular, if the number of perturbations is constant, then m = O(n)
and max; ||v;]| > Q(1), therefore Th. applies to at least one index j, provided that a = o(n'/%).
In fact, one can see that the result can even tolerate slightly bigger values of m than ©(n), such as
m = o(n"/%/logn).

While Th. explains why SolveHZP(X) (Alg.[9) can heuristically solve the HZP, it is not a full

proof, as opposed to the simpler parallelepiped case. The obstructions are the following :

— First, we would need to prove that the distance is sufficiently small to enable the recovery of the
original zonotope vectors, using an appropriate BDD solver. Any error on v;/||v;|| is multiplied
by L7!|lv;|. In [NROG6|, the error on v; could be made polynomially small for any polynomial,
provided that the number of samples was (polynomially) large enough. But ¢ cannot be chosen
polynomially small for any arbitrary polynomial in Th.

— Second, we would need to prove that Descent(X,w,d) (Alg.[7) finds a random local minimum of
momp, 4 in polynomial time, even in the presence of noise to compute momyp (vy,4- Intuitively,
this does not seem unreasonable since the function momp, 4 is very regular, but it remains to
be proved : we do however provide a heuristic explanation in Section [5.3.5

— Finally, we would need to prove that there are no other local minima, or at least, not too many of
them.

Regarding the third obstruction, it is easy to prove the following weaker statement, which implies that
global minima of momp, ., 4 over the unit sphere are close to some direction v;/||v;|| :

Lemma 5.11 Let V be a m X n matriz over R such that VIV = 1d,,, and D be the distribution Dzv)-
Let w be a global mazimum of f(w) =", fv,(w) overS,. Then there exists j € {1,...,m} such that :

Ll

m!/4 Il

We discuss the open problem of overcoming those obtrusction in the conclusion (Sect. ) of that
chapter.

5.3.3 Meet-in-the-Middle Error Correction Algorithm

In this section, we present Odlyzko’s attack [HGSWO03|, with a few tweaks of our own to adapt to the
specificity of our problem. Absolute values and norms in Z, and Zj are defined on the representative of
the class modulo ¢ that lies in {— [q/2]...[(¢+1)/2]}.

Overview For the original NR attack on non-perturbed NTRUSIGN, the results of the gradient descent
converge exactly to the row vectors of V, thus, with enough samples, the exact row vectors could be
recovered by rounding each coordinate to the nearest integer. This is no longer the case here : in fact, even
with an infinite number of samples, the rounding may give close but different vectors. Furthermore, our
experiments show that perturbation slow down convergence, therefore error recovery should significantly
decrease the required amount of samples. It is therefore important to have a different method to correct
errors in the output of the gradient descent.

Consider a vector w returned by the descent, whose rounding is (F'||G’), and assume it is close to
byt1 = (F|G). The error-correction problem can be stated as follows : given an integer vector (F'|G’),
find small integer vectors e, eq € Z~ such that (F' + ex|G’ + eg) belongs to the public NTRUSIGN
lattice. Given the public key h, this equivalent to finding a small e; such that h x e — (F/ — h x G)
is small (or symmetrically with eg). This problem is in fact a non-homogeneous variant of directly
finding the secret key (f,g) from h, which has already been studied for NTRU encryption : Odlyzko
discovered a meet-in-the-middle attack described in [HGSWO03|, which was significantly improved by
Howgrave-Graham [HGO7| using lattice reduction. These attacks are exponential in ||f||; and dictate
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the parameter sets of NTRUSIGN. It seems that both attacks are compatible with a non-homogeneous
equation, however for ease of implementation, we only considered the original Odlyzko attack.

Assuming the error (er|eg) is ternary (i.e coefficients in {—1,0,1}), this attack runs in time and
memory = (2N)¢/? where e = |lep||;. Our tweaked version of the MiM attack can in fact deal with a
non-ternary vector e¢ if ||ec||, is small enough.

Algorithm Description In this section, we describe Odlyzko’s attack [HGSWO03|, with a few tweaks

(described below) of our own to adapt to the specificity of our problem. Absolute values and norms in

Zq and Zjy are defined on the representative of the class modulo ¢ that lies in {—[q/2]...[(¢+1)/2]}.
For a binary vector ¢ € {0,1}¢, € denotes the entry-wise complementary of c.

Problem 5.3 (Error correction problem) Given the public key h such that g =h x £, error bounds
e,w €N, w < q/2 and a set of potential approzimations A = {(f]|g}) : i € [m|} of f and g, such that for
at least one index i, the approzimation satisfies the following :

—eg =f — 1] is ternary and ||et||; <e,

- €g = g — g satisfies |leg]| < 2w+ 1;
recover f and g.

Tweaks Our generalized problem definition already introduced two new parameters, namely w and
the set of approximation A. To solve it, we introduce another parameter d € N, corresponding to the
depth of the code. This new parameter d helps us to control the explosion of the number of codes when
W grows.

The original Odlyzko attack [HGSWO03] is obtained with the following setting : w = 0,d = n, A = {0}.

Codes We consider that the parameters w < ¢/2 and d are fixed for the rest of the section. Let
Ro={(—w mod q)...([¢/2] +w) mod q} and R1 = {—z mod ¢:z € Ro}.
Those sets satisfy the following property :
Va1, 29 € Zg, |z1 + 22| S2w+ 1= ((x1 € Ro Az2 € R1) or (21 € R1 Axa € Ryp)). (5.9)
The set of codes C(v) of a vector v € Zj is the set of binary vectors c of length d that satisfy :
Vield,c;=0=v;, € Ropand ¢; =1 = v; € Rq.
It is designed to satisfy the following :
Vv, w € Zy, [|[v+w[ <2w+ 1= 3ey € C(v),Tew € C(W) s.t. ¢y = Cy

or equivalently, ||v + w]|| < 2w+1 only if there exists a code of v and a code of w that are complementary.
However, the converse is not true (even for d = n) : those codes are designed to discriminate pairs that
cannot be solutions, but false positives can happen.

Finally, it should be noted that the average number of codes of a random vector v, #C(v) is

d
(1 + %) . And there is an algorithm computing the set C(v) in time O(d - #C(v)), which we de-
note by Codes(w,d, V).

Algorithm The algorithm makes use of labelled boxes B[c] where c is a code, to store vectors ; this is
usually implemented using hash-tables. In practice, to save memory, the vectors es can be compressed
because they are quite sparse : one can limit to storing the indexes of 1 and —1 for example. The
description of algorithm MiMErrorRecov is given below (Alg. .

Correctness and Efficiency While the correction of this algorithm is straightforward considering
the termination condition, its efficiency is not obvious. For the case w = 0, we can refer to the original
analysis of [HGSWO03|. Having as input a set A instead of running our algorithm on each approximation
one after another improves practical efficiency, as well as theoretical efficiency by a factor #.4 when the
star-product is implemented without Fast-Fourier Transform, without increasing memory.

Once again, the empirical statement that this algorithm terminates in a reasonable time for the
approximation provided is sufficient for our purposes.
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Algorithm 10 MiMErrorRecov(A, h, e, w,d, q) : Meet-in-the-Middle Error Correction

Input: A set of potential approximations A, parameters e, w,d,q € N

Output: A vector (f,g) such that g = h « f, and that is close (as in Problem to one vector of A
LK {ki = h«f] —g;: (flg]) € A}
2: while true do

3:  let er be a random ternary vector s.t. ||eg]|; < [e/2]

4: €g = h * ep

5. C + Codes(w,d, eg)

6: forceCdo

7: Store e in Bc]

8: end for

9: for k; € K do

10: C < Codes(w, d, eg + k;)

11: for cc C do

12: for ¢; € Bc] do

13: €g < hxe)

14: if |leg + €l <1 and Hki+€g+€/3;||oo <2w+1
15: then return (f] +ef +¢¢ | g} + ki + €g + €5)
16: end for

17: end for

18: end for
19: end while

5.3.4 Experiments

We now report on experiments with the attack performed on NTRUSIGN, with n up to 502. Our
experiments are real-world experiments using signatures of uniformly distributed messages.

Conditions of Th. Our discussion following Th. suggested that the matrix V should be
heuristically weakly-orthogonal for o = logn. In practice, we may in fact take o =~ 5 for both types of
NTRUSIGN secret bases.

Regarding the norms ||v;|| after morphing, we experimentally verified that ||v;|| ~ \/1/k where k
is the number of perturbations for NTRUSIGN transposed bases (see Table , as expected by
S |[vill* = n. But for the so-called standard bases, the situation is a bit different : half of the ||v;|’s
are very small, and the remaining half are close to 1/2/k. This can be explained by the fact that standard
bases are unbalanced : half of the vectors is much shorter than the other vectors.

For a constant number of perturbations, we experimentally verified that ||g|| = O(1/n) with a small
constant < 4 (see, where g = W | Zi;ﬁj (v, Vi>3 v;|| is the “gradient” appearing in the conditions
of Th.58

Thus, the conditions of Th. are experimentally verified for a small number of perturbations : for
all vectors v;’s in the case of transposed bases, and for half of the vectors v;’s in the case of standard
bases.

Modifications to the original NR attack. We already explained that the original NR algorithm
SolveHPP(X) (Alg. [§) had to be slightly modified into SolveHZP(X) (Alg. [9).

However, because Th. states that the secret direction might be perturbed by some small e, we
also implemented an additional modification : instead of the elementary BDD algorithm by rounding,
we used in the final stage a special BDD algorithm tailored for NTRU lattices, which is a tweaked
version of Odlyzko’s meet-in-the-middle attack on NTRU described in [HGSWO03|. Details were given in
Section. 5.3.3

Practical cryptanalysis. We first applied successfully the optimized NR-attack on the original NTRUSIGN-
251 scheme with one perturbation (which corresponds to a lattice dimension of 502), as initially sub-
mitted to the IEEE P1363 standard : about 8,000 signatures were sufficient to recover the secret key,
which should be compared with the 400 signatures of the original attack [NRO6| when there was no
perturbation. This means that the original NTRUSIGN-251 scheme [HGP™] is now completely broken.
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TABLE 5.1 — Evolution of the norms ||v;|| (on the left) and ||g|| (on the right), as the number of pertur-

bations increases.
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The following graphics gives measured norms ||v;|| (left) and ||g| (right) for transposed NTRUSIGN
bases, from 0 to 8 perturbations (i.e. k = 1...9) measured over 10 secret-key generations for each k, in

dimension n = 94.

Recall that S| ||v4]|? = n, so on average, we expect ||v;|| = \/n/m = 1/v/k. This theoretical estimate
is confirmed by our experiments for transposed NTRUSIGN bases.

TABLE 5.2 — Norms ||g|| as a function of the dimension n, in log,-log, scale, for k = 2 (left) and k = 3
(right)
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The following graphics give measured norms ||g|| for transposed NTRUSIGN bases with respectively 1

(on the left) and 2 (on the right) perturbation, as the dimension n increases from 94 to 502, on a
log,-log, scale, measured over 10 secret key generations for each dimension.

On each graphics, the slope seems to be —1 :1, which means that for a constant number of perturbations
llg|l decreases as ©(1/n).
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Furthermore, we performed additional experiments for varying dimension and number of perturba-
tions, for the parameters proposed in the latest NTRU article [HHGPW10|, where transposed bases are
used. Table 1 summarizes the results obtained : each successful attack took less than a day, and the MiM
error recovery algorithm ran with less than 8 Gb of memory.

TABLE 5.3 — Experiments with the generalized NR-attack on the latest NTRUSIGN parame-

ters [HHGPW10]
Security level : dimension n Toy : 94 80-bit : 314 | 112-bit : 394 | 128-bit : 446
0 perturbation 300 :(0,1) 400 :(0,1) 400 :(0,1) 600 :(0,1)
1 perturbation 1000 :(1,2) | 5000 :(0,1) | 4000 :(0,1) | 4000 :(0,0)
2 perturbations 10000 :(5,3) | 12000 :(0,2)
3 perturbations 12000 :(5,4)
4 perturbations 100000 :(0,1)

In this table, each non-empty cell represents a successful attack for a given transposed basis (the column indicates
the security level and the dimension) and number of perturbations (row). These cells have the form s : (e =
ller]l, ,w = |lecll,,) where s is the number of signatures used by the learning algorithm, and where (er|eq) is
the error vector of the best approximation given by a descent. The running time of our MiM-Algorithm is about
(n/2)1¢/21*1 for such small w.

Our experiments confirm our theoretical analysis, which suggested that NTRUSIGN with a constant
number of perturbations is insecure, but we see that the number of signatures required increases with
the number of perturbations.

5.3.5 Heuristical Argument for the Convergence of the Descent

In this section, we heuristically explain why Descent (X, w,J) (Alg. [7) converges to a point which is
in some sense close to a secret direction v;/||v;]|, for the descent parameter 6 = 3/4.

We assume that all gradients are computed exactly without any error. Similarly to [NRO6|, we note
that 6 = 3/4 and Lemma imply that Step [2| in Algorithm [7| performs

m

2
Wnew = 5 Z <W, Vi>3 Vi.

i=1

The vector is then normalized in Step

Consider the linear transformation V?, which maps any w € R™ to wV*! € R™. By Lemma the
image of S,, by V; is included in S,,. For any vector y € R™, we denote by y!3! € R™ the vector obtained
by raising to the power 3 all the coordinates of y. Then the equation can be rewritten as :

2
Whew = g(th)[?’]V,

which implies

2
WhewVE = 5(th)[?’]VVt.

This suggests to consider the vector y = wV?! € S,,,. At Step [2, we have y,c0, = %yB]VVt, and this

. . . . . (3l .
vector is normalized in Step |3 to belong to S,,. Alternatively, we may write y, e = %VVt and its
normalization will be the same as before. In other words, the original descent over S,, can alternatively

be viewed as a descent over S, with the following iteration :

M ] t

)
In the hypercube case, we have VV? = Id,, and it is easy to see that each iteration increases the largest
coordinate of y (in absolute value), compared to all others. In the zonotope case, there seems to be a
similar but more complex phenomenon.

Let 1 < ¢ < m be such that |y;| = maxi<j<m |y;|. If y is chosen uniformly at random from S,,
each E(y7) is equal to 1/m. But it follows from order statistics of the Gaussian distribution that |y;|v/m
grows to infinity, and the gap min;; |y;|/|y,;| with other coordinates is at least 1 + €2(1/logm). After

y = normalize (
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(3l . .
the transformation y = %, y; is still the largest coordinate of y in absolute value, and the gap has

increased. Let us see what happens after multiplication by VV?! : let z = yVV!. By Lemma [5.4] we
(heuristically) expect ||z|| to be close to y/n/m. Now consider the coordinate z; of z :

m
2=y (vi,vi) = Gl vill? + )y (v, vi)
=1

J#i

Therefore :

2 = willvill*l = D i (vi, Vi) -

JFi
This sum can be viewed as an inner product of two vectors y’ (formed by y; for j # i) and v’ (formed
by all (v;,v;) for j # ¢). And if the angle between y’ and v’ is random, we expect | (y’,v’)| to be less
than O(|ly’|| x ||v'||/+/m) with high probability (by Lemma [5.10). By definition :
Iy = lyll® = v =1 -9,
and
VI = [ D2 vivid® | = (visvid?® = vl = (v, vi)?
j=1

by Lemma [5.4] Therefore :

Iyl = /1 -7

IV = lvillv1 = fvill?

Hence, we heuristically expect that :

Vi
s=ulvil+o (),

where the left-hand term y;||v;||* dominates if as expected ||v;|| & y/n/m. We also expect z; ~ y;||v;
for the few other indices ¢’ such that |y;| is much bigger than 1/,/m. For the remaining coordinates z;,
we expect |z;| &~ /n/m because heuristically ||z|| ~ \/n/m. It follows that z; is still expected to be the
largest coordinate in absolute value. Hence, after sufficiently many iterations, we expect one coordinate
of y to dominate all the others.

/|2

5.4 Learning a Deformed Parallelepiped

5.4.1 Breaking the IEEE-IT Countermeasure

In this section, we show that the deformation suggested in [HWHOS§| is unlikely to prevent the NR
attack [NRO6|. More generally, we show that the NR attack heuristically still works if the deformation
is only partial, which means that it preserves at least one of the canonical axes, namely :

Definition 5.2 (Partial Deformation) A deformation § is partial if there ezists at least one index i
such that :

- for all x € [-1/2,1/2)", [§(x)]; =0

— 0(x) is independent of x; : (Vj #i,x; =y;) = 0(x) = 0(y)
Such an index i is said to be ignored by the deformation 6.

From its definition in Sect. it is clear that digpg is partial, it ignores exactly all index ¢ ¢ U. For
the following the details of the construction of the deformation diggg are of no importance, except for
the fact that U is a non-empty set.

Our main result is the following

Theorem 5.12 Let 6 be a partial deformation, and i be an index ignored by 6. Let D = 2 - ds(U™)
and M € GL,,(R) be an invertible matriz and G = Cov(D - M). Let L be such that LL' = G~!. Then

r= % -myu L is a local minimum of momy p(-) over the unit sphere, where D' =D -M - L.
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Proof: First, we can change the ordering to ensure that i = 1. By definition of partiality, for x < D,
we have that 2 is follows the uniform distribution ¢/] and is and independent of z; for j > 2. Thus, the
covariance Gy = Cov(D) has the following form :

where L, is a square root of G, . We have LoLj = G, thus L is a square root of Gj'. By definition,
we have (ML)'GoML = Id,, and L{GoLo = Id,,, thus the two distributions D’ and Dy = D - Ly are
orthonormal and equivalent. Hence, there exists an orthogonal matrix Q such that : ML = LyQ.

We write r = (1/v/3 0 ... 0)- ML = 1/v/3-e; - ML. This lets us verify that |r| = 1 since
r=1/v3-e;LyQ = e;Q, where e; is unitary and Q is orthogonal.

We define o : r- — S,,, the function that maps the hyperplane of R™ orthogonal to r to the unit
sphere by a(v) = ﬁ It is a local homeomorphism such that «(0) = r. Thus, it suffices to prove that
0 is a local minimum of 8 = momy p o a.

We note that any vector v € r+ and v/ = v(ML)! we have v; =0 : v}, = (v/,e;) = (v(ML)!,e;) =
(v,eML) = (v,V/3r) = 0.

With the same notations, for x < D, we have (r,x-ML) = /3z;; this is independent from
(v,x-ML) = (v/,x). This independence leads to :

B(v) = W < momy 7 (r) + 4momgs p/(r) - mom; pr (V)
+ 6 momy v (r) - momy pr (V)

+4mom; p/(r) - moms p/ (V) + momy pr (V)

Also, (r,x-ML) = <(1/\/§~e1L0Q,xLOQ> = (e1,xLg) = v/3z; follows a symmetric distribution,
therefore odd-order moments of D’ are null at r. Additionally D’ is orthonormal thus for any vector a ,
moms pr(a) = ||aH2.
momy o (r) 4 6 || v|?

(1+[v]*)?

B(v) >

It remains to prove that the function v : z +— % — ¢ is positive on some open interval containing
0 for ¢ = momy p(r). A routine calculation shows this is true as long as ¢ < 3.

¢=Fpep [<r,x : ML>4} —Eyep [(\/§x1)4] —9/5<3
O

While this is a strong theoretical argument supporting why the NR attack still works, it is not a full
proof, for similar reasons to the zonotope case (see the previous section) : there may be other minima,
and we did not prove that the gradient descent efficiently finds minima. A rigorous proof as the one
from [NRO6| is beyond the scope of this thesis.

Experimental results The attack was run, using 300,000 signatures, to recover the secret key in
80-bit, 112-bit and 128-bit NTRUSIGN security level settings, and each run led to a secret key recovery,
in about two days. No other local minimum was found. Though the samples no longer belong to a set
stable by NTRU symmetry group SNTRV| we may still try to apply the symmetry trick, to multiply
the number of samples by N, like in [NRO6|. This modifies the distribution of the sample to the average
of its orbit : GYTRY(D) = o(x) : x + D,0 «+ U(GKRY). It turns out that applying the attack on
such an averaged distribution leads once again to descents converging to some basis vectors : in fact, by
symmetry, all of them are equally likely. The attack used 2,000 signatures, and ran in less than an hour,
on the same basis.

Intuitively, this averaging strongly reduces the co-dependence between the coordinates of x + D,,
making the resulting distribution much closer to a parallelepiped than D.
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5.5 A Generic Attack against Public Deformations

In this section, we try to extend the NR attack to tackle more general deformation techniques, in the
case where the deformation function is publicly known, i.e. does not depend on the private key. While
this attack does not target any specific proposal, it casts a different light on the NR attack. Rather than
a pratical attack claim, the goal of this section is to argue that deformation techniques are likely to be
insecure if not properly design : this study may serve as a criterion to assess the security provided by a
given deformation.

Additional definitions Two distributions D and D’ over R™ are said to be equivalent if there exists
an invertible matrix B such that D’ = D - B : this relation is symmetric, transitive and reflexive. A
distribution D is said to be isotropic (resp. unit-isotropic) if its covariance matrix is proportional (resp.
equal) to the identity matrix : Cov(D) = A, for some A € R. Note that for any w € R*, Y is isotropic,
and unit-isotropic if w = /3. If two distributions D and D’ are equivalent and Cov(D) = Cov(D’), then
there exists an orthogonal matrix Q € O, (R) such that D' =D - Q.

A distribution D is unambiguous if for any invertible matrix M € G£,,(R), M is uniquely defined by
D - M up to row permutation and sign change ; or equivalently, if D-M = D - M’ implies that [M; —M]
and [M’; —M'] share the same rows.

Generalized Problem Statement Due to the generality of the problem, we do not claim any formal
result on this generalized algorithm. We make the informal assumption that we can find a polynomial set
of reference direction that span the whole space R™ on the orthonormalized distribution D, via gradient
descents. The problem we wish to solve is the following :

Problem 5.4 (The Generalized Hidden Parallelepiped Problem or GHPP) Let D be an un-
ambiguous distribution, with an efficient and publicly known sampler. Let M € GL,(R) be a secret
matriz. Given access to an oracle sampling from Dy = D - M, recover an approximation of one of the
rows of M.

In other context, this problem is also called learning a linear transformation. Special instances have been
solved in |[FJK96|, when the entries of x <— D are mutually independent, but this condition is not verified
by the deformed distribution of [HWHOg]|, nor by its generalization of Section [5.5.3]

5.5.1 Overview of the Attack

Isotropization of the two distributions. The first issue is that the reference distribution D may not
be orthogonal. However, it can be transformed into a distribution Dy = DLy where L is a square root
of Gy = Cov(D). Since D is public, and efficiently computable, it is easy to recover an approximation of
Gp.

Like in the NR attack, we may also apply this to the samples of D’, in order to obtain L and
D' =D; -L =D - ML where D’ is orthonormal.

As Dy and D’ are orthonormal and equivalent, there exist an orthogonal matrix such that D' = DyQ.
It is assumed that D is unambiguous, thus M = LoQL~! (up to row reordering, and row signs).

Equations on Q. As L and Lg are known, it only remains to find the orthogonal matrix Q.

In the original parallelepiped case, the NR attack can be explained by the following : since D is
orthogonal, one may take Ly = al, ; and in this case, guessing one row o; of Q directly leads to a row
of M. To generalize this part of the algorithm, we now need to find the matrix Q entirely, because of
multiplication on the left by a non-diagonal matrix.

We now run the fourth-moment gradient descent on both distributions Dy and D”. For now, let
us simply assume that the fourth-moment minima found over Dy are a set M = {my,...,m,} of n
independents vectors of R”. Note that the moments of any order of a distribution verify : momp.q i(v) =
momp ;(v - Q), thus the results of the gradient descent on D’ is an approximation of M’ = M- Q. If we
guess the proper ordering m ... m/, such that m;Q = m)] for all i, then we have enough equations to
fully recover Q.
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Sorting the equations by graph isomorphism. Still, there are exponentially many orderings to
try. However we can reduce the search space thanks to the following property : since the matrix Q is
orthonormal, the associated transformation preserves scalar products. This means that we can reduce
our search space to orderings verifying (m{, m’) = (m;, m;) for all i, j. If this restricted search space has
polynomial size and can be efficiently enumerated, it remains to try them all.

This can be seen as a graph (with labeled edges) isomorphism problem : let G(S) denote the graph
whose vertices are the elements of S, and where each edge (sg,s1) is labelled by (sg,s;). The search
space is the set of all isomorphisms between G(M) and G(M). While the theoretical hardness of graph
isomorphism is still an open question, it is folklore that “random” instances of reasonable size can be
easy in practice. So the main problem is the number of such isomorphisms, or equivalently the number
of automorphisms of G(M). In some case, it might be necessary to work modulo the symmetries of D to
shrink the size of this automorphism group.

In practice, it is necessary to weaken the labelling of the graph because of statistical errors.

Target function. In general, there is no reason to use fourth-order moments as a target function to
minimize. In fact, one may choose any function of the form F : v — E,. p [f({x,V))], to minimize or
maximize, while still preserving the set equation M - Q = M’.

Additional vector sorting information. It is possible to add additional information on each result
of the descent, to reduce the ambiguity of the graph, by labeling those vertices by the value of Fp at
that point, or any other function verifying Fp.q(v - Q) = Fp(v). Another example could be information
about the landscape around the minimum /maximum, like the eigenvalues of the Hessian matrix of Fp
at v.

5.5.2 Attack Description

Compass and Graph of distribution. Let £ denote a set of labels which includes real numbers :
RC L.

Definition 5.3 (Compass) Let € be a function that maps distributions over R™ to a labeled sets of
direction € : (R™® — RT) — P(S, x £). € is said to be an (n-dimensional) compass, if for all distributions,
and all orthogonal matrices Q € O, (R) :

(v,0) e€(D) < (v-Q,¢) e€(D-Q)

For our purpose, we will of course require that the compass is efficiently computable. Thus we will
restrict the choice of the compass to the following class : let Fp : v — E,.p [f({x,V))] for some
efficiently computable function f : R — R, such that f’, the derivative of f is also known and efficiently
computable. Let ¢p : S,, — £ be an efficiently computable labelling function. The associated compass
is:

Cs.0(D) = {(v,¢p(v)) : v is a local minima of Fp over S,}

During the rest of this section, we consider that f and ¢ are fixed. We assume the existence of
an efficient algorithm ApproxCompass(S, f, f/,¢), that given a set S of sample from D, compute an
approximation of €; (D). In practice, the implementation proceeds by gradient descent starting at a
random point. Assuming that there is only a polynomial number of minima, and that the set of samples
is large enough to find minima, this should be efficient. Once again, we have no formal claim for those
properties, and in practice one should adopt an empirical approach to verify that it works.

Definition 5.4 (Labeled Graph) Let M C S,, X £ be a labeled set of directions. The graph G(M) is
defined by G = (V, &), where :
— The set of vertices is : V = {v : (v,{) € M}
— The set of edges is : € = Egigg U Eangle Where Egigg = {(v,v,0) : (v,0) € M} and Egpgie =
((vow, (v, w)) : (v,0), (w, ') € M}.

Clearly, there exists an efficient algorithm to construct G(M), which we will denote by BuildGraph(M).

Theorem 5.13 Let D be a distribution over R™ and let € be an n-dimensional compass. Then, for every
orthogonal matriz Q € O, (R), the graphs G(€(D)) and G(€(D - Q)) are graph-isomorphic.
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Algorithm definition. The following algorithm requires an additional parameter ng : a number of
samples from the reference distribution. We assume that we have an algorithm EnumGraphlIso(G,G’)
which, given two graphs G, G’ as input, returns the set & of all graph-isomorphisms from G to G’; this
is a list of bijections from the set of vertices of G to the set of vertices of G’. In practice, any constraint
solver might do well, or to ensure the polynomial running time, one might use an ad-hoc algorithm, as
in for our Example of Section [5.5.3]

We will also use SolveLinSystem(S) which, given a set of pairs (v, w) € (R")? as input, returns, if
is well-defined, the solution M € M,,(R) to the linear system {v=w-M: (v,w) € S}.

Algorithm 11 LearnDeformedPar(D, S)
Input: An efficiently sampleable distribution D, a large enough pool of samples S from distribution
D-M
Output: A set of matrices containing (an approximation of) M
So < {vi € R,i € [ng]} where v; + D
Ly < Isotropize(Sy)
L + Isotropize(S)
¢y < ApproxCompass(Sy - Lo, f, ', 0)
¢ + ApproxCompass(S - L, f, ', £)
Go + BuildGraph(¢;)
G < BuildGraph(¢)
for 0 € EnumGraphlso(G, Gy) do
EQ + {(m,a(m)) : m € My}
Q < SolveLinSystem(£Q)
output LoQL™!
: end for

— = =
N = O

To clarify all uninstantiated parameters and functions in this algorithm, we provide a fully detailed
example in the following section.

5.5.3 Application on a Toy Example

Considering the weakness of the proposal from [HWHO8§| described in section it seems interesting
to test our generalized attack on a minimally repaired version of this deformation.

In all this section, we take the deformation ¢ similar to dyggg described in Sect. replacing the
definition of the set U by U = [N]. The resulting deformation is not partial anymore.

The chosen Compass is €y with f : 2 — z%, that is the set of v € S,, that are local minima of the
fourth-order moment, labelled by the value of the fourth-order moment itself.

The following experiments were done on an 80-bit NTRUSIGN secret basis, that is N = 157. The
given constants may vary with the dimension, but the structure of the graph is still the same.

Compass and Graph, Experimental result. We apply the isotropization process to D = ds(U™)
and obtain the matrix Lo and Dy = D - Lo which is istropic.

The gradient descent from random points finds 2n minima, that goes by pair m and —m , since the
distribution is invariant by —I,,. To simplify the compass and its graph, we forget one vector of each
pair, making a choice that keeps all scalar product positive, (this particular case allows it, but it is not
possible in general).

To get a reference ordering, we set m; to be the closest vector to e;Ly among M. The compass is as
follows :

&y ={(mj,co) :i € [N} U{(miyn,c1) i € [N]}
where ¢y ~ 0.236 and c¢; =~ 0.200. Now, for the edges of the graph : Vi < j

(m;,m;) =C~0.035 if i<N<jand (i—j mod N) € {0,1,3,7,12}
|(m;, m;)| <0.01 otherwise

In practice, those constants converge well with 3 000 samples (and Transcript Augmentation). This
ensure that the attack should succeed with that many samples ; however it has not been fully implemented
yet.
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Isomorphism Enumeration of the Compass Graph. We are now given the same graph, but with
unlabeled edges. The problem is to recover those labels.

We first use the diagonal edge to identify the subset Mg = {m; : i € [IV]} : those are the only vertices
that have an edge to themselves labelled by ¢g, and similarly M; = {m;;y : ¢ € [N]} with ¢;.

Now, we try find the proper order in My, by considering the neighbourhood of each point : let N (m)
be the set of points at distance k of m when considering only edges labeled by C. We have

NE(my) = {myy1, 1, mod v : 1,12 €{0,1,3,7,12}}
={miy; moan :l€£{0,1,2,3,4,56,7,9,11,12}}
NE(my) = {mysy, 41, mod v : 11,0 € £{0,1,2,3,4,5,6,7,9,11,12}}
={m;y; moan:l€{-24...24}}

Thus, if N > 51,
#(NS(my) NN (my)) =48 < i —j =41 mod N (5.10)

Thanks to this equivalence, if a vertex is known to be labeled by m;, one may recover the set of 2 vertices
that should be labeled by m;_; and m; ;.

Now, let us take a vector in My ; and assume it is m; (there is N possible choices). Use to find
m, among the 2 possible choices. By induction, use on m; to find m; 1, choosing the one that is
different from m;_.

Now that M is fully ordered, it is easy to order M; : myy; is the only vertex connected to all
vertices m;_,; for [ € {0,1,3,7,12}, by C-labelled edges.

In total, we have made one binary choice, and one choice among N, thus, the search space has size
2N. Tt is efficiently enumerable, since measuring distance and enumerating neighbourhood can be done
in polynomial time.

Symmetry discussion. One may note that the distribution D has much more symmetries : a subgroup
of size 2" corresponding to reflexions along any canonical vector e;. This subgroup has been “quotiented”
from the graph by forgetting one element of each pair m, —m. The second subgroup is SN RV which
has size N. It corresponds to the choice of mg among My : the choice of mg is not important.

However, the graph has an additional symmetry, that sends the coordinate m; to my_; for i € [N]
and m; y to moy_; for i € {N +1...2N}. This symmetry is not induced by the symmetries of D ; this
means that only one choice out of two for my will lead to the desired isomorphism.

5.6 Conclusion and Open Problems

For a conclusion, we discuss some open problems related to the results presented in this chapter.

Full Proof of the Attack. A frustrating aspect of this work, is that we were not yet able to prove
the correctness and the efficiency of our generalized algorithm ; that is proving that the descent does
converge towards one of the minima of interest; our arguments remain heuristic, but are supported
by experiments. In particular, we observed that there were never more than 2m (precisely, m opposite
pairs) different points to whichthe descent converges to. Leaving the convergence speed problem apart,
the natural question is to count, for an orthogonal zonotope Z C R"™, the number of local minima of the
function momz 4 over the unit sphere S,,. The problem can be restated geometrically as follows

Open Problem 5.1 Let H C R™ be an hyperplane of dimension n. How many local mazima does the
ly norm x — ||x||, = /> x} has over the domain HNS,,, the intersection of the hyperplane H with the
Lo-unit ball of R™ 2

One extreme case, m = n (that is H = R™), is already covered by the work of Nguyen and Regev, for
which we always have exactly 2m local maxima, that are actually also global maxima. On the opposite
side, it is not hard to prove that, if n = 2 and for any m > 2, then there are no more than 4 strict local
maxima; in this case the function is studied over a circle, and a simple Fourier decomposition argument,
leads to this result. In between, the question has resisted our efforts. Another interesting point is that, if
we replace the ¢4 norm by the /., norm ; then it becomes easy again to prove that there is no more than
2m local maxima over H NS, : the sphere S, can easily be splitted into 2m convex domain on which
[|I| o is a convex function.
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Considering that the attack works in practice, this question might seem anectdotic; yet ongoing
research on the provable security side showed that such zonotopic distribution also arise in other contexts;
we therefore believe than any theoretical result improving our understanding of those distributions would
be valuable.

Limits of the Attack. From our experiments, we have noticed that the attacks does succeed for more
than one perturbation, yet the amount of samples needed and the running time seems to grow quite
rapidely with the number of perturbations. The more perturbation, the less deep the maxima, the less
steep the basin, and the slowest convergence. At the limit m — oo, by the central limit theorem, we
expect the distribution to be very close to a Gaussian, and the moments becomes very close to constant
over the unit sphere. A stronger limit can be suggested by an algebraic argument. We try to recover a
matrix in B € R™*" from the function momzg); which is an n-variate polynomial of order 4; that
is a space of dimension less than n*. Therefore, if m > n® (that is, for more than n? perturbations),
the set of matrices B’ € R™*™ such that momz g4 = mMomzg)4 will be in general (that is except
in singular cases) a manifold of dimension strictly greater than 0; in other words there will be infinetly
many solutions considering only 4" order moments.

Our work doesn’t completly rules out the practical security of the perturbation technique, but it
suggest that one would need a large amout of perturbation to avoid any statistical attacks.

Security without Gaussian Sampling? The attack of Section [5.5 has many necessary conditions
to succeed, but it seems hard to guarantee that there are no choice of Compass that solves it, if the
distribution is unambiguous.

On the contrary, an ambiguous distribution is likely to make the problem hard : if the symmetry
group Sym(D) is much larger than Sym(U™), many matrices M € M,,(R) are valid, and they form some
orbit of a large symmetry group.

One may recover a valid M € M, (R) matrix, in this orbit, in the cryptographic context, he then
needs to finds the true secret key among the orbit. His only chance of success would use the fact that
in the cryptographic context, the actual secret key matrix has integer entries; this might be possible
considering the techniques of [GS02].

At the very limit of this approach is the Gaussian Sampling : if we choose D to be a spheric Gaussian
distribution (or any spheric distribution); Sym(D) is the whole orthogonal group, and that prove that
no more than the gram matrix of M is revealed. At this point it seems that it makes more sense to
use Klein’s algorithm [Kle00,|GPVO08], or the Gaussian Perturbation of Peikert [Peil0] (especially in
the light of the attack of [GS02]) that provably hide entirely the matrix M However Gaussian-Sampling
algorithm are still one order of magnitude slower than desired, and provide not-so-close vectors.



CHAPTER 6

DISCRETE GAUSSIAN SAMPLING WITH
FLOATING POINT ARITHMETIC

Résumé

Ce chapitre reprend de fagon plus détaillé les résultats de D'article Faster Gaussian Lattice Sampling
using Lazy Floating-Point Arithmetic, co-signé avec P. Nguyen et publié & Asiacrypt 2012.

Pour étre prouvablement stire, et en particulier empécher toute attaque par apprentissage tel que
présentée dans le chapitre précédent, de nombreuses primitives cryptographiques & base de réseau néces-
sitent un algorithme efficace pour tirer des points aléatoires d’un réseau selon une distribution Gaussienne.
Tous les algorithmes connus pour cette tache ont recours & un moment ou un autre & des opérations
arithmétiques sur de longs entiers. Dans ce chapitre, nous étudions & quel point ces tirages aléatoires
peuvent étre accélérés par 'utilisation de I’arithmétique flottante. En premier lieu, nous montrons qu’une
mise en oeuvre directe de I'arithmétique flottante n’apporte pas de gain asymptotique : la précision des
flottants se doit d’étre linéaire en la dimension pour garantir la sécurité, menant & une complexité totale
de @(n3), ol n désigne la dimension du réseau. Cependant, nous montrons que la complexité de ces
algorithmes peut tomber a @(nQ) en les rendant paresseuzx, voir jusqu’a @(n) dans certains cas utiles
en cryptographies. De plus notre analyse est concréte et pratique : pour des paramétres typiques, nos
algorithmes paresseux effectuent la plupart de leurs opérations flottantes en double-precision définie par
la norme IEEE.

Il est cependant fort probable que les résultats presentés dans le chapitre suivant (section puissent
ameliorer ces travaux, et qu’ils soit possible, en utilisant des techniques de rejet, d’atteindre une efficacité
asymptotique comparable, sans recourir a ’arithmetique flottante.

Abstract

This chapter is a detailed version of the article Faster Gaussian Lattice Sampling using Lazy Floating-
Point Arithmetic, coauthored with P. Nguyen published at Asiacrypt 2012.

To be provably secure, and in particular prevent the learning attacks such as the one presented in the
previous chapter, many lattice cryptographic primitives require an efficient algorithm to sample lattice
points according to some Gaussian distribution. All algorithms known for this task require long-integer
arithmetic at some point, which may be problematic in practice. We study how much lattice sampling can
be sped up using Foating-point arithmetic. First, we show that a direct Floating-point implementation of
these algorithms does not give any asymptotic speedup : the Floating-point precision needs to be greater
than the security parameter, leading to an overall complexity @(ng) where n is the lattice dimension.
However, we introduce a laziness technique that can signifficantly speed up these algorithms. Namely,
in certain cases such as NTRUSign lattices, laziness can decrease the complexity to @(n2) or even
@(n) in certain cryptographic relevant cases. Furthermore, our analysis is concrete practical : for typical
parameters, most of the Floating-point operations only require the double-precision IEEE standard.

It is quite possible that the results presented in the next chapter (section could subsume this
work, and that one could, using rejection techniques, reach similar complexity without the need for
floating-point arithmetique.

58
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6.1 Introduction

In the previous chapter we shown that it is essential to avoid leaking statistical information related
to the secret key ; doing so is yet much more complicated in the field of lattice-based cryptography than
cryptography over finite groups, as RSA related schemes or elliptic curves based schemes. Indeed, for
finite field, it is usually possible to avoid leakage by making the distribution uniform over the group;
for lattice-based cryptography however, the legitimate party needs to output small elements, therefore
forbidding uniform distribution.

In the GGH and NTRUSIGN signature schemes, the secret short basis was used as a trapdoor to
solve approx-CVP problem, and the various NTRUSIGN countermeasures were added in an attempt
to make the statistical leakage unusable. It is only much later than a provable solution will be found,
namely Gaussian Sampling; in 2008 Gentry et al. [GPV08| prove that drawing solutions to the approx-
CVP problem according to a Discrete Gaussian leaks no information about the geometry of the lattice.
An algorithm to do so (we will call them Gaussian Sampler) already existed [Kle00| due to Klein; it is
essentially a variant of Babai nearest plane algorithm that replaces deterministic rounding to the closest
integer steps by randomized rounding to one of the closest integers.

This kind of trapdoors rapidly became standard for lattice-based constructions [CHKP10, ABB10al,
AFV11},Boy13|, allowing signatures but also many extensions such as IBE, HIBE ... Yet, the efficiency
(running time (O(n?))) of Klein’s algorithm is not satisfactory for cryptographic purposes, and alternative
algorithms were proposed [Peil0,[MP12|; those algorithms are related to Babai round-off algorithm and
therefore have better efficiency, but worse quality (the outputted CVP solution is longer). Yet, all these
algorithms require long-integer arithmetic to deal with rational numbers at some point, which may
be problematic in practice. Although the descriptions usually mention that one can replace these real
numbers by approximations with sufficiently high precision, which guarantees efficiency in an asymptotic
sense, the practical impact is unclear : no article in the lattice cryptography literature seems to specify
exactly which precision one should take, and how operations will be performed exactly. This was not
an issue when lattice-based cryptography was considered to be mostly of theoretical interest, but recent
works [MRO9,[Peil0,LP11,RS10,Lyul2,MP12| suggest that the time has come to assess the practicality
of lattice-based constructions.

The focus of this chapter is therefore to analyze those algorithms and possibly to improve on them,
both in term of asymptotic and practical efficiency.

Gaussian Sampling over arbitrary lattices The cost of Klein’s algorithm is the same as Babai’s
algorithm, namely O(n?®log B) (or O(n*log® B) without fast integer arithmetic), where n is the lattice
dimension, and B is the maximal norm of the input basis vectors : since B is polynomial in n for trapdoor
bases used in lattice cryptography, the usual cost is O(n?) (or O(n?) without fast integer arithmetic).
The main reason behind the cost of Klein’s algorithm is the use of long-integer arithmetic : it relies on
Gram-Schmidt orthogonalization, which involves rational numbers of bit-length O(nlog B). A natural
way to improve the efficiency is to use floating-point arithmetic (FPA) to replace exact Gram-Schmidt
by suitable approximations. Indeed, Klein’s algorithm is a variant of Babai’s nearest plane algorithm,
which itself is simply the size-reduction subroutine used extensively in the LLL algorithm [LLL82|; and
floating-point arithmetic is classically used to speed up LLL (see [Sch88,[NS09,MSV09]). But the use of
FPA is not straightforward, and it is unclear at first sight how much speed can be gained, if any.

On the other hand, the convolution algorithms of [Peil0,[MP12]| have two phases : an offline phase
(depending on the secret basis only) and an online phase (depending on the target vector). The online
phase costs O(n?) for g-ary lattices (which are widespread in lattice cryptography), or even O(n) in
the so-called ring setting (i.e. special lattices such as NTRU lattices) ; but the offline phase seems to
have the same cost @(n3) as Klein’s algorithm and involves floating-point arithmetic whose exact cost
is not analyzed in [Peil0,MP12|. Both algorithms can use the same offline phase, which will later be
referred as Peikert’s offline Algorithm. Note that the offline phase is not a precomputation : this phase
must be repeated before each sampling, which is reminiscent of DSA one-time pairs (k, k1), which can
be precomputed as coupons or generated online ; but unlike a precomputation it should not be re-used.
In some scenarios, this computational cost might be acceptable, but it is clearly valuable to analyze and
improve the offline phase.

We develop techniques to improve all three general lattice samplers [GPVO08,|Peil0, MP12|,which
provides the first algorithms with quasi-optimal complexity to sample the spherical Gaussian distribu-
tion over lattices : they run in quasi-linear time in the size of the input secret basis. More precisely,
our optimized variant of Klein’s algorithm runs in O(n?) and our variant of Peikert’s offline algorithm
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runs in average time O(n) in some Ring-Setting (where n is the lattice dimension). In both cases, our
improvements do not introduce any loss of quality.

To do so, we study how much lattice sampling can be sped up using FPA. As a starting point, we
present FPA variants of Klein’s algorithm with statistically close output. Surprisingly, this basic FPA
variant has the same asymptotic complexity @(n3) as Klein’s algorithm ; the reason is that the precision
needs to be at least linear in the security parameter. Still, we also present an optimized algorithm with
an improved complexity @(n2) : it is based on a so-called laziness technique which combines high and low
precision FPA. This optimized complexity only applies to a special class of bases that include NTRUSIGN
bases [HNHGSWO03].

Next, we show that the same optimization can be used to speed up Peikert’s offline algorithm,
improving the total complexity, to bring its offline complexity down to that of its online complexity for
both sampling algorithms of [Peil0,MP12]|. More precisely, we apply our laziness technique to reduce the
offline complexity to @(nQ) And for certain Ring-Settings (precisely when the ring is R = X® £ 1), we
show that the offline phase can also be sped up to average quasi-linear time.

Practical Impact of Laziness The practical challenge we are faced with when dealing with real
numbers is to make the precision requirement fit the architecture. Ideally, one would want to use on-
silicon implementation of floating-point arithmetic, so as to spend only one cycle on each operation. As
soon as we exceed such requirements, each multiplication needs at least 5 cycles : 3 word-multiplications
and 1 word-addition, and a few cycles for software management of carry and renormalization. Then times
starts growing quadratically! with the precision requirement.

Our complexity results are stated in an asymptotic manner, but our study gives concrete bounds,
and show that for crypto-grade lattices, the standard double-precision (53-bits) is largely enough as
the “low precision” of our Lazy Algorithm, which means that each operation can fit in one cycle of
standard desktop/laptop CPU. Our study also suggests that more basis ad-hoc bounds might lead to
single-precision, so as to fit GPU or other small architectures such as smart-phones.

We measure the practical speed-up of laziness by comparing the running time of quad float and
double float on an Intel I5 CPU, and we measure a ratio between 10 and 20, depending on implemen-
tation?, rather than the optimistic ratio 5. We thus claim that Laziness technique gives a 10- to 20-fold
speed-up, and even more when the security parameter grows.

Roadmap We start in Sect. [6.2] we present our basic FPA variant of Klein’s algorithm, which we
optimize using laziness in Sect. In Sect. we apply the same optimization to Peikert’s Offline
Algorithm, and in Sect. we detail how to reach quasi-linear time complexity in the ring setting.
Eventually, in Sect. we apply our results to cryptographically-relevant cases, and give practical
mantissa size requirements. Sections are devoted to technical lemata and proofs of our main
theorems, while section [6.9] provides the concrete versions of our main theorems.

6.2 A Basic Floating-Point Variant of Klein’s Algorithm

6.2.1 Notation

For the rest of this chapter, we will work with a fixed basis B = [by ...b,] € R" of a full rank lattice
L € R". We use B* = [b7...b}] € R" for the Gram-Schmidt orthogonalization of that basis, and p will
denote the lower-triangular transformation matrix, that is such that B = uB*.

For any o > 0, we let 0; = ¢/||b}|| and 6 = max}_, 0;. Since the b}’s are orthogonal, we have
{s:(B*)} = {lIbf[}}, therefore 6 = o/(mini; [b}|)) = o/sn(B*) = o ||[B|, < o ||B7Y |lul, <
o HB_1 Hg nf where i > 1 upper bounds the coefficients of p.

6.2.2 Floating-Point Arithmetic

We consider floating-point arithmetic (FPA) with m bits of mantissa, which we denote by FP,, : the
precision is € = 27" %1, A floating-point number f € FPB,, is a triplet f = (s,e,v) where s € {0,1}, e € Z

1. until other algorithms such as Karatsuba becomes faster than naive multiplication, which happens at precision about
10 times the architecture size : at this point the battle for practicality is already lost.

2. The gcc compiler (version > 4.6) natively includes quad float type, following the IEEE standard (113 bits of
precision). We measure ratio 30 for multiplication and 10 for addition, that is a factor 20 averaging over the whole
algorithm. The NTL library also includes non-standard quad float, following the “double double” technique, giving 106
bits of precision. We measure a factor 16 for both operations.
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and v € Nam_;, which represents the real number R(f) = (—1)°-2°"™ - v € R. Every FPA-operation
5 € {+,—, X, /} and its respective arithmetic operation on R, o € {+, —, -,/ } verify :

V1, f2 € BB, |R(f15f2) — (R(f1) o R(f2))| < (R(f1) o R(f2))e (6.1)

We require a floating-point implementation of the exponentiation function exp(-) and we assume that
it verifies a similar error bound : for any f € FPB,,, |R(e>2p(f)) — ex_p(R(f))| < e. Finally, we note that if

an integer x € Z verifies |z| < 2™, it can be converted to a float f € FP,, with no error, i.e. R(f) = =.
For the rest of the chapter, we omit the function R and consider FP,, as a subset of R.

6.2.3 Typed Pseudo-code

For this chapter, we will make use of typed pseudo-code to clearly differentiate the various represen-
tation of numbers we are using. We also introduce several useful primitives.

Types Variables are typed, and the type is given at each initialization and assignment, as follows :
variable < value : type. We use a simpler syntax for the definition of local functions : {variable —
value}. Functional types are denoted by (1 — t2).

Primitives We use the basic arithmetic operations {+, —, -, /}, as well as squaring (J? and exponen-
tiation exp; the arguments are either integers in Z, or floating-point numbers in FP,,,. We extend these
notations to vectors and matrices. We also use the following additional primitives :

RandInt(a,b) : Z x Z — Z : return a random uniform integer in the range [a, b].

RandFloat,,() : void — FPB,, : return a random uniform float in the range [0, 1).

ExtRandFloat,, ., (r) : FB,, — FP,, : return a random uniform floating-point number in the range
[r,7+2~"™"). For a random r < RandFloat,, (), the output follows the same distribution as RandFloat,y, ().

6.2.4 Description

The goal of Gaussian lattice sampling is to efficiently sample lattice points according to a distribution
statistically close to Dy, . All lattice samplers known [Kle00,GPV08|Peil0,MP12| have constraints on
the parameter ¢ and the statistical distance, which are related to the so-called smoothing parameter.
The sampling parameter o determines the average distance of the sampled lattice point to the target
point : the smaller o, the better for cryptographic applications. For instance, o impacts the verification
threshold of lattice-based signatures [GPVO§| and therefore the security of the scheme; a lower quality
forces to increase lattice parameters. And for a security level of A bits, we need a statistical distance less
than 277,

Klein’s sampling algorithm rely on a 1-dimensional sampling subroutine, that given a center c € R
and a variance o, outputs an integer according to Dz ;. ; for the floating point variant the main issue
will be the precision at which the center ¢ has been computed.

Algorithm [13| describes both Klein’s algorithm [Kle00] and our basic floating-point variant : given a
basis B of a lattice L, a target ¢ and a parameter o, the algorithm outputs a vector with distribution
statistically close to Dp, 5. It uses two subroutines : DecomposeGS,,, (Alg. to compute the coor-
dinates t;’s of the target vector ¢ with respect to the Gram-Schmidt basis B*, and SampleZ,, (Alg.
to sample according to the Gaussian distribution over Z. Algorithm [13] comes in two flavors :

— SampleLattice_, is the exact version, which corresponds to Klein’s original algorithm [Kle00|.
The p; ;’s and the ;’s are represented exactly by rational numbers, and all the computations use
exact integer arithmetic. Assuming o € Q, we can only ensure that o; € +/Q, thus we can represent
them exactly by their square. We also assume that this version has access to a perfect primitive
(or an oracle) SampleZ.,(0;,t;,7 = 0o) that given t;,0? € Q answers an integer z : Z exactly
according to the distribution Dz o, +,. It does not matter how to sample such a perfect distribution,
as the purpose of this perfect algorithm is to be a reference for inexact ones.

— SampleLattice,, is our basic floating-point version, using FP,,. The matrices 4 and B* and values
o; may have been pre-computed exactly, but only approximations are stored.

The description of SampleLattice,, differs from the original description [Kle00,GPVO08§] only in the

way we compute and update the coordinates ¢;’s. In our version, the final value of ¢; before it is used is
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Algorithm 12 SampleZ,, : Rejection Sampling for Discrete Gaussian on Z
Input: A center t: FP,, and a parameter o : FP,,, and a tailcut parameter 7 : FP,,
Output: output x : Z, with distribution statistically close to Dz ¢ »

1 h —1/20% : FBy ; Tmax ¢ [t +70] 1 Z5 Tmin < |t —TUJ 27
2: x + RandInt(zmin, Tmax) : Z; D+ exp(h (x —t)?) : FB,
3: r < RandFloat,,() : FP,,; if » < p then return z

4: Goto Step 2.

Algorithm 13 SampleLattice,, : Gaussian Sampling over a lattice

Input: a (short) lattice basis B = (by,...,b,) : Z"*", parameter o : FP,,, A target vector ¢ : Z1*" and
a tailcut parameter 7 : FP,,, Precomputation : The GS decomposition (B* = (b7,...,b}), (1 ;) =
(Hq,-- -5 4y,)), norms r; = ||bf|| : FP,, and o; = o/r; : FB,

Output: a vector v : Z'*" drawn approximately from Dy, ., where L = £(B)

1 v,z+0:2", t « DecomposeGS,, (c, B*) : FP,,
2: for i = n downto 1 do

3:  z; + SampleZ,,(o;,t;,7) : Z

40 V& vVvHtz-b i 27 t—t—z - p,:FP?

5: end for

6: return v

t; = (¢, by) /17 — Y77, zjjj,i, which matches with the original value :

t;=<c-zzj-bj,b:>/rf= (e.bi) = Y5 by.b7) | /2 =

Jj>i j>i

We unroll this computation and update the sum after each value z; is known. This allows a parallelization
up to n processors without the usual logn factor required for summing up all terms.

Since we use the matrix p in the main loop, we might want to get rid of B* for the DecomposeGS
algorithm, to save some precomputation and storage, by computing ¢’ < c - BT and then solving the
triangular system y u7 = ¢’. Solving this system also requires n? operations, however when using FPA,
it would produce a relative error exponential in the dimension n, because we recursively use previous
results.

Our main loop may also be seen as solving a triangular system, where we apply Gaussian rounding
at each step. It is worth noting that this additional rounding prevents such relative exponential error, as
our proof will show.

Correctness of the exact algorithm SampleLattice,, Gentry et al. showed in [GPV08| that given
as input a lattice basis B of an n-dimensional lattice L such that o > ||B*|| - w(v/logn), Klein’s algo-
rithm [Kle00| outputs lattice points with a distribution statistically close to Dy »c(x). For applications,
it is more convenient to have a concrete bound on the statistical distance, and to separate this bound
from the lattice dimension n. We therefore use the following concrete analysis of Klein’s algorithm :

Theorem 6.1 (Concrete version of [GPVO08|, Th. 4.1]) Let n, A € N be any positive integers, and
1 =2"*/(2n). For any n-dimensional lattice L generated by a basis B € Z"*", and for any target vector
c ez, Alg. |15 . is such that the statistical distance A(Dy, , ., SampleLattice (B, o,c)) is less than
2= under the condition :

o> ||B*|| - n.(Z)/V2r  where n,(Z) ~+/(AIn2+1nn)/x

In the next chapter we will give the proof of a more general statement (Theorem .

Efficiency of SampleLattice,, The algorithm SampleLattice,, performs O(n?) arithmetic opera-
tions on rational numbers of size O(n log B), which leads to a complexity of O(n?) for cryptographic use.
Here, we ignored the calls to the oracle SampleZ..(-,-, 7 = 00).
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Algorithm 14 DecomposeGS,, : Decompose a vector ¢ over the GS Basis
Input: A vector ¢ : Z'*™, an orthogonal basis B* = (b},...,b%) : Q"*" and r2 = ||b}|” € FB,,
Output: output t : Q™ such that ¢ =t,b7 +--- +t,b},

1y« c- BT . glxn

2: return (yi /7%, ..., yn/72)

Termination of SampleZ..(-,-,7 < c0) We upper bound the number of trials of Rejection Sampling,
ignoring issues related to the transcendental function exp :

Fact 6.2 Ifo > 1 and 7 > 4, and uniforms & < ZN[Zmin, Timasz) andr < [0,1), we have Pr[r < p,4(x)] >
1/(67) where T pn = [t — 70 and Typee = [t + T0].

Proof: For a random choice of & € [Zmin, Tmax], the probability that | — t| < \/2/7 -0 is at least .6/7.

In such a case, we have p > e~"/4. Thus, at each iteration, the probability of termination is greater than
.6e” T/ > 1 O
T 4T "

Thus SampleZ. (-, -, 7) performs less than 47 trials on average.

6.2.5 Correctness of the FP variant

We give the list of assumptions needed for our correctness results (Theorems and , and which
we refer to as conditions A.

Assumption on Gram-Schmidt precomputation. We assume that the Gram-Schmidt values are

(possibly approximately) precomputed, and that the computed values f; ;, br ; and o; verify :

i,
|Apig| = |pij — | < e, |Ab} ;| = |b7; = 0% ;| < [Ibf]e,

|Aoi| = |o; — 04 < oy,

where [ denotes the maximal absolute value of the sub-diagonal coefficient of p. Those condition
can be achieved by running the precomputation exactly, then convert the result to floating points
of mantissa size m.

Assumption on the target vector. We assume that the components ¢; of the input target vector c
satisfy : |¢;| < ¢ for a parameter ¢. This holds in all known cryptographic applications of lattice
sampling, for which the lattice is g-ary. But we do not require that the lattice is g-ary.

Assumption on the parameters.

€<0.01, K'=(1+e¢"<1l, 1+nK" <101
A e <001, Vi,o; >n,(Z), Vi,o; > 1
n > 10 T>4

The assumptions on € are easily achievable for a mantissa size m at least logarithmic in the di-
mension n. The condition on ¢ is not restrictive as it needs to be negligible. Similarly, conditions
on ¢;’s are not restrictive since the security requires all o; > \/%nb(Z) > 1 for security parameters
A > 80.

For the rest of the analysis, we assume that all parameters B, ¢ and ¢ are fixed. Our main result states
that with enough precision, the outputs of the exact sampler SampleLattice, and the floating-point
sampler SampleLattice,, are statistically close :

Theorem 6.3 There exist constants Cy, Cr,Cy,, such that for any security parameter X > C), and
under conditions A, the statistical distance between SampleLattice,, and SampleLattice_, is less
than 2= on the same input if the following conditions are satisfied :

7> Cry/Alogn m > Cpy + A+ 2logy(||B7Y|,) + log, (°n* (g + 0%)7%)

Furthermore, under those conditions, the integers manipulated by SampleLattice,, can be represented
by floating-point numbers without errors.
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The proof is given in Sec. [6.8.1] and the concrete bounds in Sec. [6.9] At the core of the proof is the
following fact :

Fact 6.4 (Asymptotic statistical distance of SampleZ) Let 6,06, be any implicit positive decreas-
ing function of m that converge to 0 as m — oo, and let € = 2'~™. Under the conditions o,7 > 4, for
any t € R and any (implicit functions of m) t,5 € FP, such that |t —t| + |t| e < 0y and |o — 7| < 0, the
statistical distance A(Dy, o1, SampleZ,,(G,t)) is upper bounded by :

ESampleZ(0i7 T, 5ta 60) 6) d:ef 367(T+57>2/2 + go(at) + 7_30_20(6) + 7300(50’)

where 0, = 50,/ (T70) + 2.50, /0 + 2¢

This result is almost tight since A(Dz 5.4, Dz.o1+5) = %(9(5), up to the extra factor 7 that comes from
the fact that this algorithm makes 7 trials. The rest of the proof proceed by numerical analysis to bound
the error made on the ¢; before invocation of the SampleZ,, routine. This fact explains the term A in
our correctness Theorem : to get Dz ,+ up to a statistical distance of 2~ one needs to know the A
first bits of t. Additional terms rise from the error made during the computation ; in particular it also
depends on the size of the matrix B*~! that drives the error made during the DecomposeGS,,,.

6.2.6 Efficiency

We deduce the efficiency of the basic floating-point sampler from Theorem We first analyze
SampleZ,, :

Fact 6.5 There is a constant Cy, such that for any m > Cy,, and any 7 > 1, SampleZ,, (-, -, 7) performs
less than 41 trials on the average.

This can be easily derived from Fact using the error bound of Fact This ensures that the
algorithm SampleLattice,, performs ~ 6n? FP,,-operations as long as 7 = o(n).

Arbitrary bases To minimize the FPA-precision m in Theorem we need to evaluate log( HB_1 Hg) :
this is always less than = nlog(B) by Cramer’s rule. This leads to the constraint m > A + n¢ where ¢
is logarithmic in n and B, yielding a O(n?) bit-complexity as long as A = O(n), or O(n*) without fast
integer arithmetic.

The exact algorithm SampleLattice_, also has complexity @(n3) However, the constants are
likely to be smaller for the FPA sampler. Indeed, the exact algorithm must handle integers of size
log(maxi<;<n, Vol(by, ..., b;)), whereas the quantity 1og(HB_1HS) is typically smaller, though they have
similar worst-case asymptotical bounds. And the constants of the FPA sampler can be improved by
processing the basis, for instance using LLL reduction.

Furthermore, in cryptographic applications, we may focus on bases B of a particular shape. More
precisely, we will consider the following type of basis :

Small-inverse bases A sequence C = (C,) of square matrices generating ¢,-ary lattices of dimension
n is a class of small-inverse bases if there exists a polynomial function f such that for any basis B € C,,
IBIl, < f(n) and [B~L[, < f(n).

In particular, the bases used by the NTRUSIGN signature scheme [HNHGSWO03| form a small-inverse
class (see [HNHGSWO3]). For such bases, we only need m > A + ¢ for ¢ logarithmic in A. This still gives
a O(n?) complexity for cryptographic use (when A ~ n), but with much better constants.

6.3 Optimizing the FP Variant of Klein’s Algorithm

Overview We now describe our optimized sampler, which is more efficient than the basic sampler, due
to a better use of FPA. The analysis of the basic sampler showed that it was sufficient to compute ¢;
up to & X bits below the unity to get an error below 2~ on the output distribution. However, a careful
analysis of the rejection sampling algorithm (Alg. shows that most of the time, many of those bits
are not used : the precision of ¢; impacts the precision of p = ps+(x), which is only used to make a
comparison with a uniform random real € [0,1). For all j > 1, such a comparison is determined by the
first j bits, except with probability 277 (exactly when the j first bits of 7 and p match) ; and on average
only the two first bits are consumed to decide the comparison.
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However, we still need to decide properly this comparison even when the first j < A bits match, to
output a proper distribution. This suggests a new strategy : compute lazily the bits of ¢t; and p. We
first only compute most significant bits and backtrack for additional bits until the comparison can be
determined. We choose a simple laziness control, using only two levels of precision (for simplicity, but
also for practical efficiency). Informally, we choose k& < A, and compute ¢; up to a precision m’ that
only guarantees the first k bits of p, draw the first k bits of the random real r. If the comparison is
decided with those k bits, continue normally. Otherwise (which happens with probability less than 27%)
recompute ¢; and p at a precision m to ensure \ correct bits.

6.3.1 Description

Our optimized sampler LazySampleLattice,, ,, (Alg works with two floating-point types, FP,,
(high precision) and FP,,, (low precision), where m > m’. The algorithm works similarly to the original
one, except it now works most of the time at low precision m’. The subroutine for sampling over Z is
replaced by LazySampleZ,, ,,, which takes the usual arguments at low precision, plus an error bound,
and access to high-precision arguments : ¢ is precomputed thus requiring no special care, however, the
access to high precision value of ¢ is given through a function that takes no argument.

This new subroutine LazySampleZ,, ,, (Alg. works identically to the original SampleZ,,  as
long as the decisive comparison is trusted, i.e. as long as the difference |’ — p’| is higher than the error
bound 6,. Otherwise, the high precision is triggered, and high-precision inputs are requested through the
function F'. Then all sample trials are computed with high precision.

Algorithm 15 LazySampleLattice,, ,, : Lazy Gaussian Sampling over a lattice

Input: Same as SampleLattice plus low precision versions of y, B* and o;’s values : p/, B* : FPI'",
o} : FP,,, and an error bound 4,

Output: Same as SampleLattice

1: v,z 0:7Z"

2: t' + DecomposeGS,,, (c, B*') : FP",

3: for i = n downto 1 do
4 F«{()— (c,b}) — (z, [MT])} : (void — FPB,,)
5. z; < LazySampleZ,, (0}, 7,t;,0p,0:, F;) : Z
6: V< V+z b Z" t <t —z - FP,
7: end for
8: return v

Algorithm 16 LazySampleZ,,/ ,(¢/,7,t',6p : FB,/, 0 : FB,, F : (void — FPy,))

1: b —1/20" : FBy 5 Tax < [t +70"] : Z5 2min < [t' — 70| : Z; highprec « false : bool
2: z + RandInt(Zmin, Zmax) : Z; v’ + RandFloat,, () : FB,,

3: if not(highprec) then

4: p exp(h - (x—1t)?) B,

5. if |1 —p/| <6, then {t + F() : FB,,; h + 1/20? : FP,, ; highprec + true }
6: else if ' < p’ then return z

7: end if

8: if highprec then

9: 7 <+ ExtRandFloat,, ,,(r') : FP,; p<« exp(h-(x —t)?):FP,

10: if r < p then return z

11: end if

12: Goto Step 2.

6.3.2 Correctness

We need to determine a proper value for the error bound 6, in terms of the basis and m’ (the size
of the low precision), to ensure correctness. For this parameter, the lower the better, since it determines
the probability to trigger the re-computation of ¢ at high precision, as detailed in the next section. The
behavior of the new subroutine is analyzed by the following :
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Lemma 6.6 (Informal version of [6.23|) The behavior of LazySampleZ,, .., given approzimate in-
puts 0 £, and t =6, and 6,, is similar to SampleZ,, on input o,t under the condition :

5p > 0*O(€) + a0(0,) + O(8;) /o where € = gl=—m’

From this lemma, we prove the correctness of LazySampleLattice
result.

summarized by the following

m’,m>

Theorem 6.7 There exist constants Cy, Cr, Cy,, Cpr, Cs,, such that for any security parameter A > Cy,
and under Conditions A, the statistical distance between LazySampleLattice,, ,,, and SampleLattice

is less than 2= on the same input if the following conditions are satisfied :

7> Cry/Alogn

m > Cpy + A+ 2logy(||B7Y|,) +log, (4°n*qo®7?)
m' > Chy + 210g2(||Bil||s) + log, (ﬂ2n4(Q + 02)7'3)
dp > 27" where k =m' — (Cs, + 2log,(|[B7]],) +log, (4*n’70°q))

Furthermore, under those conditions, the integers manipulated by the algorithm can be represented by
low-precision floating-point numbers (FB,,, ) without errors.

The proof is given in Sec.[6.8.2] and the concrete bounds in Sec.

6.3.3 Efficiency

The error bound ¢, impacts the efficiency of the optimized sampler as follows :

Lemma 6.8 Under the conditions of Theorem@ each call to LazySampleZ,, ,, triggers high preci-
sion with probability less than 876,. On the average, the algorithm LazySampleLattice,, ,,,, performs
less than O(n*76,) high-precision floating-point operations.

Proof: At each trial performed by LazySampleZ,, .., the probability to trigger high precision is less
than 2§, : indeed it happens only if the randomness ' < [0,1) falls in the interval [p’ — d,,p" + J,].
It remains to bound the average number of trials performed by LazySampleZ,, ,, . The condition of
Theorem ensures that it behaves similarly to SampleZ,,. Thus, for a large enough m, Fact
ensures that the average number of trials is less than 4.

Triggering high precision during LazySampleZ,, ,,» requires O(n) high-precision FPA operations.
This subroutine is called n times, thus on the average less than O(n27'5p) high-precision FPA operations.
O

This leads to our main result : with Small-Inverse bases, the discrete Gaussian distribution can be
sampled in quasi-quadratic time, with an exponentially small statistical distance, and no sacrifice on the
quality compared to the analysis of [GPVO08].

Theorem 6.9 (Gaussian Sampling in quasi-quadratic time) Let (C,,) be an Small-Inverse class
of size-reduced basis. For any implicit function X\, such that A ~ n, and o polynomial in n, there exists
implicit functions m,m’, 1,0, of n such that, for any basis B € C,, generating a lattice L :
- LazySampleLattice,, ,,,,(B,0,¢c,7,6,) runs in expected time O(n?) without fast integer arith-
metic.
- A(Dp ¢.c, LazySampleLattice
with 1 = 272 /(4n).

B,o,c,7,6,)) < 27> whenever o verifies o > |B*||n,(Z)/v2r

m,m/(

Proof: For an small-inverse class of bases, the conditions of Theorem [6.7|can be satisfied with functions
verifying :
7 =0(/n),m = 0O(n),m = O(logn),s, = O(1/n°/?).

Lemma states that on the average, less than O(n275p) high-precision operations are performed,
which in our case is a O(1). Without fast integer arithmetic, The total complexity is thus less than
O(n?)O(m?) + O(1)0(m?) < O(n?). O
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6.4 Optimizing Peikert’s Offline Algorithm, General Case

Peikert [Peil0] proposed a different sampling algorithm, based on convolution, and inspired by
NTRUSIGN’s perturbation countermeasure [HNHGSWO03|. This algorithm offers a different trade-off
than Klein’s algorithm. At the cost of some quality (see [Peil0| for details). The online phase is essen-
tially a randomized variant of Babai’s simple rounding algorithm, and involve no floating points for g-ary
lattices, thus, it runs in O(n?) time, and even O(n) in the ring setting.

Recall that Babai’s simple rounding algorithm proceed as z = |x - B™!] - B. Peikert’s online phase
simply replace then rounding operation by 1-dimensional Gaussian Sampling. In the case of g-ary lattices,

Algorithm 17 Peikert’s Online Algorithm

Input: A basis B : Z"*" of a lattice L, its inverse B=! : R?*", a parameter o : FP,,, a target vector
tecR”
Output: An integer vector z € Z" following the Discrete Gaussian Distribution Dy, s over L of
covariance ¥g =02 -B!- B
1 x+t-B7!
2: for i = 1 to n do y; + SampleZ,, (o, z;,7)
3: return z <y - B

this can be implemented very efficiently using the fact that B~! € éZ : one can therefore implement the
phase using only operations mod q and ¢2.

Still, this bare algorithm samples a non-spherical Gaussian, so a perturbation, computed offline, is
added to the target points. However, the offline phase does require long-integer arithmetic, and it is not
fully analyzed in [Peil0] but seems to be O(n?) (even O(n*) without fast integer arithmetic) like Klein’s
algorithm.

Algorithm 18 Peikert’s Offline Algorithm

Input: A square-root L of ' = (s> —n?)Id — ¥ € S;F

Output: An integer vector z € Z" following the Centered Discrete Gaussian Distribution over Z" of
: 2 .

covariance 0°Id — g : DZ",\/m

choose x : R as a Continuous Gaussian of covariance Id

y=x-L

for i = 1 to n do z; + SampleZ,,(n,y;,7)

return z

Algorithm 19 Peikert’s Full Algorithm
Input: A basis B : Z"*" of a lattice L, its inverse B~! : R?*", a parameter o : FP,,, a target vector
teR”
Output: An integer vector z € Z" following the Discrete Gaussian Distribution Dy, , ¢ over L of covari-
ance o2Id
1: Choose p « Dzn,m (offline phase)
2: Sett' < t+p
3: Output z <= Dyn 5 ¢/

In the latter work of [MP12|, a new kind of trapdoor is build, and is ingeniously designed for algo-
rithmic efficiency, and geometric quality. While this allow an even faster online phase, the same kind of
offline generated perturbation is required. We refer to this common perturbation generation as Peikert’s
Offline Algorithm.

6.4.1 Efficiency of Peikert Offline phase

In both [Peil0,MP12], the online phase samples from a non spherical Gaussian, of variance g =
oB'B € S for some matrix B and some scalar o > 7,(Z). To achieve sphericity, one can perturb the
target vector by adding another discrete Gaussian noise, of covariance X such that 3 + g = s - Id for
some scalar s. This noise is generated by the offline phase described in Alg.
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To implement this, it is suggested in [Peil0| to compute a square root L s.t. LL* = ¥’ via a Cholesky
decomposition. The parameters selected to reach security A are n = 7 = 1,(Z) = O(v/A). The choice
of the floating-point precision is not discussed in [Peil0,[MP12|, however as quick analysis shows that
one should take m = A + ¢ where ¢ is logarithmic in n, s and 7. Thus, a naive implementation would
have a running-time of O(n?)\?), the main cost being a non-structured matrix-vector product : that is

n? floating-point operations, at precision O(}).

6.4.2 Applying Laziness to Peikert’s Offline Algorithm

Like in Klein’s Sampling algorithm, the offline phase of Peikert’s algorithm [Peil0] only uses non
integer values to compute the input of the SampleLatticeZ,, (7, -, 7) subroutine. High precision bits of
this input are useless except with small probability : one may apply the laziness technique to improve
efficiency to O(n?), by replacing the subroutine by LazySampleZ,, ,,. We sketch a proof : details and
concrete bounds can be adapted from Sect.

The floating-point computation y; = 2?21 z;L;j; with m bits of precision produces an error less
than O(n? ||z||, |L||, €) where ¢ = 2!~ For 7 = O(y/n) we have that |z|_ < 7 with overwhelming
probability, and ||L|| < ||L||, < s since L'L = C’ < ¢?Id. The error propagation is thus polynomial in
n, and Lemma [6.6] ensures correction with the following parameters :

T =0(/n),m = O(n),m' = O(logn), s, = O(1/n?).

Similarly to Lemma one easily proves that, on average, less than O(n?76,) high-precision operations
are performed, which in our case is O(1). Without fast integer arithmetic, the total complexity is thus
less than O(n?)O(m'?) + O(1)O(m?) < O(n?). O

6.5 Reaching Quasi-Linear Complexity in the Ring-Setting R =
Zo[X]/(X* £1)

Laziness, our second improvement over the Offline when used in [Peil0,MP12] is simply to select
another square-root algorithm to preserve matrix structures. Indeed, if B is structured (block-circulant
or block-anti-circulant), then ¥ = sId — B - B? has the same structure by Fact ; but that structure
is broken by the Cholesky decomposition.

Instead, we suggest to use a another square-root algorithm, like the Babylonian Method, or the
Denman-Beavers iteration [DB76], since, as it we will show in the next section preserve some structures.

6.5.1 Structured Square-Root for R = Z,[X]/(X? + 1)

Specific Properties of the Ring-Setting R = Z,[X]/(X®+1) We show that in those Ring-Setting
it is possible to use a structure-preserving square root algorithm. It includes many popular Ring-Setting
for cryptography purposes : Z,[X]/(X? — 1) for the class of NTRU lattices [HNHGSWO03|, and some
cyclotomic lattices Zy[X]/(®,,) the m-th cyclotomic ring, when m is a power of two, made popular by
the hardness results of [LPR10].

When P(X) = X*—1 (resp. P(X) = X®+1) the integer representation B € M"**%(Z) of any R-basis
is a b-block circulant, (resp. b-block anti-circulant) matrix, i.e. a matrix composed with (b x b)-blocks of
the form :

a1 az - ap al a2 ap
ap ai - ap—1 —ap a1 - Ap—1

,  Tresp.
0:2 ab. dl —;12 —a.b all
The family are noted Cp (resp. Ap).These two family are of matrices is stable under ring operations
(addition, product and inverse, when defined) because of the ring isomorphism with matrices over R. Such
isomorphisms also exist for other polynomials P, defining other b-block structures. However, circulant
and anti-circulant structures provide a key property for our improvement :

Fact 6.10 Matrix families Cy, and Ay are stable under transposition.

From this, we deduce that ¥ = sId — B- B’ € C, (or A;) when working in those rings. At this point one
would want to find a square root of 3 that is still structured. Interestingly, the solution is to be found
in algorithms that were designed to a extract a different notion of square root ; namely the Babylonian
Method, or the Denman-Beavers iteration [DB76]. Indeed, those algorithms are searching for an Y such
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that Y - Y = X, without symmetry requirement on X, and no guarantee of convergence in general.
Lemma will prove that given an input X € S, they converge (very fast), to some Y € ST |
ensuring that Y- Y = X, as we would like. It also proves structure preservation. For simplicity, we focus
our proofs on the Babylonian method (a special case of Newton iteration), but the Denman-Beavers is
better in practice, both for convergence speed and numerical stability.

Definition The Babylonian Method approximates the limit of the sequence :

Yo(X) =1d;  Yj1(X) = (Yi(X)+X - Yi(X)™H)/2 (6.2)

and if this sequence converges to an invertible limit Y (X), it must verify Y(X) = 1 (Y/(X)+X-Y(X)™1),

which is equivalent to Y (X)-Y(X) = X. The Denman-Beavers iteration is similar, using the sequences :

{YO(X) =X {Yk+1(X) = (YR(X) + Zeg(X)71) /2
Zo(X) =1Id Zp1(X) = (Ze(X) +YR(X)™) /2

it verifies the invariant Yy, - Z,;l = Z,;l ‘Y = X, and if it converges, the limit Y of Y, verifies Y-Y = X.

(6.3)

Lemma 6.11 Let X € S be a definite positive symmetric matriz, then the Babylonian Method, as
defined by the sequence Yi(X) in converges quadratically® to some Y (X) € S;f. Furthermore, if
X € Cp (resp. Ap) then Y (X) also belongs to Cp (resp. Ap). Similar results also hold for the Denman-
Beavers iteration .

Proof: Since X is a definite positive symmetric matrix, it can be written as X = QDQ! where D
is a diagonal matrix with strictly positive entries and Q is orthogonal. By induction, one proves that
VE>0,Y,(X) =Q-Yi(D) Qf, where Y, (D) is also diagonal. The i-th diagonal entry of Y (D), noted
y,(:) verifies y,(:ll =1 (y,(f) + Dy /y,(j)). This sequence corresponds exactly to the Babylonian Method
on the real number D, ;, which is known to converge quadratically® to y/D; ;. Thus, Y (D) converges
quadratically to a diagonal matrix D’ with strictly positive entries, ensuring that Y;(X) converges to
QD’Q! which is definite positive symmetric.

Now, for structure preservation, consider the set S, of b-block circulant matrices in M,,(R). This
set is stable by sum, products and inverse (when it exists). Thus, if X € S,, 5, by induction we have that
Vk > Y(X) € S, p. It remains to note that Sy, 5 is topologically closed to conclude on the limit.

Proofs are similar for the set S;, , of b-block anti-circulant matrices, and when replacing the Babylo-

nian Method by the Denman-Beavers Method. ]

Finally, we note that intermediate results of those algorithms are also structured, reducing the com-
plexity of each step by a factor O(n).

6.5.2 Improved Efficiency

Assuming the square root L of 3 was pre-computed using one of the structure preserving square-root
Algorithm described below, each computation of y = x - L at precision m’ can now be done in time
O(nm’?), but some coordinate may need to be recomputed at precision m. Using a similar analysis than
Sect. with :

7 =0(/n),m = O(n),m = O(logn), s, = O(1/n"/?).

we show that the average! time spent on the computation of y = z - L is indeed O(n).

Comb Laziness and Structured-Square-Root, we move the complexity bottleneck to the LazySampleZ
subroutine, which is called n times and requires O(7) = O(v/A) trials in average. For A ~ n, this leads
to an overall average complexity of O(n!-%).

To reach quasi-linear complexity we need a third trick, detailed in the next section (Sec. . There,
we improve the rejection sampling algorithm SampleZ so that it only needs a constant number of trials
on the average. This is done by sampling from a distribution before rejection that is much closer to the
target distribution than the uniform distribution used in SampleZ.

Combining the three techniques, we eventually obtain an implementation of Peikert’s offline phase
which runs in average* quasi-linear time. These results also apply to the recent variant of Micciancio and
Peikert [MP12].

3. The number of correct bits grows quadratically with the number of iteration k : |sp — so| < ¢ 2=k for some
c,c >0
4. We explain what we mean by average. As high-precision is triggered independently with small probability over n trials,
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6.5.3 Gaussian Sampling over Z with Constant Trials

In this section we provide a better algorithm to sample from the distribution Dz , . tailcutted with
parameter 7 for a fixed value of o. We still use rejection sampling, however we replace the uniform
distribution over {[c — 7o]...[c + 70|} by a (tailcutted) discrete Gaussian distribution Dz, |c1. It
verifies two essential properties for our application : first it can also be sampled very efficiently, using
O(log(70)) access to a precomputation table of O(70) elements. Secondly, it fits better to Dz , . than
the uniform distribution, thus improving the acceptance rate of the sampled value, leading to a faster
sampling algorithm.

Sampling from Dz, . for an integer z € Z. Trivially, the problem can be reduced to sample
x + Dy .0 and output =z + z € Z. For fixed values of o and 7, this is doable very efficiently using
a precomputation table : let T[—[7o]|...[70]] be a table containing the value cumulative distribution
function of Dy .. Then one may sample from Dy .o by choosing a uniform random real r € [0,1) and
outputting the only ¢ such that T[i] < r < T[¢ + 1]. Finding such an index 4 can be done using only
O(log(70)) access to the table T' by a binary search. Yet in the next chapter 7] we will develop alternative
algorithm for this task without such a large precomputation table.

Acceptance Rate. The rejection sampling technique samples x <— D’ and accepts this sample with
probability rq(z) = aPyply = z]/Pyp'[y = z]. The parameter a must be chosen so that r,(z) <1
for any x in the domain of D’. iterating this process until acceptance produces a sample following the
distribution D. In our case, we have D' = Dz, |1 and D = Dz, .. We note ¢’ = ¢ — |c] the fractional
part of ¢. The acceptance rate r,(x) of each element x is as follows (ignoring smoothing issues) :

(@—o)? _(@—lc)? 2ac! 2—le)?
ra(@) = ac S /oS ot o

Using the tailcut distribution, we have |z| < 7o and |¢|’ < 1/2, thus e =% € [e=7/7,e7/?]. Choosing
T C2*LCJ2
a=e 7 <2 , weobtain that : ro(z) € [e727/7,1].

Application to Peikert’s Offline Algorithm. To reach a security level )\, Peikert’s offline phase uses
samples from the tailcut distribution Dy , . for parameters ¢ = 7 = O(V/\). For such parameters, the
acceptance rate of each z in the tailcut domain verifies 7, (x) > e~2, thus rejection sampling terminates
on the average after less than e? trials.

However its not clear in general if this alternative rejection sampling should be used for Klein’s
sampler : it requires samples from Dy ,, . for n different values of 0;, and those values may be quite large
(even exponential) thus preventing us from using the precomputation table 7.

6.6 Mantissa Sizes in Practice

For the sake of readability, our theorems were formulated asymptotically, but all our results can also
be stated in a concrete manner. For practical implementation, one should rely on an ad-hoc approach to
derive better bounds (such as done in [PS08|). However, it seems interesting to have at least an estimate
of concrete mantissa sizes. Note that our Lazy variants of those algorithms do not compute more low-
precision operations than the original algorithms (plus a small amount of high precision operations), thus
our improvements are fully stated by the mantissa size of those operations. Qur final concrete results are

given in Section

Nominal Low Precision The nominal Low Precision is defined as N = log,(bd,/€¢') where ¢ and 4,
refers to the parameters for low precision floats of Lazy Sampling, and b is the block-size in the Ring-
Setting (taking b = 1 when non Ring based acceleration is used). The importance of the Nominal Low
precision is the following : for each bit over this value for the low precision mantissa size m’, the average
ratio of high precision operation over low precision operation is halved. Namely, only a oN=m" fraction

the running times of the optimized Klein’s Sampler and optimized Peikert’s Offline Phase are bounded by some function
(5(112)7 except with negligible probability. However, when applying laziness in the ring setting, triggering high-precision
once in the whole algorithm raises this instance’s running time to @(n)\Q) : only the average cost is below that bound. And
dealing with average running times is less problematic in an offline phase, than in an online phase which is more subject
to timing attacks.
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will be done at high precision out of the O(n?) operation of our Klein’s Algorithm variant, or O(n?/b)
of Peikert’s Offline Algorithm where b is the block size.

Application to NTRUSIGN type bases The NTRUSIGN lattices are the most compact trapdoor-
lattices known for cryptographic applications, but no provable-security property is known for such lattices.
Still, the closest vector problem for this class of lattices is believed to be hard, but the NTRUSIGN signa-
ture scheme needs to be repaired against information leakage [NRO6L[DN12b] of the signature algorithm.
This make them a good candidate for testing the practicality of Gaussian Sampling.

From the results of Section we derive concrete bounds for mantissa size, when applying Algo-
rithms [Kle00,/GPV08,[Peil0] over NTRUSIGN basis, described in Table While the non Lazy variant
has to run all operations at high precision, this table shows that taking standard double-precision float
as low precision (53 bits), less than one in a million operation will be done at high precision. Yet, those
figures might needs small adjusments because applying the technique of [GPVO08| would increase the
acceptance threshold.

TABLE 6.1 — FP Klein’s Algorithm on NTRUSIGN-type basis

Security Parameter : A 80 112 128 160 192 256

Dimension : n 314 394 446 526 626 698

Smoothing Parameter : 7, (Z) 44 5.1 5.5 6.1 6.6 7.6

FPA-Lazy Klein’s Sampling [Kle00}/GPV0S]|

Quality : || B|| /v/n 61.8 | 73.6 | 73.4 | 139.9 | 144.0 | 165.5
High precision : m = — log,(€) 116 150 170 206 242 300

Nominal Low precision : N = log, (6, /) 26.3 | 26.9 | 30.7 | 32.3 | 32.9 | 33.5
FPA-Lazy Peikert’s Offline Algorithm [Peil0l[MP12]

Quality : || B|, /vn 335 | 399 | 429 | 902 | 976 | 1122
High precision : m = —log,(€) 107 | 140 | 157 191 222 287

Nominal Low precision : N = log,(bd,/€') 254 | 263 | 275 | 282 | 28.9 | 29.2

All parameters measurements leading to those bounds have been done out of the worst case of 50 bases of each
size.

Application to the New Trapdoors of Micciancio and Peikert [MP12] While NTRUSIGN lat-
tices seem to provide reasonable security in practice, there are other constructions providing trapdoors for
random (or pseudo-random) lattices |[Ajt99,,AP09,[MP12|. Such lattices enjoy very strong security notion
(such as worst-case to average case connection), but are still far from the efficiency of the NTRUSIGN
heuristic trapdoor generation.

The most efficient construction so far is the one of Micciancio and Peikert [MP12], and it has been
crafted to improve the online efficiency of Gaussian Sampling. Using their proposed parameters, we obtain
a nominal low precision of less than 30 bits (and less than 38 bits in the Ring-Setting). Independently
of other potential improvements, it means that laziness allows to run their offline phase using mostly
double-precision.

6.7 Technical Lemmata

6.7.1 Error Propagation of FPA Operations

Fact 6.12 (Error propagation during a product) Let m € Z be a positive integer and ¢ = 21~™,
For any a,b € R and 64,5, € R :

[(@a 4 6a)(b+ d) — ab|] < |adp| + [bda] + [040s]

Similarly, the floating-point product verifies for all a,b € FP,, : if |a —a| < 6, and |b - B| < &y, where
205 < |b], then B
|(@5%B) — ab| < [ady] + (18] +18,80] + (Jal + 18]} ([b] + |8 e

Fact 6.13 (Error propagation during a division) Let m € Z be a positive integer and ¢ = 2'~™,
For any a,b € R and d,,d, € R where 2|5,| < |b|, we have :

a+ 0, _a
b+d, b

2
< = 1dal +

2a
By b

|9 |
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Similarly, the floating-point division verifies for all a,b € FP,, : if |a —a| < &, and ‘b — l_)’ < 0y, where
26, < |b], then
28] + lal (1+ 213

|5b| +2
0]

- a 2 2a
’(a/b) _g’ < m|5a|+ n

Lemma 6.14 (Propagation of errors during the computation of a sum, adapted from [PS08))
Let m € Z be a positive integer and € = 2'~™. Let a; € R, and a; be a floating-point approzimation of
a; such that for i <n |a; —a;| < 6;, with 6; > 0. Let @; be the intermediate values of the floating-point
computation of a sum, i.e. Uy = 0,441 = U;+a;, and u; = Zgzl a;. Then the error on the final result
satisfies :

n n
Aty = |ty —up| <enK"S+ (1 +enK")Z5i, with S = Z|ai\
i=1 i=1

where K =1+ e.

6.8 Proof of Correctness Theorems |6.3| and 6.7

The proofs of those theorems involve many technical lemmatas, which are proved in the next Sec-

tion [6.8.3] and [6.8.4]

6.8.1 Proof of Theorem (6.3

Here, we prove Theorem [6.3] restated for reader convenience :

Theorem 6.15 There exist constants Cy,C,,Cy,, such that for any security parameter X > C), and
under conditions A, the statistical distance between SampleLattice,, and SampleLattice_, is less
than 2= on the same input if the following conditions are satisfied :

T > Cr/Alogn m > Cp, + A+ 2logy(||B7Y|,) + log, (4°n* (g + 0*)7°)

Furthermore, under those conditions, the integers manipulated by SampleLattice,, can be represented
by floating-point numbers without errors.

The proof requires various facts and lemmas, whose proofs are given later in this section.

We set the mantissa size m, and the inputs, B and ¢ and analyze the statistical distance between
SampleLattice,, and SampleLattice_ , by bounding the error propagation of each step, until full
decomposition.

We let z; be the distribution of the sampled values (z, . . . z;) during the execution of SampleLattice ,
z; be its analogue for SampleLattice,,, and we use the following statistical distance :

1
Azi = Mz, 7) = 5 > |Pr[zi =y]—Prz =y]|

yEZn—i+1

The statistical distance between the two algorithms is given by Az; = A(z1,%1) as there is a one-to-one
correspondence between the output v and the sampled z = (z, ... z1).

Algorithm 20 ConditionalSample,, : Conditional Distribution of z;

Input: same as SampleLattice plus an index i : Z, and y = (y,, ... yiy1) : Z""°
1: t + DecomposeGS(c,B*) : FP

for j =n downtoi+1 do
ti =t —yj - prji - [y

end for

z; « SampleZ(o;,t;, T)

return z;

A 4
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Propagation of statistical distances. We define 2} (resp. z}) as the distribution of z; of the sampling
algorithm SampleLattice_, (resp. in SampleLattice,,), conditioned by (z,...z;+1) = y. Those two
distributions can be sampled by the ConditionalSample_ (resp. ConditionalSample,,) version of
Algorithm [20, and we define the associated statistical distance : Az} = A(zY,z)). Similarly, we define
tY (vesp. t;) as value of ¢; under the same condition z;; =y.

Fact 6.16 (Recursive bound on Az;) For all i < n we have the following :

Az; < Azjpq + Z Pr(zi, =y| Az
yEezZn—i

Bounding Az). The statistical distance between the results comes from two sources : the intrin-
sic imperfectness of SampleZ which use FPA operations compared to the exact distribution with
similar parameters; and the FPA errors made while computing &; and ¢. More formally : AzY =
A(Dy, o, v, SampleZ(d;, t7)). We keep on decomposing the error using the following Fact :

Fact 6.17 (Asymptotic statistical distance of SampleZ) Let d;,d, be any implicit positive decreas-
ing function of m that converge to 0 as m — oo, and let € = 2'~™. Under the conditions o, 7 > 4, for
any t € R and any (implicit functions of m) t,5 € TP, such that |t —t| + |t| e < 6 and |0 — | < 0, the
statistical distance A(Dy, o, SampleZ,,(G,t)) is upper bounded by :

ESampleZ(Uia 7, 5t7 50’3 6) ti:éf M + go(at) + T302O(€) + 7300(60)

where 8, = 26;/(10) + d,/0 + 2¢

A proper bound for §, < E,, = o;¢ follows from assumptions A. A bound on §; follows from the
following Lemma :

Lemma 6.18 (Error during the sampling loop) Under Conditions A, and if ||y|;, < 9§, the final
error AtY made by the floating-point version of algorithm is less than

. o 4.3 o N n? N .
Eloop(i,€) & (fn2q + 2.4npg + 3.1\/ﬁqr) € < (?Zq +nig + \/ﬁqr) O(e)

where i = max, (b7 ), # = minf_, (|b2]) and ji > |jsi,] for any i, j.

Note that this bound verifies Eioop (9, €) > [t¥] € whenever ||y||; < g, allowing us to take §; = 2Fjo0p (7, €)
when applying Fact [6.17] It remains to eliminate vectors y that are in the tail of the distribution using
the following lemma.

Lemma 6.19 (Tailcut of z; distribution) Under Conditions A, for §j = n(q+ 7o) ||B™!|
have for all i <n :

4 then we

Pr H|Z2H1 Z ?ﬂ S 4f-Etailcut(T» 0)

We set § = n(q+70) |B7!|
up those bounds and conclude.

o and p; = Etailcut(7'7 2Eloop(?37 6) + 36) > Etaileut (T, O)- We may sum

AZ; <4np, + Z ESampleZ(Ui7 T, Eloop (?3, 6); Ecn 5 6)

i=1

~(p. T X
<dnp,+ ) (192 + O_—i(’)(Eloop(y, €)) + m3020(e) + 730,-0(A0—Z-)>
=1

n Dy - A )
< 4np; + ; (2 + EO(Eloop(ya €)) + 7—3‘71‘20(6)>
Eloop () = (”QQf_l +n? HB_1 HS (g + 7o)+ \/ﬁqf) O(e)
<n?p B_1||S (g+710)O(e) since o > 47 and 7! < nji

B,
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It remains to use the inequalities o /7 > o; > 4 from A to conclude :

AZy <nO(pr) + Z [n?’[z | B71HS (q+70) + T30*n?[i? HBleﬂ O(e)
i=1

<nO(p-) + {n4ﬂ HB_le (q+70) + m30%n3n? |‘B_1||ﬂ O(e).

Note that p; = Fiailcut(7; 2E100p (J; €) + 3€) is less than Eiajicut(7,0.1) < 7e=0C) for a large
enough mantissa size m, thus for a certain constant C;, the condition 7 > C-1/Alogn ensures that
the first term (nO(p,)) is less than 27*/2. Similarly, for a certain constant C,,, the condition m >
Crm +A—2log, (|| B! ||b) +1og, (4?n*(q + 02)73) ensures that the second term is less than 27* /2, which
concludes the proof. O

6.8.2 Proof of Theorem 6.7

Here, we prove Theorem restated for reader convenience :

Theorem 6.20 There exist constants Cx,Cr, Cy,, Cpr, Cs,, such that for any security parameter X >
Cx, and under Conditions A, The statistical distance between LazySampleLattice,, ,,, and SampleLattice,,
is less than 2= on the same input if the following conditions are satisfied :

7> Cry/Alogn

m > Cp + A+ 2log2(HB_1HS) +log, (#°n'qo?r?)
m' > Cr + 2logy(||B7Y|,) + log, (2°n*(Q + 0*)7°)
8p > 27" where k = m’ — (Cs, + 2log,(||B™||,) + log, (2*n’707q))

m

Furthermore, under those conditions, the integers manipulated by the algorithm can be represented by
low-precision floating-point numbers (FB,,, ) without errors.

Proof: We proceed by proving that the condition on J, is sufficient to apply Lemma The rest of
the proof is similar to the proof of Theorem on the correctness of SampleLattice,,.

As in the proof of Theorem we take § = n(q+70) HB’1 ||S and using Lemma and Fact
we obtain that the error made on ¢, during its computation at low precision is less than Figep(y,€) =
n?i(q+70) ||B_1 HS O(€'), except with probability less than 4 Eyajicut (7, 0). The error on the low precision
o; is less than o;¢/. We recall that o/7 > o > 1 and that 7 < (1 + nj) }B_1||S. Thus, the following
parameters are valid to apply Lemma [6.23|:

8t = 2B100p(§,€') = n’fi(q + 70) || B, O(€)
b5, =noju| B! Hg O(€)
6, = n’(ro* + q)i* ||B71||§ O(¢)

The rest of the proof is similar to the proof of Theorem O

6.8.3 Errors During Gaussian Sampling over 7Z

The following fact have been simplified to improve readability : the result is only given asymptotically
and is not tight, and a factor ~ 72 is lost compared to our optimal proof.

Fact 6.21 (Asymptotical error during the computation of p) Let ;,6, be any implicit positive
decreasing functions of m that converge to 0 as m — 0o; as well as € = 2™, Under the condition
o >4, forany v € Z, any t € R and any (implicit functions of m) t,6 such that |t —t| < &6 and
|0 — &| < 6,, then we have the following asymptotical bound on the error Apyi(x) = |poi(x) — psi(z)]
using FIP,, arithmetic :

Apoi(x) < O /o + (1+ (x = 1)*)O(e) + (v — 1)*/0)O(85) = E,(0, 61, b5)
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Proof: We will often use the following elementary fact : for any (implicit) function = of m, we have
O(z(140(1))) = O(z). Note that by definition, €, d;, d, are o(1). The constraint on o from A ensures that
x/o < x/4 : thus, writing O(z) /o = O(z) is allowed, as the function behind O can be made independent
of o.

The error during the computation of o2, according to Fact is less than Ao? = 00(6,) +020(e).
The error on the constant 7 is O(e), and we can apply Fact to derive an error bound on h :
Ah = |h—h| < O(e) + O(3,) /0.

For sufficiently large m, we have |z| < 2™, which ensures that there is no error made during the
implicit conversion of z to a floating-point number, i.e. Alz] = |z — Z| = 0.

We derive successively the following bounds :

Alz —t] = |(z —t) = (z=1)| < O(1) + [z — 1] O(e)
Al(z —t)?] = ‘(x — )2 — (@=0)*?| < 2|z —t| Az — t] + (|z — t| + Az — t])%e
<o —t[O(6) + (z — 1)*O(e)
Alh - (z — )2 ‘h (& — )% — h% (z20)%2
< Bl Al(z = 1)%] + (2 = t)*Alh] + (h + A[R])((z — 1) + Al(z — t)*])e
<1/0% (O(8) + (z = )*0(e)) + (& = )* (O(e) + O(3,) /o) + ((z = 1)*/o*)O(e)
<O) /o + (x —)?0O(e) + ((z — t)*/0)O(0,)

We then use the assumption on the floating-point implementation of exp, and conclude using the fact
that exp is 1-Lipschitzian over | — oo, 0]

Apg i |Po— t(z) — ﬁ&,f(x)’ = |exp(h (z—1)?%) - eip(ﬁi(m;t_)QH
< lexp (k- (z—1)%) —exp (hx(z=1)*)| + e < A[h- (z —t)°] + e

However, with more technicalities one may prove the following.

Fact 6.22 (Error during p computation) Let m € Z be a positive integer and ¢ = 2'~™. Let t,5 €
FP,, be at distance respectively at most 6, and d, from t,oc € R. We also assume that the following
mequalities hold : 0 > 4, 06, < 0.01,8;, < 0.01,0%€ < 0.01. We then have the following error bound on

Apyi(z |pc, " p57g(x)| for any integer x such that |x| < 2™ :

7
Apy () <1002 + 4.300, + =0,
o
Proof of Fact : Error during the Sampling over Z

Proof: Let zp;, =t — 70 and Ty, = t—7XxG. The error AZmin = |Tmin — Tmin| 18 less than §; + 7, +
270€ = 70d,. One derive a similar error bound for z. =t + 70.

We now define X = ZN[Zmin, Zmax] and bounds p-x = Pr[~(z € X)|x - Dz o] using Corollary[6.25]:
P-x < 3Ftaiteut (T, 07) < 3Etaiicut(4,0.1) < 0.01 as 4§, < 0.1 for suf‘ﬁciently large m.

We set Rx = po+(X), Ry = ps(X), define Ap(x ’pgt — ps,i(z)|- Note that |Rx — Rly| <

Ap(X) = > sex Ap(x). We now focus on decomposing the main error term :

2A(Dz o1, SampleZ,,(7,t,7))

< Z |Dz,5+(x) — Pr[SampleZ,,(7,t,7) = z]| < p_x + Z Poi(T) Ps ()

/
TEZ zeX Rx RX
1
<px+—o—r Y |Ryps Rxpsi(r
P-x RXRX;’ ' por(x) — Rxpoi(x)]
1 / /
<px+ oo Ap(X)Ry + |Rx — Rx| Y pos()

zeX

AR+ Ap(X)Rx] < pox + ( Rl RlX) Ap(X)
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We can bound Ap(X) using Lemma :

(X) S Z Apa,t(x)

rzeX

< Y00 /o + 1+ (= 1)*)O(e) + ((x = )*/0)O(5,)

reX
< #X (O(ét)/a +(1+ T25'2)O(6) + (7’262/0)(9(50))
< 10(8;) + m2030(€) + 2620 (6,)

We now study lower bounds for Rx and R’y. We have :

Rx=Y e % © > (1= pox)pos(@).

For + = 0.01, Lemma [3.18| shows 7,(Z) < 2.6 <4 < 0. As fol pot(Z)dt = [%_ poo(x)dz = o, the bound

from Lemma [3.17| gives o € h—jri, 1} Po0(Z) and py4(Z) € h—jri, 1} po.0(Z), which let us conclude

1 \2
Rx > (1—p-x) <1+i> o> 090

For R’y we use the fact that |[Rx — R | < Ap(X), thus, for large enough m : Ry > 0.80. We can
conclude :

3E11:ailcut (T, 57')

A(Dz, .+, SampleZ,, (5,t,7)) < 5

+ 50(5 )+ 73620(€) + T30 0(6,)

Error during the Lazy Sampling over Z

Lemma 6.23 Let m,m’ € Z be positive integers, with m > m' and e = 21=™ ¢ = 2= Let t, o € FB,,
and 7,t',0’,96, € P, such that |t —t'|+t| € < §; and |0 — 0’| < 0,, 0 > 1. We assume Eiajicut (T, 67) <
0.001 with 6, = 0;/(10) + 6, /0 + 2¢' as well as |t'| +Tx0’ < 2™ . Finally, let F = () — t be a constant
function of type (void — FP,,). If the parameter &, verifies §, > 40%€' + 1.708, + (1.7/0)8;, we have :

3Btailcut (7—7 67)

A(Dz,yt, LazySampleZ,,: ,,, (o, 7,t', 6,0, F)) < 5

+ Z(9(&) + 73020(€) + 130 0(5,)
o

Proof: Let zyiy =t—70" and z,, = t'—=7x3’. The error Axpin = |Tmin — Thyiy,| 1s less than 6, + 70, +
/

270€¢’ = 706,. We have a similar error bound for xpax = t + 70. We now define X = Z N [z] .., Thax)

and bound p-x = P(—(z € X)|z < Dz,,,) using Corollary [6.25]: p-x < 3FEktailcut(7, 0-). We denote by
p (resp. p') the computation of p at precision m (resp. m’). For z € X, we obtain using Fact [6.22] twice :

Ap(x) = |Pop = Py s
< |po,t(z) - Pa,t(l”)| + |p<7,t(x) - /_):Tl,t/ (1‘)|
1.7
< 1.602%¢ + 1.60%€ 4+ 1.706, + — 6,
o

1.7
< 3.20%¢ +1.706, + =0,
o

We note that ¢, > Ap(x) + 2¢/, which ensures that high precision is triggered whenever the random
real 7' € [0,1] falls in the interval [p), . (¥) — Ap(x),p. () + Ap(z)]. Thus, whatever the value
of the boolean variable highprec, and for some chosen z € X, the behavior of the main loop of
LazySampleZ,, (o', 7,t',6,,0,F) is similar to the original SampleZ,,(o,t, 7).

The rest of the proof is similar to the one of Fact O
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6.8.4 Error during the Sampling Loop

Fact 6.24 (Error during the Decomposition over the Gram-Schmidt) Under conditions A, the
error At! made by the floating-point version of DecomposeGS algorithm on the i'" component is less
than

Egec(€) = (?)anq + 3\/ﬁqf) € < q (n*F 7t + /i) O(e)

Proof: We bound the error on ¢! after its decomposition over the Gram-Schmidt basis. First, let us
analyze the error on the sum for y; = 3", @b} ;.

The values x;’s are integers computed exactly, bounded by ¢. This leads to a maximum error of ge when
converted to float, thus the error on the product z;b} ; is by Fact (6 -less than 2gr;e+q(1+e€)r;(1+e€)e. As
€ < 0.01 we can bound this error by the simpler Value 6; = 3.03¢qr;e. Finally, the sum S = ZJ 1 ‘a;] ‘
is bounded by ngr;.

We can now apply Lemma and deduce :

N

n?K"qrie + (1 + nK"e) Z 0;
i=1
1.1n2qrie 4+ 1.01n(3.03qr¢€) < 1.5n2%qre

|Ayi|

IN

Note that this computation intends to compute y; = (c, b¥), thus |y;| < ||c|| x ||[bf|| < v/ngr;. This
bound also implies ¢! < \/ng/7 . To conclude, we use Fact :

2A1—|— 4 1+ 2¢ 2+46 2.04 i
AL < Q\A |+2|2‘ er? +2 Ayl L‘Zl( ) |Ayi| + 3yl e + |y|
T3 % ’L z
3.1 3 3.5
< ZZnlge+ 3v/ngrie + ﬂé < “=nPge + 3v/ngie = Egec(€)
i T r

Proof of Fact |6.18 We first unroll the computation of £/ as : t = t{ =3, y; j, in this summation,
the errors on the inputs are bounded by :

— 60 = Egec(€) the bound previously proven for the term ¢! in Fact [6.24

= 2|yi| e + ys| (1 + €) (1 4 k)e < |y;| 3.03f1e = 0; for the term p; ;y;.
Furthermore, the sum S = |t/| + > j>ilYjHi,j| is less than @ + 4 ]lyll;- We apply Lemma once
again and deduce :

[
At < ek (il ) (1 k™) Bacele) + Y 3031 e
j=1
T N ~
< 1n (f_q T |y||1) ¢+ (1 -+ 2n6) (Eace(e) + 3.3t [y, o
< 1.1n<fq )e+1.01Edec(e)+3~1ﬂ|y||16
11 4, X 36 , R )
< —n qe+2nu||y||1e+7ﬂ qe +3.1v/ngie + 3.1 ||yl €
4.
< <;n2q+2.4nﬂ@+3.1\/ﬁq7‘>eEloop(@aﬁ) U

6.8.5 Other proofs

Corollary 6.25 (Tailcut error, Corollary of [MRO04), Lemma 2.10] ) Let L be an n-dimensional
lattice, . < 1/2, 0 > n,(L)/V2r, 7> 16, € (0,1) and c € R". For x < Dy , . we have :

Pr H|X - CH > (1 - 57)7'0'] < 3Etai1cut(7_7 §T)n

de _ _ 2_2
where Eyajicut (7,07) = 7v/2me - e~ (1707)°7°/2,
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Proof of Fact [6.16]

QAZZ' = Z Z Pr [Zi = (l'n, ey T4y y)] —Pr [Zl = (xTH s 7$i+lay)]‘
ern7i yGZ
= 3 X |Prla =X Pr[s = y) - Prlzn = x| Pr(z =1
ern—i yGZ
= Y X |Prlain =X = Prlz =) Prf =y
XEZLN—t YEL

+ | (Prlz = y) = Pr [ = y]) Prlziss = x|

< ‘ Pr(z;11 =x] —Pr(z;4; =% ‘ ZPr
PRV YEL
+ Z Pr(zi+1 = x] Z ‘ Pr[zf =y] — Pr[zF y]
XEL™ YEZL

Using the fact that }° ., Pr([zX = y] = 1, we conclude that :

Az; < Az q + Z Pr(z;11 = x] AzFO

xeZn—t

Proof of Lemma [6.19] By the definition of the exact algorithm, the distribution of x < z; is such
that v = x - B approximately follows the distribution Dy, ¢ . More precisely, A(v, D c) < 2ne < 0.02
according to the proof of Theorem [6.1] and assumption A.

We apply Fact to deduce :

Pr [HX — C|| > TO'] <1.02- SEtailcut(Ta 0)" < 4Etai1cut(7-7 0)

thus, except with probability less than 4FEgajicut(7,0) we have ||[v —c|| < /n7o. In this case ||v| <
Vi (g+7o) and [[x|| = ||[v-B7H| < v[||B7Y|, < V(g +70) || BT,

It remains to observe that x’ <+ z; is identical to x' = (z;,...2,) with x = (z1,...2,) + 21 to
conclude :

Ixll; < Vn—i+ 1|l < Valx]| < n|B7Y[ (¢ +70)

except with probability less than 4 F¢ajicut (7, 0). O

6.9 Concrete Mantissa Size Requirement

6.9.1 Concrete Bounds For FPA-Klein Algorithm and its Lazy Variant

High precision Our concrete version of Theorems and bounds the statistical distance A be-
tween SampleLattice,, and SampleLattice_,

327724-

g

2 47(24 in?|| B7H| | + 4.3n%q/7 + 3.1 /ngP)i
Ag( p 7(2.4 (072 + q)fin?|| Hs+ 3nq/r+3 \/ﬁqr)r+2.37'>n€

+ 4n Etailcut (T2a 0)n + 3/277‘-El:ailcut (T> -01)

Note that we introduce a second tailcut parameter 7, which does not appear in the algorithm, that
can be chosen smaller than 7, giving a little concrete improvement of about 4 bits. This might seem
marginal for high-precision computations, but this small number of bits may be critical at low precision.

Low Precision Similarly, we derive a concrete bound for the correctness condition of the Lazy Algo-
rithm LazySampleLattice.

2 an2ll B—1 2 s N
by > (14_3‘;2+ L7 (2'4 (072 + q)fin HB Hs—l—4.3n q/T+3.1 \/ﬁqr)r>6/

g
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6.9.2 Concrete Bounds For Peikert’s Offline Algorithm and its Lazy Variant
Concrete bounds to corresponding to the proof sketch of Sec. are as follow :

3 9.5n ||B||, T
A <dnp, + inEtailcut (7-7 01) + <|17||S

+6.1n°% + 2.37’) ne

. B
5p2(1+4772+35n|| 5T> 6/

n



CHAPTER 7

DISCRETE GAUSSIAN SAMPLING
WITHOUT FLOATING-POINT
ARITHMETIC

Une inégalité moche ne peut étre optimale.
Nicolas Gama |GamO8].

Résumé

La premiére section de ce chapitre fait partie de la publication Lattice Signature and Bimodal Gaus-
stan, co-signé avec A. Durmus, T. Lepoint et V.Lyubashevsky et publiée & Crypto 2013; les autres
contributions de cette publication font ’objet du prochain chapitre. La seconde section présente des
travaux en cours.

Au cours du chapitre précédent, nous avons étudié la propagation d’erreur au sein des variantes
flottantes des algorithmes de tirage aléatoire gaussian, celui de Klein et celui de Peikert. Bien que nous
ayons amélioré l'efficacité théorique et pratique de ces algorithmes 1'utilisation de nombres flottants reste
un probléme pour les petites architectures tel que les cartes & puce. Cependant, pour les signatures, il
n’est pas nécessaire de recourir a des algorithmes aussi généraux ; en suivant ’approche proposée dans
[Lyul2] plutot que celle de |GPVOS8| (c’est-a-dire une approche a la Fiat-Shamir plutoét que hacher-
puis-signer). Pour la mise en oeuvre du schéma de Lyubashevsky [Lyul2|, il suffit de tirages aléatoires
selon Dy ,, c’est-a-dire une Gaussienne discréte unidimensionnelle et centrée; ainsi que rejet avec une
probabilité impliquant la fonction exponentielle. Dans la section nous développerons des algorithmes
spécialisés pour ces taches sans recours a des opérations sur des nombres flottants. L’outil principal de
ce chapitre est la technique de tirage aléatoire avec rejet (voir lemme qui permet dans un premier
temps d’approcher une distribution (de fagon prévisible) et ensuite de rectifier erreur en rejetant certains
tirages.

En utilisant la méme approche, nous montrons en section [7.2)qu’il est possible d’éviter toute utilisation
d’arithmétique flottante pour le tirage selon Dy, , lorsque le réseau L est g-aire et que la cible c est
entiére ; et ceux en proposant une nouvelle variante de ’algorithme de Klein. En theorie, ces nouveaux
resultats offre la mrhe complexite asymptotique que la version flottante et parresseuse du chapitre[7]; mais
il est fort possible que ces nouvelles techniques s’avére meilleure en pratique, surtout sur architecture
restreinte. De surcroit, nous espérons que cette nouvelle technique s’applique aussi & la phase hors-ligne
de lalgorithme de Peikert.

Abstract

The first section of this chapter was part of the publication Lattice Signature and Bimodal Gaussian,
cosigned with A. Durmus, T. Lepoint et V.Lyubashevsky and published at Crypto 2013; the other
contributions of this publication are given in the next chapter. The second section presents work in
progress.

In the previous chapter we have studied the error propagation in the FPA variants of Klein’s and
Peikert’s Gaussian Sampler. While we were able to improve the theoretical and practical efficiency of
those algorithms; the use of FPA makes Gaussian Sampling still problematic on small architectures

80
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such as smartcards. Yet, for signatures, one may not need such general Gaussian Sampling ; by following
the approach of [Lyul2] rather than [GPVO08]| (in other words, using Fiat-Shamir paradigm rather than
hash-then-sign). To implement the scheme of Lyubashevsky [Lyul2|, one only requires a sampler for
Dz, that is centered one-dimensional discrete Gaussian; but also to reject according to a probability
involving the exponential function. In section we will develop specialized algorithm for those task
that do not involve Floating-Point operations. The main tool of this Chapter is the Rejection Sampling
technique (Lemma , that allows us to approximate distribution (in a precisely predictable way) and
then rectify the error by rejection some of the samples.

Using the same approach, we show in that it is possible to avoid the use of Floating Point
Arithmetic also for general Gaussian Sampling Dy, , . of an integer ¢-ary lattices L and an integer target
c; by another variant of Klein’s algorithm. In theory, we reach the same asymptotical complexity as
the FPA lazy version of chapter [7]; but it quite plausible that this new techniques would be better in
practice, especially on constrained devices. We also hope that this new technique can be adapted to
Peikert’s offline algorithm.
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TABLE 7.1 — Comparison of Gaussian Sampling technique over Z.

Floating | Precomputation Table Entropy
Point exp Storage Look-ups | Consumption
Naive Reject. 87 0 0 .87 log, 70
C.D. Table Alg. 0 ATo log, To 2.1+ log, o
Our Algorithm 0 Alog,(2.470%) | 1.5logyo | 6+ 3logy o

FIGURE 7.1 — Rejection Sampling

U(-7o,70)
: : k- Dy, +U(0,k —1)
| |
| | | |
| | | |
! !
! ! 1 i
— T 0 TO TO —k 0 k TO
(a) from uniform distribution (repetition rate ~ (b) from our adapted distribution (repetition rate =
10) 1.47)

7.1 Efficient 1-dimensional Gaussian Sampling

Since its introduction, and with the noticeable exception of NTRU, lattice-based cryptosystems op-
erating at a standard security level have remained out of reach of constrained devices by several orders
of magnitude. A first step towards a practical lattice-based signature scheme was achieved by |[GLP12]
with an implementation on a low-cost FPGA, by avoiding Gaussians, at the cost of some compactness
and security compared to [Lyul2].

Until recently, all known algorithms to sample according to a distribution statistically close to a
discrete Gaussian distribution on a lattice [GPVO08| require either long-integer arithmetic [DN12a] at
some point or large memory storage [Peil0L|GD].

Our approach might can be seen as a Ziggurat method adapted to Discrete Gaussian ; with the partic-
ularity that we avoid explicit probability computation (that would require floating points or large tables)
by using the algebraic propeties of the exp function. Some of our technique are similar to independant
work of Karney |[Karl3|, that focus on simple algorithm to sample exact continuous Gaussians.

Section Outline The main goal of this section is to show how to efficiently sample discrete Gaussian
without resorting to large precomputed tables, nor transcendental function evaluations. The first step
is being able to sample according to a Bernoulli distribution with bias of the form exp(—z/f) (and
1/ cosh(z/f)) without actually computing transcendental functions (Section [7.1.2). The second step is
to build an appropriate and efficient distribution (see Figure [7.2(b)) as input of rejection sampling to
reduce its rejection rate (Section . Our new algorithm still requires precomputed tables, but of
much smaller smaller size; precisely of size logarithmic in ¢ rather than linear. Precise comparison is

given in Table

7.1.1 Discrete Gaussian Sampling : Prior Art

Laziness. Laziness is an algorithmic trick saving both computation and entropy consumption ; for our
purpose, it is used in two cases of application. First, as in many compiler, when computing a A b and
a Vb, b is not always evaluated depending on the value of a. The second concerns the comparisons r < ¢ :
the result might be decided only knowing their first different bit ; for a uniform r € [0, 1), only 2 bits are
needed on average. In practice however, one may apply this technique word by word rather than bit by
bit.

Sampling with a Constant Bias. Sampling from a distribution statistically close to a Bernoulli
variable B, for a given bias c is easy : to get a variable (27*)-close to B,, take an approximation of ¢ up
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to A correct bits, then sample a uniform real r € [0,1) up to A bits of precision and answer 1 if and only
ifr <e.

General Algorithm. A general algorithm to sample according to a discrete Gaussian distribution
Dy, centered in ¢ € R was proposed in [GPV08| and is depicted on Figure for ¢ = 0. It uses
rejection sampling from the uniform distribution U over [¢ — 7o, ¢ + 70] by outputting a uniform integer
x with probability p(z) = exp(—(x —¢)?/(20?)). This algorithm requires about, 27//27 trials in average,
and thus O(7log,(0)) bits of entropy using laziness. The main drawback is the need to compute the exp
function at very high-precision. Additionally, an average of 27/+v/27 ~ 10 trials until acceptance is rather
expensive. We address those issues in Sections and where we show how to avoid explicit
computations of exp and decrease repetition rate to 1.47.

Cumulative Distribution Table (CDT). In [Peil0], Peikert suggested to use a cumulative dis-
tribution table to sample more efficiently (with complexity O(log, o)) when ¢ is known in advance.
One tabulates the approximate cumulative distribution of the desired distribution, i.e. the probabilities
p. =Prjx < z:x < D, ] for z € [c—T0, c+T0], precomputed with A bits of precision. At sampling time,
one generates y € [0, 1) uniformly at random, performs a binary search through the table to locate some
z € Z such that y € [p.—1,p.) and outputs z. This approach consumes O(log, (o)) bits of entropy, which
is optimal up to a constant factor. The main drawback of this approach resides in the size of the table.
Taking our set of parameters (see Section [8.5)), the storage requirement is (Aro) bits, i.e. up to 560kb
for parameters of the scheme in the next chapter [§ which is unsuitable for many embedded devices.

Combination with the Knuth-Yao Algorithm. In an extensive study on discrete Gaussian distri-
butions [GD]|, Galbraith and Dwarakanath suggest to combine the previous method with the Knuth-Yao
algorithm. This leads to a significant decrease of the table size by a factor slightly less than 2. Unfortu-
nately, the obtained tables remain prohibitively large.

In the following, we show how to achieve a much smaller precomputation storage (up to 4kb for
parameters of chapter |8) at the expense of more input entropy (see Table (7.1]).

7.1.2 Efficient Sampling of Be.,—./r) and By cosh(z/f)

Requirements The scheme of |Lyul2| requires, to implement the rejection step, samples according
Bexp(—x/ ) Where x is a bounded integer and f a fixed real. The scheme presented in the next chapter
will additionnally require Bernouilli distribution of the form B cosn(/f)- Our sampler for Beyy(—/ 1)
will also be useful later to build our efficient Gaussian Sampler.

Main Idea Our solution uses the fact that appropriate combinations of Bernoulli variables can easily
produce new Bernoulli variables with combined biases. We make use of that observation to avoid an
explicit computation of ¢ and require much less precomputed values. Typically, if one has access to
Bernoulli variables B,, B, three new Bernoulli variables are easily derived from them : B;_, = —B,,
Bap = BoABy and By1p—ap = B,V Bp. We will build a new operator @ such that B, @B, = Ba/(l—(l—a)b) =
B, @ By, allowing one to homomorphically introduce fractions in to the Bernoulli algebra.

Efficient Bernoulli Sampling with Exponential Biases. The problem is as follows : for a fixed real
f, a positive integer z < 2¢ given as input, sample a random Boolean according to Bexp(—x/f)- Using the
simple homomorphic property of the exponential function, our approach, implemented by Algorithm
requires only ¢ precomputed entries, and no evaluation of transcendental functions.

Lemma 7.1 For any integer x > 0, Algorithm outputs a bit according to Bexp(—./f)-
Proof: Denoting the binary decomposition of x by z = Zf;é x;2" with z; € {0,1}, we have

Bexp(*ﬂi/f) = Bexp(f > 93127/f) = BI_L exp(—z;2t/f) — /\ chp(72i/f) .

8.t x;=1
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Algorithm 21 Sampling Bexp(—s/ ) for x € [0, 26)

Input: z € [0,2°) an integer in binary form x = z,_; - - -z
Precomputation: ¢; = exp(—2'/f) for 0 <i</¢—1
fori=¢—1to0
if z; =1 then
sample A; « B,
if A; =0 then return 0
return 1

Algorithm 22 Sampling B, © B,
sample A + B,
if A then return 1
sample B < B,
if =B then return 0
restart

Remark Notice that Algorithm [21]is defined so that the smallest probabilities are checked first, so that
the algorithm can terminate faster. Notice that this algorithm is very fast, at worst 2[log,(x)] bits of
entropy, and much less on average for random zx.

Efficient Bernoulli Sampling with Inverse Hyperbolic Cosine Biases. During the final rejection
step of our signing procedure, one needs to reject with probability 1/ cosh(z/f) for a given f. Recall that

cosh(z/f)  exp(la|/f) +exp(=|z[/f) Y2+ 12 exp(=2]x|/f) '

To sample efficiently according to the Bernoulli distribution By cosh(x/f), We reuse the previous gen-
erator for Beyp(—z/p) With no explicit evaluation of exp or cosh. In order to deal with the fraction in
Equation (7.1, we introduce a new operation denoted ©® and computed according to Algorithm

Lemma 7.2 (Correctness and Efficiency of Algorithm @ For any a,b € (0,1) we have, B, ©
By = By (1—(1—a)p) and Algorithm |22 terminates after an average of 1/(1 — (1 — a)b) trials.

Proof: At each trial, the probability of restarting is (1 — a)b. Now, the probability that it outputs 1 is
easily computed as the sum over each trial :

o)
a

11— _kpk
Pr[Ba®Bb—1]—ak:0(1 a)"b T —a) O

O

Corollary 7.3 For any X € R we have : By / cosh(x) = Bexp(—|x|) @ (81/2 Vv Bexp(—|X\) and Algorithm
requires less than 1.53 calls to Beyp(—|x|) on the average.

Proof: Correctness is a direct application of previous lemma. Set X = exp(— || /f). Algorithm [22] for
the computation of the Bernoulli variable Bx @ (81/2 VB X) can be seen as the following Markov Chain :
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Let M denote the restriction of the transition matrix to the states A, B and C (indexed in that order),
and let v = (1,0,0)* be the initial density vector. The density vector after k steps is M* - v, so the
average number of steps through each state A, B and C' is given by the vector

w=) MF.v=(Ids-M)' v
k=0

where
0
M=|1-X
0

X 2

1
0 and (Idz—M)'.v=_—— [ 2X+2
0 2+ X(X -1\ |

= O O

Since the calls t0 Bexp(—|2|/r) are performed during the states A and C, the average number of calls
to this Bernoulli sampling is C(X) := w4 + we = % One easily derives an upper bound for
C(X):

_ 5 74\@

reached when X = 3 — 2v/2. O

C(X) ~ 1.523,

7.1.3 Sampling Centered Discrete Gaussian Variables over 7Z

Based on Algorithm @to sample efficiently from Beyp(—./ ), it is now possible to obtain a Gaussian
distribution via generic rejection sampling algorithm as in [GPV08], trading high-precision evaluation
of transcendental functions for a table of logy(7202) precomputed values (see Figure [7.2(a)). However,
the algorithm still requires (27/v/27) & 10 trials on average to output an x statistically close to the
correct distribution. This is due to the significant distance between the uniform distribution and the
target distribution.

In what follows, we introduce a new sampling algorithm with an average number of rejections smaller
than 1.47. We achieve that result by sampling from a specific distribution denoted Dy ,,, for which
sampling is easy. The distribution Dy, ,, is much closer to the target distribution Dy, than the uniform
distribution (see Figure [7.2(b)), leading to a huge acceleration of rejection sampling.

The Binary Discrete Gaussian Distribution. Let us introduce the binary discrete Gaussian distri-
bution D, which is a discrete Gaussian with specific variance o2 = 1/1/(21n2) ~ 0.849 and probability
density proportional to

Doy () = /290 =97 frre.
We will combine D,,, with the uniform distribution to produce the distribution Dy, ,, (see Figure[7.2(b)).

We will only focus on the positive half of Dy, denoted Df, = {z + D,, : x > 0}. Algorithm [23]is
designed to sample according to Djz very efficiently using only unbiased random bits.

Lemma 7.4 Algorithm outputs positive integers according to D;;. On average, the algorithm termi-
nates after 2/p,,(Z") < 1.3 trials, consuming 2.6 bits of entropy overall.

Proof: We denote p,,(I) = > ;c; 2= for I C 7, the probability that the algorithm returns z € Z+

1S po, (2)/po, (ZF) where po,(Z1) = 300, 2= ~ 1.564. We now observe that the binary expansion of
P05 ({0,...,7}) is of the form

J -
pUQ({O,...,j}):ZQ =1.10010...010...01 ... 0...010...01.
=0 4 6 2(j-2) 2(j-1)

Thus, each trial of Algorithm implicitly chooses a random real r € [0,2) that will be rejected if
7 > poy(ZT). It then computes the cumulative table (scaled by ps,(Z*)) on the fly and reject if nec-
essary. On average, the algorithm completes after 2/p,,(Z1) < 1.3 trials, consuming 2.6 bits of entropy. U
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Building the Centered Discrete Gaussian Distribution. Based on our efficient sampling for
the distribution D;:, we can now easily build the positive discrete Gaussian distribution with standard
deviation o = ko for k € Z*. Our Algorithm [24] based on the distribution

k-Df +U(,....k—1),

before rejection, and where we reject the result with probability exp(—y(y + 2kz)/(20?)) where x and y
respectively follow the distributions D} and ¢4(0,...,k —1).

Theorem 7.5 For any integer input k, Algorithm outputs positive integers according to D} for o =
koy. On average, it requires less than 1.47 trials. Consequently, Algorithm [25] output integers according
to D,, and requires about 1 + % trials.

Remark Entropy consumption for each trials is : 2.6 bits for z <— D, log, k bits for y < U ({0, ..., k—
1}), and =~ 1 4 log, o for rejection bit b = Beyp(—y(y+2k2)/(202)) (measured in practice for this particular
distribution), for a total of ~ 4 + 2log, o.

Proof: Let us start with the fact that any output z is uniquely written as kz +y for y € {0,...,k—1}.
The input (resp. desired output) distribution weight function g (resp f) is

0(2) = gtz +9) = L2EL and f() = flhe 4 y) = LT EY)

kpoz (Z+) Pka (Z+)
Since we restrict the distribution to non-negative integers, we have exp ( — %) < 1 since z and y

are both positive. Therefore, the probability to output some integer z is proportional to

Po, () €xp (—M> = exp < - W) = exp (—W> = Proy(2) -

202 _Tt% 202 202
The repetition rate M is upper-bounded by

+ +
M:lrnaxz < kpe,(Z7) < kpe,(Z7) < 1.47.

g - kaQ(Z+) o kO’Q\/’IT/2 -

where the first inequality follows from the sum-integral comparison (pys, is decreasing over [0, 00))

o0

Per@D) 2 [ proy(a)de = koa /72

=0

Finally, we apply Algorithm [25[ to build the (full) discrete Gaussian distribution D, over Z.

7.1.4 Sampling Non-Centered Discrete Gaussian Variables over 7Z

Quite obviously, the algorithm presented in the previous section to sample from Dz, can easily
be adapted to sample from Dz, . for any integer value ¢ € Z, by simply outputting ¢ + Dz . In the
same manner, the problem of sampling Dz , . for a real value ¢ € R can be reduced to the case where
¢ € [-1/2,1/2). One may think to use a 1-dimensional version of the rejection technique used in [Lyul2| to
transform a sampler Dyz , o to a sample Dz , . ; yet this requires a repetition rate of about exp(7|c| /o)
for a reasonable tailcut parameter (say 7 ~ 12). On the other hand, the smoothing condition allows o as
small as 2 in practice (in theory both 7 and o must grow as the square root of the security parameter,
and the ratio is the constant 7/0 = 27) ; for a shift ¢ as big as 1/2, this is a repetition rate of exp(w) &~ 23.

Interestingly, in dimension 1, it is possible to improve this algorithm by starting from a slightly wider
distribution Dy, for ¢’ > 0. Indeed, let f(z) = a'\l/ﬁ exp (f:cz/(ch’z)) be Dy, the weight of Dy, at
x € Z (ignoring the smoothing renormalization factor in [1 — 2¢,1 + 2¢] when o > n,(Z)), and similarly

let g.(z) = a\}ﬂ exp(—(z — ¢)?/(20?) be the weight of the target distribution Dz, .. To apply rejection

sampling properly, on must choose the repetion rate M so that, for any « € Z and ¢ € [-1/2, 1/2), we have
(ge(x)/f(x)) < M. Unrolling the definitions, this gives
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Algorithm 23 Sampling D}

Output: An integer x € Z* according to D,
Generate a bit b < By,
if b =0 then return 0
for i =1 to co do
draw random bits by ...b; for k =2i — 1
if by...bp_1 #0...0 then restart
if b, = 0 then return i

Algorithm 24 Sampling D,j@ for ke Z

Input: An integer k € Z (0 = kos)

Output: An integer z € Z" according to D}
sample z € Z according to D},
sample y € Z uniformly in {0,..., k — 1}
z+ kx+y

sample b < Bexp(—y(y+2k2)/(202))
if =b then restart

end for return z
Algorithm 25 Sampling Dy, i, for k € Z

Generate an integer z < D;‘Jz

if z = 0 restart with probability 1/2

Generate a bit b« Bi/, and return (—1)°z

o’ x? —22 4+ 2cx — 2
M > — .
=g P (20’2 + 202

When o/ = o, the 22 terms in the exponential cancels out, and if ¢ # 0, this expression is not bounded
for x € Z, forcing one to resort to a (costly) tailcut argument to bound x. However, it is not possible
in |Lyul2] to choose a ¢’ much larger than o since the factor %/ becomes (%/)" in dimension n. Yet,
for our current purpose, one can allow a larger ¢’ ; the optimal choice seems to be around o’/o ~ 5/4,
and we will choose this integer ratio to avoid increasing the size of the integer manipulated by the final

algorithm.

Algorithm 26 Sampling Dy, . for ¢ € 2Z N [-1/2,1/2)

Input: o > 1,(Z)//27, a constant m € 5> Z such that ™ > (1 + 2.)3¢%/(%%)
Output: An integer x according to the distribution z <— Dz . .
Generate an integer = < DZ&U
With probability exp (
Otherwise, Restart

2 2
m—%x +2cxr—c
202

) output =

Note that the algorithm does not need to manipulate reals. The value in the exp function has the
form n/(50d%0?) for some efficently computable integer n, therefore on can resort to the Beyp algorithm

(Alg. 21).

Lemma 7.6 (Correctness and Efficiency of Algorithm Algorithm is correct, that is, its
output follows the distribution Dz .. If v € (0,27°) and o > 1, then there is a valid input m € ﬁZ
such that the algorithm terminates after less than 1.6 trials on the average.

Proof: According to the previous computation, to apply rejection sampling (lemma one must
accept a sample with probability
1 2 / 2 2 2 2
(1+2)0 ox i +2cx —c¢ .
Mo 2072 202

ith o/ = %U, and where M is chosen such that this expression is always < 1. That is, e™ = M must
verify

5 — a1 + 2cx — 2
M2(1—|—2L)4exp< 25£C (4 C >

202

for all z. Note that the polynomial —z2 + 2cx — ¢? reaches its maximum at z = %c, for a value of

1662 < 2. Therefore, it is enough that e™ = M > (1+ 2[,)%62/(902). O
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7.2 Klein’s Algorithm without Floating-Points Arithmetic
7.2.1 Generalized Klein’s Algorithm

Our first point is an analysis of generalized Klein’s Algorithm, that is essentially the original algo-
rithm [KleOO| but given auxiliary inputs that may not be the GSO decomposition of the basis B. In
other words, this is the same algorithm as before, except that we don,t require that the inputs verify
B = DQ for some orthogonal matrix Q. We show that this algorithm still provides a discrete Gaussian
distribution, but it might not be spherical. Yet if we have B = uDQ for some approximatly orthogonal
matrix Q, the distribution will be perfectly Gaussian, and close to spherical. Our goal will be to use this
algorithm on an approximation of the GSO, and rectify the sphericity defect later on. In short, this new
algorithm GenSampleLattice is the same as the original SampleLattice except that we remove the
requirement that the input should be the GSO of the basis, and add new variables d; to replace ||b}||.

Algorithm 27 GenSampleLattice : Elliptic Klein’s Algorithm

Input: a (short) lattice basis B = (by,...,b,) € R"*" a lower triangular matrix g € R™*" with unit
diagonal, a diagonal matrix D = diag(d; ...d,) parameter o € R, A target vector ¢ € Z'*" and
o, =0/r; €R

Output: a vector v drawn approximately from D LVS.c
where L = £(B) and £ =¢%- (D~ 14 !B)! (D1~ 1B)

1: v,z 0:72"

22 w=cB !y

3: for i =n downto 1 do
4: Zi DZ,U/di,wi

5 V<< Vv+4z-b;

6: W — W — 2; - Uy

7: end for

8: return v

Remark For certain type of inputs, this algorithm can be run using integers only. In particular, if
B € Z™*" is the basis of a ¢-ary lattice, then B™! € éZ"X”. If additionally, the target is an integer
vector (¢ € Z™), and if the auxiliary input p have rational entries with a common denominator p, that
ispe %Z"X”, then, all along the algorithm, we have

1
zelZ", vel',we —7Z.
pq

In particular, all the internal operations of GenSampleLattice can be done with integers (simply scaling
the representation by pq) ; and additionally the distribution Dy, , /4, ., can be sampled using algorithm
using only integers.

Theorem 7.7 (Output distribution of GenSampleLattice) Let B € R"*" be a basis of L, u €
R™ ™ be a lower triangular matriz p with zero diagonal, D = diag(d;...d,) be a diagonal matriz,
and ¢ € R™ be a target vector. If o > 0 is such that o/d; > n,(Z) for some v € (0,1/2), then the output
distribution of GenSampleLattice(B, u, D, 0, ¢) is within statistical distance at most 2n. from DL,\/E,c

for ¥ =0?. (D717 1B){(D~ 1 1B).
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Proof: For any z € Z", the probability that z = z at the end of GenSampleLattice(B, D, p, 0, c) is,
where w = ¢cB~!(u + Id,,) denotes the initial value of w

oy Poydi (B — (W= 300 T %)
a 11;[1 Po/d; (Z - (W - Zj>i Tj,zéz))
Po/d; (Zi — (w — [z2p — 1d,];))

i=1 po/d,; (Z - (W - [i/u’ - Idn]l))

n 1 ) 2
P | S e i R (20 Iz = wi )

Since there is a bijective correspondence between z € Z™ and v =z - B € L, for any v € L we have
Pr(v=v)=Pr(z=v-B7!), that is

— ) = - 1 - ex —i v—c)B™! 2
=9 =11 g o (o 0980 0l)

n 1 ) ) L t
B e e e R (_Q(V_C)E (v c>)

b (i) } VR

In particular, the output distribution of v € L is within statistical distance at most 2nt of Dy 5.. O

In the original version of Klein Algorithm, the inputs were the GSO decomposition of B, precisely
we had B = uDQ for some orthogonal matrix Q. This implies that

=0 - (D' 'B)(D"'B) =0Q'Q = oldy;

that is we obtained a spherical Gaussian, independent of the shape of B.

Here, our strategy is to use an approximation of the GSO of B, which would result in an Gaussian
not exactly spherical ; we intend to correct its sphericality using rejection sampling. Let us first quantify
the lack of sphericality in terms of the quality of the approximation.

Lemma 7.8 (Sphericity Default Bound) Let B € R"*" be an invertible matriz, and let p, D =
diag(dy . ..d,) and Q orthogonal form its GSO decomposition B = pDQ. Let € > 0, i and D, with D a
diagonal matriz, be n x n real matrices such that || — pl| ., < € and |[D — D||Oo <e SetQ=D"'i"'B

and ¥g = Q'Q, then, for any vector v € R™ we have
V@Y = vEIvE € [(1-6)% (1+6)7] - |Iv]?

ford = (HB 1|| (max d; + €) + max e )ne. In other terms,

1 1

i V) > VvI) > ——

=5 = VE) 2 (VE) 2 175

Proof: Set E; = u — ji that is a lower triangular matrix such that ||E;| < ¢, and E; = D — D, that is

a diagonal matrix such that [|E1|| < e. Rewrite vE~'v as ||v - B7' il ?, and notice that

v-B7liD =v-B Y (u + E;)(D + Ey)
=v-Q'+v- - (B 'ED+B '"uE; + B 'EEy)
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Note that ||v - Q™| = [|v| because Q is orthogonal. Additionally, we have ||E1||; < ne, therefore
v BED|| < B, IE4l, IDI, V] < B, maxdine - ]
Similarly,
1
v B=4Es] = v Q"D Bs|| < max 1 v]].

Eventually,
[v - BTEE,|| < [[B7Y| Bl 1B [v] < [[BT], ne® |Iv]

7.2.2 Sphericity Rectification via Rejection

For a matrix any matrix B € R™*™ one easily see that if o < s1(B) < 5,(B) < ¢/, then, for any
vector v, we have

Po(V) = pp(V) = por (V)

Yet, to apply rejection sampling we need to take account for the renormalization factor —*—
pys(c+L)

Fact 7.9 (Weight of p over a Lattice) For any lattice L C R™, if o > \/%nb(L) for some v € (0,1/2),
then for any vector x € R™ we have

11— 1—1—1.(0\/%)"

L
pol +X)E[1+L’1L Vol(L)

Proof: Recall from lemma , that if o > \/%m(L) and ¢ € span(L), we have

1—1
velD) € | ==L 1] - poo(D).
prell) € | 71| ool

For a full rank lattice L C R™, and for a measurable fundamental domain F, we have

/zeRm po(z) = /zef plx+L) e E#l} -Vol(F) - po(L).

Therefore, from the identity [ _p.. po(2) = (0v27)" we deduce that p,(L) € {1, %fi} (%ﬁ))n and more

generally, for any x

1—¢ 14+ (0\/%)”
po(L+x) € [1+L,1—L:| " Vol(L)

Remark If the covariance matrix 3 = 02Q'Q where Q = BD'i~!, as the output of GenSampleLattice
on inputs B, ji, D, then the acceptance probability (p,s5(x —¢)/M - p z(x —¢)) can be rewritten as

202

exp<m+||<xc>al||2n<xc>l|2) for M — em

In particular, if x, ¢ are integer vectors, B~ € 17, and D, i € }Z, then the numerator of the previous
fraction is in #Z; in particular, the rejection step can be implemented using the B.,, algorithm

(Alg. 21).

Lemma 7.10 (Correctness and Efficiency of RectifySphere) Under proper input 3, o, J, v and
M as defined in RectifySphere, the output of this algorithm is at statistical distance at most 2¢v from
Dy 5., and the algorithm terminates after M trials in average.
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Algorithm 28 RectifySphere : Rectify non-spherical Gaussian

Input: A symmetric semi-definite positive n x n matrix X, positive integers o, § such that ¢%Id, <
¥ < (14 6)%0%Id,, and such that o > n,(L); a constant M > (1££)2(1 4 §)"
A sampler for Dy, 5 ¢
Output: A sample x € L following distribution Dy, ;¢
1: Sample X DL,E,c
2: With probability (p s(x —c¢)/M - p z(x — c)) output x
3: Otherwise, restart

Proof: The proof easily follows from Lemma (smoothing bound), Fact [7.9] (weight of p) and
Lemma (correctness of Rejection Sampling). O

7.2.3 Spherical Sampling without Floating-Point-Arithmetic

Approximating and rectifying Spherical Gaussian Using the results of the previous section,
one can build an sampler for Dy ,. without FPA, if L is a g-ary lattice, and given a basis B for
o =~ ||B*||n.(Z). To do so, proceed as follows : consider the GSO decomposition B = uDQ. Then choose
a precision € = 2771 such that

d= (HB Y., - (maxd; —|—€)+max;) ne = O(1/n).

K2

Then, choose an approximation i € —Z"X” of fi, and an approximation D € 5L Z"*" of (14 6)D; and

2771/
deﬁne Q = D' !'B. According to Lemma [7.8] this ensure the sphericity defect of Q is bounded
1+6 _ ~
1—3¢ >51(Q) > 5,(Q) > 1

This means that one can run Algorithm GenSampleLattice on the inputs B, i, D,c,o using only
numbers in —+7Z, and obtain a distribution Dy 5 . that is almost spherical; precisely ¥ = 02Q'Q
q%2 o

2
verifies 0%Id,, < ¥ < (%) 0%Id,,. Because we have chosen 6 = O(1/n), one can therefore apply
RectifySphere with a constant repetition rate M = (1 + O(1/n))" = O(1).

This new algorithm provides the quasi-quadratic running time, that is the efficiency asymptotical
efficiency as the lazy variant of Klein’s algorithm (see Theorem , for the same class of basis, namely

Theorem 7.11 (Gaussian Sampling in quasi-quadratic time without FPA) Let (C,,) be an Small-
Inverse class of size-reduced basis of q-ary lattices, for ¢ = poly(n). For any basis B € (C,),and
o = poly(n) such that o > |B*|| - O(y/n), there an exist implicit functions m such that the above
algorithm runs in quasi-quadratic time @(nQ) and outputs a distribution exponentially close to Dy (B) o.c
when the entries of ¢ are reduced mod q.

Proof: Using the notation above, one can choose m = O(logn) and obtain § = O(1). Because the
lattice is assumed to be g-ary, we have B~! € IZ"X” by definition of size reduction, the coefficient of p

are bounded by 1/2. This implies that & € —Z”X” and ¥ have polynomially bounded entries as well.
Since the algorithm performs O(n ) operatlons in q224,,,LZ, it is enough to prove that the intermediates
values of GenSampleLattice for those inputs remain polynomial; this is provided by the following
lemma. Il

Lemma 7.12 (Bounds on intermediates values of GenSampleLattice) If the inputs of algorithm
GenSampleLattice are such that the entries ofB czZmn, Bl ¢ lZ”X”, W E 1Z”X” Y andceZ”

bounded in n except with neglzgzble probability in n.
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Proof: We note v(*), w(*) and z(®) the value of v, w and z in GenSampleLattice before the for-loop
is ran for i = k (recall that the loops goes from ¢ = n down to 1), and it denotes their final value when
k=0.

Recall that the initial values are w(™ =c-B~ 1y, 2" = v(®» = 0. The loop maintains the following
equations :

v® — (k) . B
wk) — (™ _ k) . g
zz(k) = 21(1_1) ifk<i

zz(k) = 0 otherwize

In particular, the entries of z(*) are always smaller than the entries of z(°). Now notice that with
overwhelming probability, the entries of v(?) (the output of the algorithm) are bounded by O(n-s; (VX))
by tailcut bound (lemma [3.20). Therefore the entries () = v(?) . B! are polynomially bounded, and
so are those of z(®) for any k. One concludes using the previous equations. O

7.3 Conclusion

We have seen that there exists very simple and natural algorithms to sample according to discrete
Gaussian over Z, and those algorithm should be able to run on small architectures. Those algorithms
should prove quite useful to implement the scheme described in the next chapter on embedded devices.

Concerning sampling over arbitrary lattices, the efficiency of an algorithm such requires a more carefull
study, to evaluate precisely its performance, that will be the object of future research, openning the way
to trapdoor primitives on embedded devices. Additionnally, it is quite belivable that such a strategy of
rectifying a sphere, could also adapt to the Peikert’s offline phase, once again to avoid the use of FPA,
which allow different trafe-offs.

Open problem : Shorter Sampling In both chapters[f] and [7] our aim was to improve the efficiency
of known Gaussian Sampling Algorithm. Another goal for practical application would be to also improve
the quality, that is, being able to sample shorter vectors by relaxing the condition o > 7,Z where ¢
decrease exponentially with the security parameter : ~ 2~*.We spotted the potential lack of tightness
in the current arguments used for the correction of those algorithm : the notion of statistical distance
is not always tightest way to obtain an indistinguishability statement. For indistinguishability, another
measurement was devellopped by in the field of Information Theory, called Kullback Leibler divergence.
Preliminary studies suggest that one could take a larger ¢ ~ 2=*/2; and this would end up decreasing
n.Z by a factor v/2; this could also decrease by a factor about 2 the mantissa size requirement for
high-precisions operations of the algorithms of chapter [6] All those improvement might come for free; in
the sense that they would require no modifications in the algorithms themselves, only the security proof
would have to be adapted.

A recent work of Brakersi, Langlois, Peikert, Regev and Stehlé [BLPT 13| proposed to use a rejec-
tion technique to improve Klein’s algorithm allowing them to choose ¢ only polynomially small in the
dimension n; yet this algorithm was designed for a security reduction, and the question of the practical

efficiency of such algorithm is not studied. One issue is that it needs to compute with high precision a
(z+c)®
202

would be very interesting to see if the techniques of this chapter could be adapted to their algorithm.

Even beyond, one frustrating point of current algorithms is that, even given the best basis of L, we
are limited to o > A1(L)n,(Z), while for a random lattice we expect the smoothing parameter of the
lattice to be n,(L) ~ Al(f)m(Z). Yet, it might be impossible to sample efficiently for o that small; this
problem is likely to be as hard as an approximation of CVPP, for a constant approximation factor ~.
Exploring this gap seems an interesting research topic.

rejection rate that includes the value of po(Z +c¢) = > ., exp ( ) for arbitrary value of ¢ € R. It




CHAPTER &

BLISS, AN OPTIMIZED LATTICE
SIGNATURE SCHEME

She’ll make point five past lightspeed. She may not look like much,
but she’s got it where it counts, kid. I've made a lot of special modifications myself.
Han Solo

Resumé
Ce chapitre reprend les contributions principales de larticle Lattice Signature and Bimodal Gaussian,
co-signé avec A. Durmus, T. Lepoint et V.Lyubashevsky et publié & Crypto 2013.

Notre résultat principal est la construction d’un schéma de signatures & base de réseaux, qui représente,
en pratique comme en théorie, une amélioration par rapport a tous les schémas prouvablement strs & base
de réseaux proposés & ce jour. Ce nouveau schéma est obtenu en modifiant 'algorithme de tirage avec
rejet qui est au coeur du schéma de signature de Lyubashevsky (Eurocrypt, 2012), et de certaines autres
primitives a base de réseaux. Notre nouvel algorithme de rejet s’appuie sur une distribution Gaussienne
bimodale, et combiné avec d’autres modifications, nous obtenons au final des signatures plus courtes
d’un facteur asymptotiquement en racine carré du parameétre de sécurité. Les implémentations de notre
schéma pour les paramétres de sécurité de 128,160 et 192 bits se comparent favorablement aux schémas
existants tels que RSA ou ECDSA en terme d’efficacité. De plus, notre schéma offre des signatures et
des clés publiques plus compactes que tous les schémas a base de réseau proposés auparavant, y compris
ceux offrant des niveaux de sécurité plus faibles.

Notre implémentation est Open-Source (license CeCILL), disponible sur http://bliss.di.ens.fr/.

Abstract
This chapter contains the main contributions of the article Lattice Signature and Bimodal Gaussian,
coauthored with A. Durmus, T. Lepoint et V.Lyubashevsky and published at Crypto 2013.

Our main result is a construction of a lattice-based digital signature scheme that represents an
improvement, both in theory and in practice, over today’s most efficient provably secure lattice schemes.
The novel scheme is obtained as a result of a modification of the rejection sampling algorithm that is
at the heart of Lyubashevsky’s signature scheme (Eurocrypt, 2012) and several other lattice primitives.
Our new rejection sampling algorithm which samples from a bimodal Gaussian distribution, combined
with a modified scheme instantiation, ends up reducing the standard deviation of the resulting signatures
by a factor that is asymptotically square root in the security parameter. The implementations of our
signature scheme for security levels of 128,160, and 192 bits compare very favorably to existing schemes
such as RSA and ECDSA in terms of efficiency. In addition, the new scheme has shorter signature and
public key sizes than all previously proposed lattice signature schemes, even those with lower security
levels.

Or implementation is Open-Source (under CeCILL license), available at http://bliss.di.ens.fr/.
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TABLE 8.1 — Benchmarking on a desktop computer (Intel Core i7 at 3.4Ghz, 32GB RAM) with our
implementation of BLISS and openssl 1.0.1c implementation of RSA and ECDSA

Scheme Security Sig. Size | SK Size | PK Size || Sign (ms) | Sign/s || Verif. (ms) | Verify/s
BLISS-0 < 60 bits 3.3 kb 1.5 kb 3.3 kb 0.241 4k 0.017 59k
BLISS-I 128 bits 5.6 kb 2 kb 7 kb 0.124 8k 0.030 33k
BLISS-II 128 bits 5 kb 2 kb 7 kb 0.480 2k 0.030 33k
BLISS-III 160 bits 6 kb 3 kb 7 kb 0.203 5k 0.031 32k
BLISS-IV 192 bits 6.5 kb 3 kb 7 kb 0.375 2.5k 0.032 31k
RSA 1024 72-80 bits 1 kb 1 kb 1 kb 0.167 6k 0.004 91k
RSA 2048 103-112 bits 2 kb 2 kb 2 kb 1.180 0.8k 0.038 27k
RSA 4096 > 128 bits 4 kb 4 kb 4 kb 8.660 0.1k 0.138 7.5k
ECDSA 160 80 bits 0.32kb | 0.16 kb | 0.16 kb 0.058 17k 0.205 5k
ECDSA 256 128 bits 0.5 kb 0.25 kb | 0.25 kb 0.106 9.5k 0.384 2.5k
ECDSA 384 192 bits 0.75 kb | 0.37 kb | 0.37 kb 0.195 5k 0.853 1k

8.1 Introduction

Lattice cryptography is arguably the most promising replacement for standard cryptography after the
eventual coming of quantum computers. The most ubiquitous public-key cryptographic primitives, en-
cryption schemes [HPS98|[LPR10| and digital signatures [Lyul2l|GLP12], already have somewhat practical
lattice-based instantiations. In addition, researchers are rapidly discovering new lattice-based primitives,
such as fully-homomorphic encryption [Gen09|, multi-linear maps [GGH12|, and attribute-based encryp-
tion [SW12], that had no previous constructions based on classical number-theoretic techniques. Even
though the above primitives are quite varied in their functionalities, many of them share the same basic
building blocks. Thus an improvement in one of these fundamental building blocks, usually results in the
simultaneous improvement throughout lattice cryptography. For example, the recent work on the lattice
trapdoor generation algorithm [MP12] resulted in immediate efficiency improvements in lattice-based
hash-and-sign signatures, identity-based encryption schemes, group signatures, and functional encryption
schemes.

In this work, we propose an improvement of another such building block — the rejection sampling pro-
cedure that is present in the most efficient constructions of lattice-based digital signatures [Lyul2|GLP12],
authentication schemes |[Lyu09], blind signatures |Riic10], and zero-knowledge proofs used in multi-party
computation [DPSZ12|. As a concrete application, we show that with our new algorithm, lattice-based
digital signatures become completely practical. We construct and implement a family of digital signature
schemes, named BLISS (Bimodal Lattice Signature Scheme) for security levels of 128,160, and 192 bits.
On standard 64-bit processors, our proof-of-concept implementations are significant improvements over
previous lattice-based signatures and compare very favorably to the openssl implementations of RSA
and ECDSAE}ignatures schemes (see Table . Note that throughout the chapter, kb refers to kilobits.

As part of our implementation, we also designed several novel algorithms that could also be of inde-
pendent interest. Chiefly among them is a new procedure that very efficiently samples from the Gaussian
distribution over Z™ without requiring a very large look-up table. The absence of such an algorithm
made researchers avoid using the Gaussian distribution when implementing lattice-based schemes on con-
strained devices, which resulted in these schemes being less compact than they could have been [GLP12].

8.1.1 Related Work
Rejection Sampling.

Rejection sampling in lattice constructions was first used by Lyubashevsky [Lyu0§| to construct a
three-round identification scheme. A standard identification scheme is a three round sigma protocol that
consists of a commit, challenge, and response stages. The main idea underlying their constructions and
security proofs from number theoretic assumptions (e.g. Schnorr and GQ schemes [BP02]) is that the
value y committed to in the first stage is used to information-theoretically hide the secret key s in
the third stage. This is relatively straight-forward to do in number-theoretic schemes because one can
just commit to a random y and then add it to (or multiply it by) some challenge-depending function
of s. Since all operations are performed in a finite ring, y being uniformly random hides s. In lattice
constructions, however, we need to hide the secret key with a small y. The solution is thus to choose y

1. ECDSA on a prime field F), : ecdsap160, ecdsap256 and ecdsap384 in openssl.
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Rejection area

(¢) (x4,y;) is sampled uniformly in the area under (d) M can be reduced when g is better adapted
M - g, and accepted when y; < f(z;) to f

F1GURE 8.1 — Rejection sampling from the distribution of g to get the distribution of f

from a narrow distribution and then perform rejection sampling so that s is not leaked when we add y
to it (we describe this idea in much greater detail in Section . The improvements in lattice-based
identification schemes (and therefore signature schemes via the Fiat-Shamir transformation) partly came
via picking distributions that were more amenable to rejection sampling.

Lattice Signatures.

Early lattice-based signature proposals [GGH97, HPS01,[HNHGSWO03| did not have security reduc-
tions, and they were all subsequently broken because it turned out that every signature leaked a part
of the secret key [GS02,[NR09, DN12b|. Of the provably-secure signature schemes, [GPVO08,Lyu09],
[Lyul2l MP12|, the most efficient seems to be that of |[Lyul2] whose most efficient instantiation has
signature and key size on the order of 9kb [GLP12| for an approximately 80-bit security level.ﬂ

8.1.2 Our Results and Techniques

Rejection Sampling and Signature Construction.

To understand the improvement of the rejection sampling procedure in this work, we believe that it
is best to first give an overview of rejection sampling and the currently most efficient way in which it
is used in [Lyul2]. Rejection sampling is a well-known method introduced by von Neumann [vN51] to
sample from an arbitrary target probability distribution f, given the ability to sample according to a
different probability distribution g. Conceptually, the method works as follows. A sample z is drawn from
¢ and is accepted with probability f(z)/(M - g(z)), where M is some positive real. If it is not accepted,
then the process is restarted. It is not hard to prove that if for all z, we have f(z) < M - g(z), then the
rejection sampling procedure produces exactly the distribution of f. Furthermore, because the expected
number of times the procedure will need to be restarted is M, it is crucial to keep M as small as possible
by possibly tailoring the function g so that it resembles the target function f as much as possible. In
particular, since rejection sampling can be interpreted as sampling a random point (z;,y;) in the area
under the distribution M - g (see Figure and accepting if and only if y; < f(z;), reducing the area
between the two curves will reduce M.

The digital signature from [Lyul2] works as follows (for the sake of this discussion, we will present
the simplest version based on SIS) : the secret key is an m x n matrix S with small coefficients, and the
public key consists of a random n x m matrix A whose entries are uniform in Z,; and T = AS mod gq.
There is also a cryptographic hash function H, modeled as a random oracle, which outputs elements in
Z" with small norms. To sign a message digest u, the signing algorithm first picks a vector y according
to the distribution Dzm ,, where Dzm , is the discrete Gaussian distribution over Z™ with standard
deviation o. The signer then computes ¢ = H(Ay mod ¢, 1) and produces a potential signature (z, c)
where z = Sc 4+ y. Notice that the distribution of z depends on the distribution of Sc, and thus on the
distribution of S — in fact, the distribution of z is exactly Dzm , shifted by the vector Sc.

To remove the dependence of the signature on S, rejection sampling is used. The target distribution
that we want all the signatures to have is Dzm ,, whereas we obtain samples from the distribution Dzm ,
shifted by Sc (call this distribution Dy, ,sc). To use rejection sampling, we need to find a positive
real M such that for all (or all but a negligible fraction) x distributed according to Dzm , we have

2. In |[GLP12|, a 100-bit security level was claimed, but the cryptanalysis we use in this current paper, which combines
lattice-reduction attacks with combinatorial meet-in-the-middle techniques |[HGOT7|, estimates the actual security level to
be around 75-80 bits.
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(a) In the original scheme of |[Lyul2|. (b) In our scheme.

FIGURE 8.2 — Improvement of Rejection Sampling with Bimodal Gaussian Distributions. In blue is the
distribution of z, for fixed Sc and over the space of all y in Figure (a) and all (b,y) in Figure (b), before
the rejection step and its decomposition as a Cartesian product over Span{Sc} and (Sc)*. In dashed
red is the target distribution scaled by 1/M.

Dym 5(x) < M - Dy, »sc(x). A simple calculation (see [Lyul2, Lemma 4.5]) shows that

—2(x,Sc) + ||Sc||?
202 '

D () D rsel) = oo &)
The value of (x,Sc) behaves in many ways as a one-dimensional discrete Gaussian, and it can be thus
shown that |(x,Sc)| < 70||Sc|| with probability 1 — exp(—£(7?)). Asymptotically, the value of 7 is
proportional to the square root of the security parameter. Concretely, if we would like to have, for
example, 1 — 27100 certainty that |(x,Sc)| < 70||Sc||, we would set 7 = 12. Thus with probability

1 — exp(—Q(7?)), we have exp (%‘%W) < exp (W) So if ¢ = 7||Sc||, we will have

Dzm o(x)/ Dz, 0.5¢(x) < exp (1 + 52z ). Therefore if we set M = exp (1+ 51z), we will be able to use
rejection sampling to output signatures that are distributed according to Dzm , where ¢ = 7||Sc|| and
have the expected number of repetitions be M ~ exp(l).ﬂ

Prior to explaining our technique to improve the scheme, we need to state how the verification
algorithm in works. Upon receiving the signature (z, c) of p, the verifier checks that ||z]| is “small”
(roughly o+/m) and also that ¢ = H(Az—Tc mod g, ). It is easy to check that the outputs of the signing
procedure satisfy the two requirements. In this work, we show how to remove the factor 7 (in fact even
more) from the required standard deviation. Above, we described how to perform rejection sampling when
we were sampling potential signatures as z = Sc 4+ y. Consider now, an alternative procedure, where we
first uniformly sample a bit b € {—1,1} and then choose the potential signature to be z = bSc + y. In
particular z is now sampled from the distribution %Dzm,g’sc—l—%DZm,U’,sc. If our target distribution is still
Dzm -, then, as in the above paragraph, we need to have Dym (x)/ (3Dzm 0.8¢(X) + 3 Dzm 0, —sc(x)) <
M. By using Equation and some algebraic manipulations, we obtain that

Do) (3D o)+ 307500100 ) = e (51 ) /o (259 < (B1) 0

where the last inequality follows from the fact that cosh(y) > 1 for all y. Thus for rejection sampling
to work with M = exp(1), as in the previous example, we only require that o = ||Sc||/v/2 rather than
7[[Scll.

Our improvement is explained pictorially in Figure Part shows the rejection sampling as
done in . There, the distribution Dzm , (the dashed red line) must be scaled by a somewhat
large factor so that all but a negligible fraction of it fits under Dzm , gc. In which represents
our improved sampling algorithm, the distribution from which we are sampling is bimodal having its
two centers at Sc and —Sc. As can be seen from the figure, the distribution Dzm , fits much “better”
(i.e. needs to be scaled by a much smaller factor) underneath the bimodal distribution and therefore
there is a much smaller rejection area between the two curves. As a side note, whereas in (a), a negligible
fraction of the scaled Dzm , is still above Dzm ;sc, in (b), all of Dzm , is underneath the bimodal
distribution %Dzm’g,sc + %Dzmﬁg’,sc.

3. More precisely o = 7 maxg . ||Sc||, since we do not know in advance what Sc will be.
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While the above sampling procedure has the potential to produce much shorter signatures since the
Gaussian “tail-cut” factor 7 is never used, it does not give us an improved signature by itself because
the verification procedure is no longer guaranteed to work. The verification checks that ¢ = H(Az —
Tc mod ¢, i) and so will verify correctly if and only if Ay = Az—Tc = A(bSc+y)—Tc = Ay+bTc—Tc,
which will only happen if ’Tc = Tc mod ¢ for b € {—1, 1}. In other words, we will need Tc = —Tc¢ mod ¢,
which will never happen if ¢ is prime unless T = O.E| Our solution, therefore, is to work modulo 2¢ and
set T = ¢I where I is the n x n identity matrix. In this case Tc = —Tc mod 2¢, and so the verification
procedure will always work.

Changing the modulus from ¢ to 2¢ and forcing the matrix T to always be ¢I creates several potential
problems. In particular, it is no longer clear how to do the key generation, and also the outline for the
security proof from [Lyul2| no longer holds. But we show that these problems can be overcome. We
will now sketch the key generation and the security proof based on the hardness of the SIS problem in
which one is given a uniformly random matrix B € Z7*™, and is asked to find a short vector w such
that Bw = 0 (mod q). To generate the public and secret keys, we first pick a uniformly random matrix

A’ € 7™ and a random (m — n) x n matrix S’ consisting of short coefficients. We then compute
A" = A’S' mod q and output A = [2A’|2A” + ¢I] as the public key. The secret key is S = [S'T| — I]7.
Notice that by construction we have AS = ¢I (mod 2¢) and S consists of small entries. The dimensions
m and n are be picked so that the distribution of [A’|A’S’ mod ¢ can be shown to be uniformly random
in Zy*™ by the leftover hash lemma.

In the security proof, we are given a random matrix B = [A’[A"] € Z;*™ by the challenger and we
will use the adversary who forges in the signature scheme to find a short vector w such that Bw = 0
(mod ¢q). We create the public key A = [2A’|2A” + ¢I] and give it to the adversary. Even though we
do not know a secret key S such that AS = ¢I (mod 2¢), we can still create valid signatures for any
messages of the adversary’s choosing by picking the (z, ¢) according to the correct distributions and then
programming the random oracle as is done in [Lyul2]. When the adversary forges, we use the forking
lemma to create two equations Az = gc (mod 2¢) and Az = g¢’ (mod 2¢). Combining them together,
we obtain A(z —z') = ¢(c — ¢’) (mod 2¢). Under some very simple requirements for z,z’, ¢, and ¢, the
previous equation implies that A(z —2z') = 0 (mod ¢) and z # z’. This then implies that 2B(z—2z') = 0
(mod ¢) and since 2 is invertible modulo ¢, we have found a w = (z — z’) such that Bw = 0 (mod ¢).

The above scheme construction and proof works for SIS and equally well for Ring-SIS when instanti-
ated with polynomials. As in |[Lyul2], we can also construct much more efficient schemes based on LWE
and Ring-LWE by creating the matrix A” = A’S’ such that (A’, A”) is not uniformly random, but only
computationally. For optimal efficiency, though, we can create the key in yet a different manner related
to the way NTRU keys are generated. The formal construction is described in Section [8:4] but here we
just give the intuition. We could create two small polynomials s1,s2 € Z[z]/(z"™ + 1) and output the
public key as a = 92 (mod 2¢). Notice that this implies that as; +s2 = q (mod 2¢), and so we can
think of the public key as A = [a, 1] and the secret key as S = [s1,s]7. Assuming that it is a hard
problem to find small vectors w such that Aw = 0 (mod 2q), the signature scheme instantiated in the
above manner will be secure. To those readers familiar with the key generation in the NTRU encryption
scheme, the above key generation should look very familiar, except that the modulus is 2¢ rather than q.
Since we are not sure what happens when the modulus is 2¢g, we show in Section how to instantiate
our scheme so that it is based on NTRU over modulus q. We then explain how for certain instantiations,
this is as hard a problem as Ring-SIS (using the results of Stehlé, Steinfeld [SS11]) and how for more
efficient instantiations, it is a weaker assumption than the ones underlying the classic NTRU encryption
scheme and the recent construction of fully-homomorphic encryption [LATV12].

Cryptanalysis.

Previous cryptanalytic efforts mostly involved computing the Hermite factor as in the work of Gama
and Nguyen [GNO8]. In our work, we do a more careful cryptanalysis by running the simulations in BKZ
2.0 of Chen and Nguyen [CN11] in combination with the combinatorial meet-in-the-middle attack of
Howgrave-Graham [HGOT7|, which is applicable to the instances in this chapter.

4. One may think that a possible solution could be to output the bit b as part of the signature, but this is not secure.
Depending on the sign of (z,Sc), one of the two values of b is more likely to be output than the other, and this leaks
information about S.
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8.1.3 Discussion and Open Problems

This work presents an improved rejection sampling algorithm and utilizes it to construct the currently
most practical lattice-based signature scheme. For optimal efficiency, the security of our scheme relies
on the hardness of a type of NTRU problem that has recently (re-)appeared in the literature [LATV12|
and, we believe, could play a big role in the future of lattice-based cryptography (see Section for the
precise definition of the problem). There is currently no cryptanalytic work that suggests that NTRU
lattices of dimension 2n, which contain n “unusually short” vectors, behave any differently than other
structured lattices that contain only one such unusually short vector.

We ran experiments that suggest indeed that BKZ behaves similarly in the presence of either only
one unusually short vector or a basis of n of them (see Section . Yet we have no explanation of this
phenomenon ; we are not sure whether this means that these lattices are indeed as hard as the random
lattices that have been exhaustively studied [GNO8,/CN11|, or whether it means that they simply have
not been carefully studied (even though this NTRU problem has been around since 1998 [HPS9g]).

We believe that understanding the behavior of lattice-reduction algorithms on these NTRU lattices
would bring some much-needed clarity to the current state of lattice-based cryptography. In particular,
it still remains unclear whether the classical NTRU encryption scheme [HPS98| (where the ciphertexts
consist of one element) is more efficient than the “2-element” Ring-LWE based cryptosystem of Lyuba-
shevsky, Peikert and Regev [LPR10|. For the same reason, it is also unclear whether there is any reason
in practice to use the key-generation parameters suggested in [SS11] to make the NTRU cryptosystem as
secure as Ring-LWE. Recently Lopez-Alt et al. proposed a fully-homomorphic encryption scheme (with
some additional features) based on NTRU [LATV12]. On the surface, it seems that this scheme could
be even more efficient than the implemented |[GHS12] Ring-LWE version of the scheme of Brakerski et
al. [BGV12] because the NTRU encryptions are potentially shorter and the homomorphic re-encryption
operation does not require the “key switching/dimension reduction” step.

The dearth of lattice cryptanalysis papers stands in contrast to the vast number of articles proposing
theoretical lattice-based constructions. Our belief is that this lack of cryptanalytic effort is in part due
to the fact that most of the papers with scheme proposals give no concrete targets to attack. One of the
proposed instantiations in the present work is a “toy example” that we estimate has approximately 60
bits of security. Thus if it turns out that the NTRU lattices are weaker than believed, it is wholly possible
that this example could be broken on a personal computer, and we think this would be of great interest
to the practical community. In addition, it could be argued that we do not yet know enough about lattice
reduction to be able to propose such “fine-grained” security estimates like 160-bit or 192-bit. But one of
the main reasons that we make these proposals is to make it “worthwhile” for cryptanalysts to work on
these problems. In short, one of our hopes is that this work spurs on the cryptanalysis that is currently
much needed in the field.

8.2 Preliminaries

8.2.1 Hardness Assumptions

All the constructions in this chapter are based on the hardness of the generalized SIS (Short Integer
Solution) problem, which we define below.

Definition 8.1 (R-SIS§n7m,5 problem) Let R be some ring and K be some distribution over Ry*™,

where Ry is the quotient ring R/(¢R). Given a random A € Ry*™ drawn according to the distribution
K, find a non-zero v € Ry such that Av =0 and vy < 8.

If we let R = Z and K be the uniform distribution, then the resulting problem is the classical SIS
problem first defined by Ajtai [Ajt96] in his seminal paper showing connections between worst-case lattice
problems and the average-case SIS problem. By the pigeonhole principle, if 8 > \/mq™/™ then the SIS
instances are guaranteed to have a solution. Using Gaussian techniques, Micciancio and Regev [MR04]
improved Ajtai’s result to show that, for a large enough ¢ as a function of n and 3, the SIS, ,, . problem
is as hard (on the average) as the O(y/nf3)-SIVP problem for all lattices of dimension n.

In 2006, a ring variant of SIS was introduced independently in [PR06] and [LMO6|. In [LMO6] it was
shown that if R = Z[z]/(z™ + 1), where n is a power of 2, then the ’R—SISQLW’B problem is as hard as
the O(,/nf)-SVP problem in all lattices that are ideals in R (where K is again the uniform distribution
over Ri*™).
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NTRU Lattices In the NTRU cryptosystem [HPS98| over the ring Ry = Z4[z]|/(z™ + 1), the key
generation procedure picks two short secret keys f, g € R, (according to some distribution) and computes
the public key as a = g/f.ﬂ When the norm of f,g is large enough, it can be shown that a is actually
uniformly random in R, [SS11], but even when the secret keys do not have enough entropy, their quotient
still appears to be pseudorandom, although no proof of this fact is known [LATV12|. In the NTRU
cryptosystem (or its more secure modification of [SS11| which is based on the Ring-LWE problem), one
encrypts a message p, represented as a polynomial in Ry with {0, 1} coefficients, by picking two short
vectors r,e € R, and outputting z = 2(ar + e€) + u. The security of the scheme relies on the fact that
the distribution of (a,z) is pseudo-random in R2.

One can define an NTRU version of the SIS problem that is at least as hard as breaking the NTRU
cryptosystem. In particular, given an NTRU public key a, find two polynomials vi,vs € R, such that
[[(vi|ve)| < B and avy + vo = 0 in R,. Notice that (f, —g) is a solution to this problem, but in fact,
finding larger solutions can also be useful in breaking the NTRU cryptosystem. In particular, notice that
for any solution (vi|vs), one can compute zvy = 2(—rvy + evy) + pvy. If 8 is sufficiently small with
respect to ||(r|e)||, then z - vy mod 2 = pvy, and p can be recovered. Thus, for certain parameters, the
NTRU version of the SIS problem is at least as hard as breaking the NTRU cryptosystem. In Section [8.6]
we analyze the hardness of this problem using combinations of lattice [CN11| and hybrid attacks [HGO7].
As a side-note, we would like to point out that the NTRU encryption scheme remains hard even after 15
years of cryptanalysis. The weakness in the NTRU signature scheme, which uses the same key generation
procedure, is due to the fact that signatures slowly leak the secret key( [NR09,[DN12b|, chapter [5), but
this is provably (i.e. information-theoretically) avoided in our scheme.

A way to state the NTRU SIS problem in terms of the R—SISQLQ,B problem is to set R = Z[z]/(z"+1)
and let K be the distribution that picks small f,g and outputs the public key A = (a,1) € R}*? for

a=g/f.

8.3 BLISS : A Lattice Signature Scheme using Bimodal Gaus-
sians

In this section, we present our new signature scheme along with the proof of correctness and the
security proof based on the R — S|s{f7n,mﬁ problem. We mention that this is the “simple” version of
our algorithm, and the specific implementation of it that uses numerous enhancements is presented in
Section [B:4] For simplicity, we present our algorithm for R = Z, but it works exactly the same way for

rings R = Z[z]/(z™ + 1) (see Section [8.4).

8.3.1 New Signature and Verification Algorithms

Key pairs The secret key is a (short) matrix S € Z;,*" and the public key is given by the matrix
A € Zy ™ such that AS = ¢Id,, (mod 2¢). A crucial property, for our new rejection sampling algorithm,
satisfied by the key pair, is that AS = A(—S) = ¢Id,, (mod 2¢). Obtaining such a key pair is easy and
can be done efficiently. In Section [8.7] we explain the key-generation procedure which results in a scheme
whose security is based on the classic SIS, ;, .8 problem and in Section we present an “NTRU-like”
variant of the key generation which yields a more efficient instantiation of the signature scheme.

Random Oracle Domain We model the hash function H as a random oracle that has uniform output
in B}, the set of binary vectors of length n and weight x. An efficient construction of such a random
oracle can be found in Section 8. 4.4

The Signature Algorithm The signer, who is given a message digest p, first samples a vector y from
the m-dimensional discrete Gaussian distribution D7* and then computes ¢ < H(Ay mod 2¢, ). He then
samples a bit b in {0, 1} and computes the potential output z < y -+ (—1)*Sc. Notice that z is distributed

according to the bimodal discrete Gaussian distribution $Dg, , + $D™g, .. At this point we perform
2
rejection sampling and output the signature (z, c) with probability 1/ (M exp (—%) cosh (%—QC))),

where M is some fixed positive real that is set large enough to ensure that the preceding probability is
always at most 1. We explain how to set the M in accordance with the standard deviation o in the next

5. In the original NTRU scheme, the ring was Zg[z]/(z™ — 1), but lately researchers have also used Zq[z]/(z™ + 1) when
n is a power of 2. Indeed, the latter choice seems at least as secure.
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Algorithm 29 Signature Algorithm

Input: Message u, public key A € anm secret key S € Zg’;x", standard deviation o
Output: A signature (z,c) of the message 1

cy < D

C <+ H(Ay mod 2q, i)

Choose a random bit b € {0,1}

z <+ y+(—1)’Sc

Output(z, c) with probability 1/ (M exp ( M) cosh << USC> )) otherwise restart

Algorithm 30 Verification Algorithm
Input: Message j, public Key A € Z3,, signature (z,c)
Output: Accept or Reject the signature

1. if ||z|| > B; then Reject

2: if ||z]|, > ¢/4 then Reject

3: Accept iff ¢ = H(Az + gc mod 2q, )

section. If the signing algorithm did not output the signature, then it is restarted and is repeated until
something is output. The expected number of iterations of the signing algorithm is M.

The Verification Algorithm The verification algorithm will accept (z,c) as the signature for p if
the following three conditions hold :

L |zl < B
2. 2]l <q/4
3. ¢ = H(Az+ gc mod 2q, i)

The signer outputs signatures of the form (z,c) where z is distributed according to DZ*, thus the
acceptance bound Bs should be set a little bit higher than y/mo, which is the expected value around
which the output of D7 is tightly concentrated around; denoting Bs = ny/mo, one can set 7 so that
|z|| < By is verified with probability 1 — 27* [Lyul2, Lemma 4.4] for the security parameter A (in
practice, € [1.1,1.4]). For technical reasons in the security proof, we also need that ||z|| < ¢/4, but
this condition is usually verified whenever the ﬁrst one is and does restrict the manner in which we choose
the parameters for the scheme (see Section . Condition 3 will also hold for valid signatures because

Az +qc= Ay + (—1)’Sc) + qc = Ay + ((—l)bAS)c +qc = Ay + (¢Id,)c + gc = Ay mod 2q.

8.3.2 Rejection Sampling : Correctness and Efficiency

We now explain how to pick the standard deviation o and positive real M so that the signing algorithm
in the preceding section produces vectors z according to the distribution D}'. Because y is distributed
accordlng to DI, it is easy to see that in Step 4 of the signing algorithm, z is distributed according to

o

Jsc Dgﬁ: - 1DmSc ., for fixed Sc and over the space of all (b,y). Thus for any z* € R™, we have
* 1 m *
PI’[Z:Z } :g Sc,o( )+ D Sco‘( )

L _HZ —Sef”), 1 [ Nz Sel?
CYRZD) P 202 2p5(Z™) P 202
SRS S [ Y B 1S R WAC e
~ 25,z TP\ T 202 | TP\ T a2
1 [EN& ISc|” (z",8c)
fr— —_— - h N
PRD) exp ( 552 exp 552 cos p=>

The desired output distribution is the centered Gaussian distribution f(z*) = p,(2z*)/ps(Z™). Thus,
by Lemma [2.7] one should accept the sample z* with probability :

P = MgT - 1/( (— |§§L|2>cosh<<z*£c>>) :
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where M is chosen large enough so that p,. < 1. Note that cosh(z) > 1 for any z, so it suffices that
M = ez (8.3)

where « is such that o > « - ||Sc]].

Bound on ||Sc|| First, let us precise that since we use column notation in this chapter, ||S|| denotes
the maximal f5-norm of the column of S.

Notice that if we fix the repetition rate M, then the standard deviation of the signature z, and
therefore also its size, only depend on the maximum possible norm of the vector Sc. For this reason, it is
important to obtain a bound as tight as possible on this product. Several upper bounds on ||Sc|| can be
used such as [|Sc|| < [[c||; - [IS]| = & ||S]| (as in [Lyul2|) or ||Sc|| < s1(S) - [lc[| = s1(S) - v/k where 51(S)
is the singular norm of S. Here we introduce a new measure of S, adapted to the form of ¢, which helps
us achieve a tighter bound than all the previous methods. We believe that this norm and the technique
for bounding it could be of independent interest.

Definition 8.2 For any integer k, we define N,: R™*™ — R as :

— . — t, nxn
N.(X) = ,max Z (ch}?}%n} ZT”> where T=X"-X € R .

#I=x i€l J=r  jeJ
The following proposition states that /N, (S) is also an upper bound for ||Sc]].

proposition 8.1 Let S € R™ ™ be a real matriz. For any ¢ € B", we have ||Sc||* < N,(S).

K’

Proof: Set I = J = {i € {1,...,n} : ¢; = 1}, which implies #I = #J = x. Rewriting ||S - c|* =
ct-8"-S.c=c"T-c=3 ;> ,c;Tij we can conclude from the definition of N,. O

In practice, we will use this upper bound (see Section to bound ||Sc|| and derive the parameters.
Some secret keys S will be rejected according to the value of N, (S), which is easily computable. In
addition to the gain from the use of bimodal Gaussians, this new upper bound lowers the standard
deviation o by a factor &~ \/k/2 compared to |[Lyul2|.

8.3.3 Security Proof

Any adversary able to forge against our signature scheme can solve the R — S|S§n,m, 3 problem for
8 = 2By where I is the distribution induced by the public-key generation algorithm.

Theorem 8.2 Suppose there is a polynomial-time algorithm F which makes at most s queries to the
signing oracle and h queries to the random oracle H, and succeeds in forging with non negligible probability
8. Then there exists a polynomial-time algorithm which can solve the R — SISY 3 problem for 3 = 2B,

a,n,m,
with probability ~ 2(;37;)' Moreover the signing algorithm produces a signature with probability ~ 1/M

and the verifying algorithm accepts a signature produced by an honest signer with probability at least
1-—2m,

The proof of the theorem follows from standard arguments, and is similar to the proof of [Lyul2|. In
particular, the fact that the distribution of the signatures in the scheme does not depend on the secret key
means that the simulator can “sign” arbitrary messages without having the secret key by programming
the random oracle. Then when the adversary forges on a message, the simulator can extract a solution
to the SIS problem. The main difference arises with so called type-2 forgeries, for which the arguments
actually become simpler and tighter for the current scheme. It is proved in a sequence of two Lemmas.
In Lemma 8.3} we show that our signing algorithm can be replaced by Hybrid 2 (Algorithm [32)), and the
statistical distance between the two outputs will be at most € = s(s+ h)27"*L. Since Hybrid 2 produces
an output with probability exactly 1/M, the signing algorithm produces an output with probability at
least (1 —€)/M. Then in Lemma we show that if a forger can produce a forgery with probability &
when the signing algorithm is replaced by Hybrid 2, then we can use him to recover a vector v # 0 such
that ||v|]| < 8 = 2By and Av = 0 mod ¢ with probability at least 62/(2(s + h)).
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Algorithm 31 Hybrid 1

y <D

c+ B!

Choose a random bit b

z+ (-1)’Sc+y

With probability 1/(M exp(—%) cosh( <z(’782°> )
output (z,c)
program H(Az+ qc,u) =c¢

Algorithm 32 Hybrid 2

c < B}

7+ D7

: With probability ﬁ :

output (z,c)

program H(Az + qc,u) =c¢

BN v

Lemma 8.3 Let D be a distinguisher which can query the random oracle H and either the actual signing
algorithm (Algorithm@) or Hybrid 2 (Algorithm @) If she makes h queries to H and s queries to the
signing algorithm that she has access to, then for all but a 1 — (™ fraction of all possible matrices
A, her advantage of distinguishing the actual signing algorithm from the one in Hybrid 2 is at most
s(s+ h)2 T

Proof: First, we show that the distinguisher D has advantage at most s(s + h)2~"*+1 of distinguishing
between the real signature scheme and Hybrid 1 (Algorithm . The only difference between these
algorithms is that, in Hybrid 1, the output of the random oracle is chosen at random from B}’ and then
programmed as the answer to H(Az+ qc, ) = H(Ay, u) without checking whether the value of (Ay, p)
was already set. Now, each time Hybrid 1 is called, the probability of generating a y such that Ay is
equal to one of the previous values that was queried is at most 27"+, Indeed, let us notice that at most
s+ h values of (Ay, 1) will ever be set. With probability at least 1 — e the matrix A can be written
in Hermite Normal Form as A = [A|]I]. Finally, for any t € Zj, since ¢ > 3/1/27, we have

Pr[Ay = t;y < D'l = Pr[y1 = (t — Ayq);y « D] < Joax Prly, = thiyi Dyl <27".
Ie n

2q

Thus if Hybrid 1 is accessed s times, and the probability of getting a collision each time is at most
(s + h)27"T1 the probability that a collision occurs after s queries is at most s(s + k)27 "1,

We next emphasize that the outputs of Hybrid 1 and Hybrid 2 follows exactly the same distribution.
Indeed, the proof of this fact is a direct consequence of Lemma : Hybrid 1 exactly plays the role of
the algorithm A and Hybrid 2 corresponds to F, where M = exp(1/(2a?)) and

f(z) =exp (= |lz]* /(20%)),  ge(2) = exp (= |lz]* /(207)) exp ( — ||Sel|* /(20%)) cosh ((z,Sc) /0®) .

By Lemma [2.7] the outputs of Hybrid 1 and Hybrid 2 follows exactly the same distribution (since we
have M - g. > f for all v). O

Lemma 8.4 Suppose there exists a polynomial-time algorithm F which makes at most s queries to the
signer in Hybrid 2, h queries to the random oracle H, and succeeds in forging with probability 6. Then
there exists an algorithm of the same time-complexity as F that for a given B < K finds a non-zero
v € Z7 such that ||v]| < 2By and Bv = 0 with probability at least ~ §*/(2(s + h)).

Proof: Let B < K the matrix for the generalized SIS instance we want to solve. We transform slightly
B to create a public key A as in the signature scheme and publish it as the public key A € Z;qum ; notice

that this modification is such that A mod ¢ = 2B for our key generation procedures. Therefore finding
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a vector v such that Av = 0 mod ¢ yields Bv = 0 mod ¢ because 2 is invertible modulo q.ﬁ Denote by
t = s + h the bound on the number of times the random oracle H is called or programmed during F’s
attack.

First, we pick random coins ¢ and v respectively for the forger and the signer. We also pick the

values that will correspond to the responses of the random oracle cq,...,c; & B}:. We now consider a
subroutine A taking as input (A, ¢,v,cq,...,ct).

The first step of the subroutine is to initialize F by giving it the public-key A and the random coins
¢. Then, it proceeds to run F. Whenever F wants some message signed, A runs the signing algorithm of
Hybrid 2 using the signer random coins v to produce a signature. During signing or when F will make
queries to the random oracle, the random oracle H will have to be programmed, and the response of
H will be the first ¢; in the list (cy,...,c;) that has not been used yet. (Of course, A keeps a table of
all queries to H, so in case the same query is made twice, the previously answered c; will be replied.)
When F finishes running and outputs a forgery (with probability §), our subroutine A simply outputs
F’s output {(z,c), pu}.

Recall that the output of A verifies ||z, < ¢/4 and ||z|| < By and ¢ = H(Az + qc, iu). Notice that
if the random oracle H was not queried or programmed on some input w = Az + ¢c, then F has only
a 1/|B?| chance of producing a c such that ¢ = H(w, ). Thus with probability 1 — 1/|B”|, ¢ must be
one of the c;’s, and so the probability that F succeeds in a forgery. Thus the probability that ¢ = c; for
some j is 6 — 1/|B7|.

Type 1 Forgery Suppose that c; was a response to a signing query made by F on (w’, i) = (Az’' +
gc;, 1/'). Then we would have

H(Az + qc;, 1) = H(AZ' + qcj, 1).
If u # p/ or Az+qc; # Az’ +qcj, it means that F found a pre-image of c;. Therefore with overwhelming
probability, we have y = p/ and Az + gc; = Az’ + gc;. This yields A(z — z’) = 0 mod 2¢. We know
that z # 2z’ (otherwise the signatures are the same). Moreover, since ||z|,[z'| < ¢/4, we have
z — 7' # 0 mod q. Finally, the condition on the f2-norm of z and z’ gives ||z — z/|| < 2B.

Type 2 Forgery Assume now that c; was a response to a random oracle query made by F. In
this case we record this signature (z,c;) on the message p, and we generate fresh random elements

cj,....cy & B. By the General Forking Lemma of Bellare and Neven |[BNO06|, we obtain that the
probability that ¢’; # c; and the forger uses the random oracle response ¢’; (and the query associated

to it) in the forgery is at least
(6— 1 ) (5—1/|IB%Z\_ 1 )
B t Bg|/

Thus, with the above probability, F outputs a signature (z’, cj) of the message p and Az+qc; = Az’—f—chf.
We finally obtain

A(z—2') =q(c; — ¢';) mod 2¢ .
Since ¢; — ¢’; # 0 mod 2, we have z — z’ # 0 mod 2¢. Moreover, we have ||z — 2’|, < ¢/2 : this implies
that v =z — 2’ # 0 mod ¢. Finally, we have
Av =0mod ¢ and vl < 2Bs,

that is v is a solution to a SIS® 5 with 8 =2B,. O

q,m,m,

8.4 Practical Instantiation of BLISS

In this section, we present a practical instantiation of our signature scheme zhich is inspired by the
NTRU key-generation. We present optimizations and discuss implementation issues for each step of the
signing algorithm (Algorithm . The signature scheme was implemented as a proof of concept on a
desktop computer. Parameters proposals and timings are provided in Section [8.5

6. More precisely, for the SIS-based generation detailed in Section denoting B = (B1| — Ba) € ng(m_") x Zg*™,
define A = (2B1|ql,, —2B32). The matrix A follows the same distribution that in the key generation of Section because
of the use of the leftover hash lemma, and A mod ¢ = 2B. For the “NTRU-like” key generation used to instantiate our
scheme in Section [8.4] we get from the NTRU SIS assumption a matrix B = (B1|—B2) = (a|—1) where a = (2g+1)/f and
we define A = (2B1]ql — 2B3) = (2a]q — 2) that is a public key with the same distribution that in Section Moreover
we get A mod ¢ = 2B = (2a| — 2).
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8.4.1 Key-Generation

Given densities 0 and d2, we generate random polynomials f and g with d; = [§1n] coefficients in
{£1}, d2 = [dan] coeflicients in {£2} and all other coefficients to 0 until f is invertible.m The secret key
is given by S = (s1,s2)! = (f,2g + 1)*.

The public key is then computed as follows : set a, = (2g + 1)/f € R, (a, is defined as a quotient
modulo g). Next, define A = (2a4,¢ —2) € Réq”. One easily verifies that :

AS =2a,-f-2(2g+1)=0 mod ¢
AS =q(2g+1)=¢q-1=1 mod 2,

that is AS = ¢ mod 2¢. Finally, (A, S) is a valid key pair for our scheme.
Denote by Ky, 5,5, the distribution that picks small f and g as uniform polynomials with exactly d;
entries in {£1} and d entries in {£2} and outputs the public key B = (a,1) € R}** for a = (2g+1)/f.
The public key generated above A taken modulo ¢ follows the distribution 2K, 5, 5, ; that is, such

. . . . Kn
key-pair generation algorithm gives a scheme based on R-SIS 15'5”.

Rejection According to N, (S) In practice after generating S, we restart when N, (S) > C?-5-(d; +
4ds) - k for a fixed constant C. This constant is chosen so that 25% of the keys are accepted, decreasing
the overall security by at most 2 bits.

Computation of N, (S) Recall that

Ic{1,...,n} Jc{1,...,n}
#I=r iel #J=r  jEJ

N.(S) = max Z ( max ZT”> where T =8"-S € R"*" .

However, in order to obtain N, (S), it is not required to compute the 2 - (') sums of the definition.
Indeed, if suffices to compute T = S!- S, to sort the columns of T, sum the x larger values in each
line, sort the resulting vector and to sum its x larger components. Notice moreover that working in
Zog[z]/(x™ + 1) implies that S is composed of rotations (possibly with opposed coefficients) of s;’s, and
this (ideal) structure is thus also present in T. Thus it suffices to compute the vector

t= (<slasl> + <52752>7 <517X : Sl> + <SQaX : SQ>7 ey <S1,Xn_1 : Sl> + <527xn_1 : SQ>) )

and derive T = (t,x-t,...,x"" 1 t).

Theoretical Bound We provide below a (theoretical) asymptotic bound on N, (S) for completeness.
The following proposition easily generalizes to the form of our secret keys (see Corollary .

Lemma 8.5 For a fized density 6 € (0,1), and w = [dn], let s € Z[x]/(z™ + 1) be chosen uniformly in
T, and S € Z™"*"™ denotes its matriz representation. Then, for any ¢ > 0, we have :

A&(S)§7Un4fn%9(uﬂ/2“)

except with negligible probability.

Proof: The first term wk arises from the diagonal coefficients of T = S? - S, equals to ||s||2 =w. It
remains to bound the non-diagonal terms of T'. For i # 7,

Y= 5 ik * Sitk * Sj+k 5
1<k<n

where ¢; ;1 € {£1} are some fixed coefficients, and the indices are taken modulo n. The key argument is
to split this sum in two parts, so that each part contains only independent terms. This is possible when

7. In order to get a better entropy/length ratio, we include a few entries in {42} in the secret key, increasing resistance
to the Hybrid attack.
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i—j # 0 and n is a power of 2 : one easily checks that there exists a set K C Z,, such that K + i and
K + j form a partition of Z,,. Thus, we rewrite

Y,j =0+ Oi,j where 055 = Z €ijk - Sitk * Sj+k and 055 = Z €ijk " Sitk * Sj+k -
keK kEZ,\K
Focusing on the sum o; ; (a similar argument holds for &; ;), one can restrict the sum to its non-zero
terms and notice that the remaining terms are uniformly random in {—1, 1} and independent from each
other. Finally o; ; is the sum of at most w uniform variables over {—1,1} and therefore o; ; < w'/2*e
except with negligible probability.lﬂ O

Corollary 8.6 Let f,g € Z[z]/(z" + 1) be chosen uniformly in T, F,G € Z"*" be their matriz
representations, and set St = (F|2G + Id,,) € Z"*?". Then,

N.(S) < (5w + 1)k + >0 (w1/2+5> .

Proof: This follows easily from the fact that S*-S = FT . F +4G” - G + G + GT +Id,,, yielding
N (S) < Nu(F) 4+ 4N, (G) + 2k% + k. O

8.4.2 Gaussian Sampling

In Line 1 of Algorithm we want to produce y = (yi,y2)’ where y;,ys are polynomials over
ZLag|z]/(x™ + 1) with coeflicients distributed according to a centered discrete Gaussian distribution of
standard deviation o. In Section we provide a new technique to perform efficiently discrete Gaussian
sampling on constrained devices. However on an environment with enough memory, using the cumulative
distribution table algorithm is the easiest and fastest solution (see Table . Namely, we tabulate the
approximate cumulative distribution of the desired distribution, i.e. the probabilities p, = Pr[z < z : x +
D,| for z € [—70,70], precomputed with A bits of precision. At sampling time, one generates y € [0, 1)
uniformly at random, then performs a binary search through the table to locate some z € Z such that
y € [p.—1,p.) and outputs z. A GCC-profiling of our program reveals that this step takes about 35% of
the entire running-time, including the entropy generation using sha-512.

8.4.3 Multiplication of Two Polynomials

In Line 2 of Algorithm the element Ay = a; - y1 + ag - y2 € Zgg[z]/(z™ + 1) is given as input
to the random oracle. Since as = g — 2 is a constant, as - yo is straightforward to obtain. It remains to
(efficiently) compute the product of a; by y1 over Zgg[x]/(z" + 1).

Because of the particular shape of a; in the NTRU-like key generation, namely that a; is lifted
from Z,[x]/(z™ + 1) to Zay[z]/(x™ 4+ 1) by multiplying its coefficients by 2 (i.e. a; = 2-a’y), computing
aj -y1 over Zgy[x]/(z™ + 1) can be done by computing the product a’y - y1 over Z,[z]/(z™ + 1) and then
multiplying the coefficients of the result by 2. Now multiplying two polynomials of Z,[z]/(z™ + 1) for ¢
prime is made efficient by choosing a modulus ¢ such that ¢ = 1 mod 2n : there exists then a primitive
2n-th root w of unity modulo ¢. Finally, the multiplication can be done in complexity O(nlogn) via
Number Theoretic Transform (i.e. Fast Fourier Transform over a finite field). Details on these standard
techniques can be found for example in [PG12|Ber|. Notice that one does not need to work with vectors
of size 2n as the component-wise multiplication of the NTT representations of size n of a’y(wz) and
vi(wz) gives the NTT representation of [’y - y1](wx) € Zg[z]/(z™ + 1).

8.4.4 Hashing to B}

We discuss how to build a hash function outputting uniform vectors in B! from a standard hash
function H (used in Line 2 of Algorithm [29). In [Lyul2], it was suggested to use a Hash function with
k +log, () bits of output (recall that #B! = ("), and thus #T? = 2%(")), and then apply a one-to-one
map to T?. Such a mapping can be found in [FS96] but its complexity is quadratic in n; this is quite
inefficient especially for large parameters. To avoid this costly algorithm, the authors of [GLP12| used
an efficient procedure injectively mapping 160-bit strings to T33? ; they increased the value x from 20 to
32 to gain efficiency, yielding a larger signature size.

8. By Hoeffding bound for example, or classical properties of random walks.
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Overview We here give an alternative solution that is both efficient and optimal (i.e. x is minimal for
a target entropy) to produce random elements in B7. In a few words, our approach consists of obtaining
k' > Kk values 7 ...z, in Z,, and setting the coordinates ¢, of the challenge c to 1, starting from i = 1,
and until [[c|; = &. If some coordinate c,, is already set to 1 one just ignore this x;, and if one runs
out of values x;, we would restart the process using a different seed. In the following we describe more
precisely this algorithm and show it indeed produces a uniform random function over B! if H is indeed
a uniform random function over ZF.

Detailed Construction and Correctness Let n be a power of 2 and Hy: {0,1}* — ZfL, with &' > &
be a random function outputting «’log, n bits (parsed as ' elements in Z,,). We consider the set S C ZF
of vectors that have at least x different entries. The probability that a uniform element in Zf lies in S
is:

|Zy, \ S|

A=1-120 1
1z |

When A is not negligible, one can efficiently build a random function H: {0,1}* — S as I?(:v) =
H(z|i), where i is the smallest index such that H(z|i) € S. This is somehow a rejection sampling
technique applied to a random function. Finally, in average, one call of H requires 1/A calls to H.

Claim 8.7 With the notation above, |Z£ \ S| < (") (k- 1)~

Proof: Notice that Z£ \ S is the set of vectors over Z, of length x’ with at most x — 1 distinct
coordinates. To obtain this set, one may first choose a subset K C Z,, of size k — 1 ((KL) choices), and
then chooses the s’ coordinates in K ((x — 1)* choices). Note that vectors with strictly less than x — 1
coordinates have been counted several times. More formally :

zi\s= |J k"= |J K*.
KCZy, KCZn,
|K|<k—1 |K|=r—1
]
For our parameters, this gives 1/A < 1.00001 using a 512-bit hash function for H (e.g. BLISS-IV : n = 29,
k' =56, k = 39).

It remains to map the domain S to B}. For x € S, let I be the set of the & first distinct coordinates
values of x, and set f(x) =),.;e; € B} where ey,...,e, are the canonical vectors of Z". Each image
y € B has the same amount of f-preimages in S, therefore H: {0,1}* — B? defined as fI(m) = foH(x)
is also a random function.

8.4.5 Multiplication of S by a Sparse Vector c

In Line 4 of Algorithm one should compute Sc. Let S;, i = 1,2 denotes the n X n matrix over Zy,
whose columns vectors are the x7 - s;’s for j = 0,...n — 1 In particular we have that s; - ¢ = S;c .

Now, since c is a sparse binary vector, one should not use the NTT to compute s; - ¢ for this step
(contrary to Section . Indeed, the absolute value of the coefficients of s; and s, is smaller than 5,
yielding ||s; - c|| . < 5k < 2q, i = 1,2. Therefore, computing (s; - ¢) and (s - ¢) can be performed very
efficiently by additions over Z (i.e. without reduction modulo 2q) of k pre-stored columns of S;. Notice
moreover that working over Zy,[x]/(2™ + 1) allows to reduce the memory storage overhead to zero : all
the columns of S; are rotations (possibly with opposite coefficients) of s;.

8.4.6 Rejection Sampling according to 1/exp and 1/ cosh

In Line 5 of Algorithm [29] one should reject with probability 1/(M exp(—z/f) cosh(z’/f)). To avoid
floating-point computations of the transcendental functions exp and cosh, we use the techniques described
in Section to do it efficiently with a very small memory footprint. Notice that the precomputed values
can be the same both for Gaussian sampling and this rejection sampling step.

8.4.7 Signature Compression

Recall that the signature is a pair (z,c) where z = (z1,22)" follows the Gaussian distribution D2".
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Working with A in Hermite Normal Form.

As in [GLP12|, in order to compress our signature, we need to have A in Hermite Normal Form.
Now, during the key-generation process, we explicitly constructed A = (a;, ¢ — 2) such that

a; -s;+ (¢ —2)s2 = ¢mod 2¢q .

Let us define ¢ such that (- (¢ —2) = 1 mod 2q. Next, instead of calling the random oracle on (Ay mod
2q, 1), we call it on ((CA)y mod 2¢, 1) because (A = (Cay, 1) is in Hermite Normal Form.

Dropping Low-weight Bits of z,.

We denote by d the number of bits we would like to drop in zs. For every integer = in the range
[—¢,q) and any positive integer d, x can be uniquely written

= |z]q-2% + [z mod 29]

where [z mod 2¢] € [-2971,2¢71). Thus |z]4 can be viewed as the “high-order bits” of z and [z mod 2¢]
as its “low-order bits”.

In |[GLP12|, the signature size is reduced by dropping almost all the information about zs in the
signature. Such a strategy impacts on security, as it reduces to an easier SIS problem (it may allow an
attacker to forge using longer vectors). Let us describe a similar feature for our signature scheme. First,
we replace the random oracle H input by

([(€A)y] 1) = ([¢-a1-y1+y2mod2q],,p)
= ([¢-a1-z1+C-q-c+2zymod 2q| ). (8.4)

The idea of |GLP12], transposed to our settings, was to define a vector z with coefficients in {0, £27}
and a limited number of coefficients z3[i] = z2[i] (coming from the need of reduction modulo 2q after the
addition with small but non negligible probability) such that

L(CA)Y]dZ LC'al'Z1+C~q~c+z~2mod2q]d.

Unfortunately the workaround which consists in storing some coefficients uncompressed, i.e. of the form
Z3[i] = z2[i], yields a signature scheme which is not strongly unforgeable. Indeed it is easy to forge a
signature by modifying the least-significant bit of one of the uncompressed values, and this does not
modify the high-order bits of the sum with very high probability.ﬂ

Let us describe how to solve this issue for our signature scheme. We want to replace zs by a small
vector zg such that

[(CA)Y]d: LC'al'Z1+C‘Q'CmOd2q]d+Z£.

Unfortunately without additional modification, the security proof does not go through because of a
similar issue as in [GLP12|, i.e. the coefficients zs[i] of z; which, added to (¢-(ay -z1)[i]+ (- ¢ cli]), force
us to reduce the result modulo 2¢ in Equation (84). Let us define p = [2¢/2%] ; we have 2¢ = p-2¢ 4+ v
with a small v (typically v =1 in our parameters). Now we modify the random oracle H input by

(l(¢A)y], mod p, ) ,

and define
zg = (L((A)y]d— (¢ ay -zl—l-g“-q-cmoqu—‘dmodp) €0,p)".

The coefficients of zg are small modulo p. We redefine the signature to be (zq, z%, c) instead of (z1, 22, ¢),
and during the verification, we check that

H(Zg—i-LC.al-z1—i—g‘-q-cmod2q]dmodp“u):c7

that

(z1||2dz;)H < B, and that

(21]12'25) | < B

Finally, we have the following Theorem :

9. As a direct consequence, the scheme of [GLP12| is not strongly unforgeable.
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Theorem 8.8 Let us consider the signature scheme of Section [8.4.8 Assume that d > 3, ¢ = 1 mod
2971 and 2B, + (2% + 1) < q/2. Suppose there is a polynomial-time algorithm F which succeeds in
forging with non negligible probability. Then there exists a polynomial-time algorithm which can solve the
R — SISf;n’mﬁ problem for B = 2By + (24 + 1)y/n.

The differences with the proof of Theorem are detailed in Section

Compressing Most Significant Bits of z; and z;.

The simplest representation of the entries of z; then requires [log,(8c)] < log,(160) bits. Yet, the
entropy of these entries is actually smaller :

Fact 8.9 Let X be distributed as D, that is a centered discrete Gaussian variable. Then the entropy of
X is upper-bounded by :
1
H(X) < — +logy(V2meo) ~ logy(4.10) .
o
Now, Huffman coding provides (almost) optimal encoding for data when their distribution is exactly
known. More precisely :

Theorem 8.10 (Huffman Coding) For any random wvariable X over a finite support S, there exist
an injective prefiz-free code C: S — {0,1}* such that :

HX)<E[|CX)]]<HX)+1

To keep the compression efficient, we choose to only encode the highest bits of all entries; the lower
are almost uniform and therefore we do not loose anything by not compressing them. Moreover, if by
packing several independent variables X1, ..., Xy, we can decrease the overhead to 1/k.

8.4.8 Final KeyGen, Sign and Verify Algorithms

In this section, we describe the final algorithms to instantiate BLISS with the parameters of Sec-
tion Notice that to obtain the signature size indicated Table (page , one need to use Huffman
Coding to compress the highest bits of z; and z;. Let us define p = |2¢/2¢] where d is the number of
dropped bits.

Algorithm 33 BLISS Key Generation

Output: Key pair (A,S) such that AS = ¢ mod 2¢
: Choose f, g as uniform polynomials with exactly d; entries in {1} and dy entries in {£2}
S = (Sl, SQ) (f 2g + 1)
if N.(S)>C?-5-([61n] +4[dan]) - k then
restart
end if
= (2g 4+ 1)/f mod ¢ (restart if f is not invertible)
Output(A7 S) where A = (2a,,¢ — 2) mod 2¢

Algorithm 34 BLISS Signature Algorithm

Input: Message pu, public key A = (a1,q—2) € R%;Q, secret key S = (s1,89)% € quﬂ

Output: A signature (z1,z},¢) of the message u
Y1,¥2 < Dzn o

u=(-a -y +y2mod2q

c + H(|ul]q mod p, )

Choose a random bit b

Z] <Y1+ (—1)bslc

Zy < y2 + (—1)bsac

Continue with probability 1 / (M exp ( HSC” ) cosh (%if))) otherwise restart

2} < ([ula — [u—22]4) mod p
9: Output (zl,zz,c)

®
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TABLE 8.2 — Parameters proposals

Name of the scheme  [[ BLISS-0 || BLISS-I | BLISS-II | BLISS-III | BLISS-IV |
Security Toy (< 60 bits) 128 bits 128 bits 160 bits 192 bits
Optimized for Fun Speed Size Security Security
Ring Dim. n 256 512 512 512 512
Lattice Dim. m = 2n 512 1024 1024 1024 1024
Modulus ¢ 7681 12289 12289 12289 12289
Secret key densities 01, d2 .65, .15 3,0 3,0 .42 .03 .45, .06
Gaussian std. dev. o 100 215 107 250 271
Max Shift/std. dev. ratio « 5 1 .5 7 .55
Weight of the challenge ~ 12 23 23 30 39
Secret key N,-Threshold C 1.5 1.62 1.62 1.75 1.88
Dropped bits d in z2 5 10 10 9 8
Verif. thresholds B2, B 2492, 530 12872, 2100 | 11074, 1563 | 10206,1760 | 9901, 1613
Repetition rate 7.4 1.6 7.4 2.8 5.2
Entropy of challenge c € B} 66 bits 132 bits 132 bits 161 bits 195 bits
Signature size 3.3kb 5.6kb 5kb 6kb 6.5kb
Secret key size 1.5kb 2kb 2kb 3kb 3kb
Public key size 3.3kb 7kb 7kb 7kb 7kb
SIS parameter 5/,/q 63= 441= 409= 289= 231=
(as in Theore 1.0083™ 1.0060™ 1.0059™ 1.0055™ 1.0053™
Ring-Unique-SVP 14= 46= 46= 30= 25=
parameter / %/)‘1 1.0051™ 1.0037™ 1.0037™ 1.0033™ 1.0031™

Algorithm 35 BLISS Verification Algorithm

Input: Message p, public key A = (a;,q—2) € R
Output: Accept or Reject the signature

1: if [|(zq]2¢ - ZE)HQ > By then Reject

2: if ||(212% - 2})]|oo > Boo then Reject

3: Accept iff c = H([¢ - ay ~z1+C~q~c]d—|—z$ mod p, 1)

%; 2, signature (z1,2}, c)

8.5 Parameters and Benchmarks

In this section, we first propose parameters sets for the scheme BLISS described in Section [8.4] Next,
we compare the benchmarks of our proof-of-concept implementations with the openssl running times
of RSA and ECDSA.

8.5.1 Parameters Sets

In Table we propose several sets of parameters to implement the R-SIS® variant of our scheme
described in Section The signature schemes BLISS-I and BLISS-II are respectively optimized for
speed and compactness and offer 128 bits of security (i.e. long-term protection [NISJECR]). The signature
schemes BLISS-IIT and BLISS-IV offer respectively 160 and 192 bits of security. The two last lines provides
typical measurement security against direct lattice attack in term of Hermite factor, but slightly better
attacks exists. Therefore, our security claims are derived from an extensive analysis based on BKZ-2.0
simulation [CN11| in interaction with other techniques [MR09,MM11,HGO7| detailed in Section

One of the objectives of this work was to determine whether the scheme from [Lyul2| could be
improved so as it remains sufficiently secure for a dimension n = 256. Even though this seems possible
when only considering direct lattice attacks, it turns out to be slightly out of reach according to the
analysis of Section Any additional trick might unlock an extremely efficient 80-bit secure signature
scheme ; it seems to us a challenging but worthwhile goal. We do however propose a toy variant BLISS-
0 in this dimension for which we expect up to 60 bits of security. Yet, we believe it would require a
significant effort to break this toy variant; we leave it as a challenge to motivate advance in lattice
cryptanalysis. Notice that choosing a non power-of-two dimension n would have been possible but yields
several unwelcome consequences : on efficiency first as NTT becomes at least twice slower and the
geometry is worst (our constant C' grows), but also on simplicity as one will no longer work as on the
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simple quotient by x™ + 1. However, it is possible to get about 100 bits of security in dimension n = 379
for signatures of size 4kb. In comparison [Lyul2, Set-IV] and |[GLP12, Set-I] have respective signature
size of 15kb and 9.5kb, for claimed security of 100 bits.|§|

8.5.2 Timings

In Table [8.1I] we provide running times of our proof-of-concept implementation of our signature
scheme with the parameters provided above, on a desktop computer. We also provide running times
for the openssl implementations of RSA and ECDSA. Notice that, despite the lack of optimization
on our proof-of-concept implementation, we derived interesting timings. First, our verification time is
nearly the same for each of our variants, and is much faster than the RSA and the (even worse) ECDSA
verification implementations of openssl by a factor 10 to 30. Secondly, excluding RSA which is really
slow, the signature algorithm of BLISS-I is as fast as ECDSA-256 (with the same claimed security). We
refer to [NIS|/[ECR] to get the equivalence between the key length of RSA and ECDSA and the expected
security in bits.

Besides, we expect our scheme to be much more suitable for embedded devices than both RSA and
ECDSA, mainly because our operation are done with a very small modulus (less than 16 bits). By design,
the binary representation of ¢ is 11 000000000001, that is ¢ has a very small Hamming weight ; this
structure might yield interesting hardware optimizations. The main issue for such architectures is the
generation of discrete Gaussian, addressed in Section [7.1

8.6 Security Analysis

In this section, we describe how known attacks apply to our scheme. First, we describe in Section [8:6.1]
combinatorial attacks on the secret key, namely brute-force and meet-in-middle attacks.

Then we consider lattice reduction attacks. Typical measurements of lattice problem hardness (the
so called Hermite factor, see [CN11]) are given in Table (page [L09), measuring how hard it is to find
vectors of a given norm in a random lattice. We first apply this measure to the hardness of the underlying
SIS problem, as if the lattice used was truly random (c.f. Section [8.6.2).

Yet, the lattice is not truly random, as by design it contains unusually short vectors. Therefore, on
may try to directly recover the secret by lattice reduction : find the secret key (f,g) as a short vector in
the primal lattice L = {(x,y) € R? : a;x +y = 0 mod ¢}. Unfortunately, the only study |[GNO8| of the
behavior of lattice algorithms in the presence of unusually short vectors only consider the unique-SVP
problem, in which there is only one unusually short vector. In the NTRU-like case, there is a basis of n
of them. We provide new experiments showing that the behavior is similar; that is, it is dictated by the
ratio between the actual shortest vector, its expected length in a random lattice and the Hermite factor
(c.f. Section [8.6.3).

An alternative attack to recover unusually short vectors of a lattice is to use short (but quite larger)
dual lattice L vectors to detect its presence, and then recover it [MRO9,MM11| using search-to-decision
reduction ; quantification of this attack is detailed in Section [8.6.4]

Finally, it is possible to combine lattice reduction and combinatorial techniques : Howgrave-Graham
designed in [HGOT7] an attack against NTRU keys combining a meet-in-the-middle strategy with lattice
reduction. This attack applies to our scheme, as detailed in Section but also on the previous related
schemes [Lyul2,/GLP12|. Notice that there is no mention of this attack in the security analysis of the
latter schemes ; therefore in order to compare, we also include security measurements for those schemes.

We base our security projection on the BKZ 2.0 simulation methodology introduced [CN11| that
models the behavior of BKZ including the latest improvements [GNR10, HPS11|.

Note that we only sketch the attack principles; the interested readers should refer to the original
articles [HNHGSWO03,HG07,/CN11, MRO9, MM11] for more details. We emphasize that the statistical
attacks [NR09,(DN12b| provably (i.e. information-theoretically) do not apply here because of rejection
sampling : the output distribution of the signature scheme is independent of the secret key.

8.6.1 Brute-force and Meet-in-the-Middle Key Recovery Attack

The key-recovery problem is as follows : given a € Z4[z]/(z™ + 1), find small polynomials f, g such
that a(2g + 1) — f = 0 (knowing that such a solution exists). Precisely, we know that both f and g have
respectively d; = [nd;] entries +1 and dy = [nds| entries +2.

10. Our analysis in Section casts doubts on the security claims of |[GLP12} Set-I].



8.6 Security Analysis 111

TABLE 8.3 — Hardness of the underlying SIS instance

Scheme BLISS-0 BLISS-T BLISS-IT BLISS-IIT BLISS-TV
SIS parameter 5/v/q || g3 1 goggm || 441 —1.0060™ | 409=1.0059™ | 289 = 1.0055™ | 231 —1.0053™
(as in Theorem|8.8))
Block Size Required 125 215 220 245 260
Enum. Cost logy T 53 130 136 168 188

Brute-force Key Recovery The brute-force attack simply consists in picking a random vector g
according to the key-generation distribution, and checking whether f = a(2g + 1) is a small polynomial.
To measure the complexity of this attack, one simply measures the entropy of g : this entropy yields a

lower bound on the time to exhaust all the possible values. The time complexity of this attack is therefore

= 2 () ()
1 2
For more complex attacks, it may be simpler to model all the entries of the secret key as independent

random variables, each of them having entropy :

5 5
e = 60log, 8o + 61 log, 51 + 65 10g, 52

In this model, the total entropy is n - e, which is at most logn greater than the true entropy.

Meet-in-the-Middle Attack Odlyzko proposed a MiM attack of running time the square root of the
latter attack (but with additional memory consumption). It was designed against the NTRU signature
scheme, but it also applies here. We refer to [HNHGSWO3| for details, and give only a short explanation
of a simplified version : exhaust g; as the first half bits of g and store g; in several labeled boxes (of
an hash table) according to the values of f; = a(2g; + 1). Then search for the second half go of g by
computing f5 = a(2g2) mod ¢ : the labeling is designed so that to ensure a collision whenever f; + f5 is
ternary.

This attacks runs in time and memory about 2"¢/2, since the entropy of a half of the vector is n-e/2.

8.6.2 Hardness of the underlying SIS problem

Attack Overview In this section we measure the hardness of forging a signature according to our
security proof. We will consider the running time necessary to BKZ algorithm to find a vector of norm
B = 2By + (2% + 1)y/n in a random g-ary lattice according to latest analysis [CN11]. While the lattice
L is not perfectly random because of the presence of unusually short vectors, the next section analyzes
how hard it is to detect and find those unusually short vectors.

Remark Note that we have 8 > ¢, yet the g-vectors are not proper solution to the SIS instance since
it is required that the short solution is non-null modulo ¢. This is one of the reason our scheme includes
not only constraint on the ¢ but also on the ¢, norms of signature vectors; this ensures that the
reduction provides a vector v such that ||v||, < ¢/2, and thus is non-null modulo ¢. While we could
have chosen larger values for B, and still have a valid security reduction, choosing it as small as possible
for correctness can only make the scheme more secure.

Quantification The hardness of this SIS problem is dictated by the ratio 3/,/q and the dimension
m, precisely it is necessary to run BKZ with a blocksize providing a Hermite factor 6™ < 3/,/q. The
relation between ¢ the block-size and the running time is interpolated from |[CN11].

Margins The cost given in the last line of Table R3] is given in number of nodes to visit in the
enumeration tree of the enumeration subroutine of BKZ. Each visit requires about 100 CPU cycles, and
BKZ needs to perform at least 2n such enumerations, adding an additional 10 bits to those numbers.
Yet, those numbers does not directly give rise to an attack as they are derived from security reduction ;
actually forging seems to require finding vectors smaller by a factor 2.
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FIGURE 8.3 — Results BKZ-20 for n € [48, 150], ¢ € [6000, 25000] and binary search on the A;-threshold.
On horizontal axis is the value of n 4+ random(0,5) and on vertical axis is (%1/%//\1)1/271

TABLE 8.4 — Cost of finding the Ring-unique shortest vector via primal lattice reduction

Scheme BLISS-0 BLISS-I BLISS-II BLISS-III BLISS-IV

Ring-Unique-SVP ) gos1m || 46 21,0037 | 46 =1.0037 | 30 =1.0033™ | 25=1.0031™
parameter 4/ %/)\1
Block Size Required 270 > 300 > 300 > 300 > 300

Enum. Cost log, T 200 > 240 > 240 > 240 > 240

8.6.3 Primal Lattice Reduction Key Recovery

Attack Overview The attack consists of applying lattice reduction to the primal lattice L hoping
that the short vector found will be the secret key. This problem can be seen as a ring variant of the
unique-SVP problem.

Quantification The only study of the behavior of BKZ in the presence of short vector is due to
Gama and Nguyen |[GNO§|; while the theoretical bounds suggest that the shortest vector will be found
when \3/)\; is greater than §2™, their experiments show that it is in fact sufficient to have a gap of
0™ to actually find the shortest vector. In practice, for BKZ-20, the shortest vector was found when
A2/Ap > .48 -1.01™.

We ran similar experiment of BKZ-20 in the case of cyclic lattices, therefore such that Ay = ... = A,.
We found that the shortest vector was indeed found when «/qm/27re//\1 was greater than .40 -1.012™
(see Figure . This is consistent with the results of [GNO8| since y/qm/2me is the expected length of
the shortest vector according to the Gaussian heuristic, and we would also expect Ay &~ /gm/2me in a
random g¢-ary lattice. Additionally, when this condition was not verified, the resulting shortest vector had
length about ,/g-1.012™, that is BKZ behaved as if the lattice was truly random ; in other terms, BKZ
seems equally efficient at finding unusually short vectors than at detecting their presence. In particular,
this justifies the measurements of the previous section.

Therefore it seems reasonable to assume such behavior is similar for larger block sizes, and to measure
hardness according to the BKZ 2.0 methodology [CN11].

8.6.4 Dual Lattice Reduction Key Recovery

Attack Overview The attack consists in using short dual lattice vectors as distinguisher for the
existence of a very short vector s in a lattice [MRO9| . Then, one may use the distinguisher to completely
recover this very short vector using Micciancio and Mol reduction [MM11], inspired by the Goldreich-
Levin Theorem [GL89|.
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TABLE 8.5 — Dual Lattice Reduction Attack Parameters
Scheme BLISS-0 BLISS-I BLISS-II BLISS-II1 BLISS-IV |Lyul2, IV] |GLP12] I]

Best Block Size b 110 220 220 240 245 190 130
Enum. Cost : log, T 45 136 136 162 168 103 56

Hermite Factor : o 1.0088™ 1.0059™ 1.0059™ 1.0056™ 1.0056™ 1.0067™ 1.0081™
Dist. Advantage : log, € —5.5 —20 —20 —19 —21 —7 —5
Total Cost : log,(T/e2) 56 177 177 201 211 118 67

Quantification For a ¢-ary lattice L of dimension m, using a vector v € L (where L is the dual lattice)
and assuming its direction is random, one is able to distinguish the existence of an unusual short vector
s in the dual with probability e = e, where 7 = ||v|| - ||s| /(¢v/m).

Next, using this distinguisher as an oracle, it is possible to recover one entry of the private key except
with small fixed probability, using 1/€> calls to that oracle. We then iterated over different block-sizes
(5 by 5) to minimize the total cost T'/e?, where T is the running time of the enumeration subroutine of
BKZ. Our estimations of the cost of the attacks are given in table

Remark Rather than trying to find the proper secret key s = (f| — 2g + 1) as a short solution to
(2a4,2)'s = 0 mod ¢, one would search directly s" = (f|g) as a shorter solution to (a,, —1)’s’ =1 mod q.

Margins To stay on the safe side, we do not include the additional n? factor to the running time of this
attack : indeed there is n coordinates to guess, and each BKZ reduction requires at least n enumerations;
one might then be tempted to claim an additional 20 bits of security. Yet it is unclear whether one needs
to run the full BKZ reduction to get new short vectors, neither if one can reuse the same short dual vector
to guess each coordinate. Even though we do not claim an attack in time 27 on [GLP12|, we believe
that claiming more than 90 bits of security is a long shot. The difference between our measurement and
theirs might be explained by the fact that the authors only considered the case where ¢ was close to 1.

8.6.5 Hybrid MiM-Lattice Key Recovery

Attack Overview The attack from [HGOT7| uses lattice reduction as a preprocessing step, in order to
decrease the search space of combinatorial attacks. Precisely, one first chooses parameters r and R, and
applies lattice reduction on the sub-lattice generated by the vectors of the sub-basis b,,...,br_1 (see
Figure , in order to run the MiM attack only over the 2n — R last coordinates.

In order to perform the combinatorial attack, one needs to obtain a basis whose last orthogonalized
vector is large enough. Precisely, the basis needs to be good enough so that Babai’s algorithm properly
solves BDD on the error s’ = (s1,...,8g,0,...,0). A necessary condition is therefore :

(s, b7) /Ib7|* < 1/2, (8.5)

where the b, ..., b} is the Gram-Schmidt orthogonalization of by, ..., bg.

Quantification Once again, we assume that the lattice reduction algorithm provides a basis of ran-
dom direction. Therefore, we model the quantity (s’,b?)/||b?||* as a Gaussian of standard deviation
Is'l /(VR|/bf|). Denoting v = ||b%_;||, one models by the GSA (geometric series assumption) that
|[b5_1_i|| = v x 6%, where § < 1.007 is the Hermite factor. To verify Equation with reasonable
probability (say at least 0.01), it is required that v > 2.5 ||s'|| /v/R.

We thus determine the security against this attack as follows : to claim A bits of security, set R so
that it takes 2* time and memory to exhaust the last 2n — R entries of the secret. Recall that e denotes
the entropy of a single entry, each step of the Meet in the Middle attack requires O(n?) operations, and
at least e - R bits of storage, therefore we set R such that R-e = 2\ — log,(e - R) — log,(n?).

Then we determine +, and run BKZ 2.0 simulation according to [CN11], increasing block-size until
v > 2.5]s|| /V/R. Finally, deduce the cost of lattice reduction and verify it is greater than 2*. Note that
7 is derived from the behavior of this simulation. Analysis results are described in Table [8.6]

Margins There is a small security margin coming from the fact that we set the parameters so that the
attack succeeds with probability 0.01, which would add about 7 bits of security, and again 10 extra bits
because BKZ requires at least 2n enumeration. More importantly we considered that the attacker has
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F1GURE 8.4 — Basis Profile during the Hybrid Attack
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TABLE 8.6 — Hybrid MiM+Lattice Reduction Attack Parameters
Scheme BLISS-0 BLISS-I BLISS-II BLISS-III BLISS-IV |[Lyul2, IV] |GLP12, I]
MiM Search Cost log, M 60 128 128 160 192 100 80
Entropy per Secret Key Entry 2.11 1.18 1.18 1.60 1.77 1.58 1.58
MiM Search Dimension R 46 194 194 183 201 110 85
Block Size Required 165 245 245 > 300 > 300 220 140
BKZ Enum. Cost log, T’ 84 168 168 > 200 > 200 150 60

2% memory available ; in practice it is unlikely that an attacker may have as much memory available as
number of bit-operations.[l]]

8.7 Key Generation for a SIS-Based Scheme

In this section, we explain how to generate the key pair (A, S) so that

AS = ¢Id, €

nxn
2q

)

where the distribution of A is statistically close to the uniform distribution, in order to obtain a general
SIS-based variant of our scheme.
From the Leftover Hash Lemma[2.6] one can deduce the following Lemma for finite linear combinations

modulo

Lemma 8.11 Letm > 2. Setzq, ..

the prime q :

-y Ty < Lq uniformly and independently, set s1, . .

s (—27,2997
Z, and set y = " s; - x; mod q. Then (z1,...,%p,y) is 1/2y/q™ /2D " uniform over ZZL'(mH).

Proof: Let us consider the hash function family # from (—2%,2%)™ to Z, in which each mem-

ber h € H is parameterized by the element (z1,..

h(s)

S Ty) € VS Given s € (—2%,2%)™

, we define

it si-x; € Zy. The hash function family is clearly pairwise independent since ¢ is prime.

Therefore by Lemma , (h, h(x)) is 1/2+/q" /2(@+1) m-uniform over Z]"*1.

SIS-based Scheme.

O

Define m’ = m + n. Choose a uniform matrix A’, € Zy*™ and a random small S" € Z7"*" with
coefficients in (—2%,2%). Define A, = (A'y| — A’;S') € ngm/. By Lemma , the statistical distance

between the distribution of A, and the uniform distribution over ZZX’"/ is at most n - 1/24/q"/2(at1)m,
Thus, for this statistical distance to be negligible in the security parameter A, we need

5 200 = 1+ [logy(n)]) + nfloga ()]

11.

In 2007,

there were no more than 271

a+1

bits of storage globally, while all general-purpose computers

could execute 287 operations in a year. Storage growth is 23% a year versus 58% for computing power (see
http://news.usc.edu/#!/article/29360/How-Much-Information-Is-There-in-the-World). There are about 2160 atoms

on earth.
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/

S
Set the secret key as S = (I d,

public key as A = (2A/,|¢Id,, — 2A’,S’) € quxm,. Then one easily checks that AS = ¢Id,,. Also, we

have that A mod g = 2A, is uniform modulo ¢. Notice that this construction is easily adaptable to the
ring settings.

) € ng]/x”. One observes that A;S = 0 mod ¢. It remains to set the

8.8 Security Proof with Dropped Bits

Recall from Section that a signature is a tuple (z1, z;, c) with

Z;: LC'al'YI‘FYﬂd—LC'al'Zl-i-C-q-c—‘dmodp,

where p = |2¢/2%] and that the random oracle is called on

(K.al.y1+y2—‘dm0dp,u)= (z;-‘,—Lc.al.zl—f—g.q-c—ldmodp,u) .

We recall the theorem stating that our scheme is secure when dropping bits.

Theorem 8.12 (Restatement of Theorem [8.8) Let us consider the signature scheme of Section
Assume that d > 3, ¢ = 1 mod 2971, and 2B, + (2% + 1) < q/2. Suppose there is a polynomial-time
algorithm F which succeeds in forging with non negligible probability. Then there exists a polynomial-time
algorithm which can solve the R—Slsgmmﬁ problem for B = 2Bs + (2¢ + 1)y/n.

The proof of this theorem follows the same blueprint than the proof of Theorem Namely, by a
straightforward adaptation of Lemma [8.3] one can show that our signing algorithm can be replaced by
Hybrid 3 (Algorithm [36]). Next, an adaptation of Lemma [8.4] states that if an algorithm can produce a
forgery with non-negligible probability when the signing algorithm is replaced by Hybrid 3, then we can
use it to recover a vector v # 0 mod ¢ such that ||v| < 8 = 2By + (2¢ + 1)y/n and Av = 0 mod ¢.

Algorithm 36 Hybrid 3

c < B}

71,79 (*’Dg

: With probability ﬁ :

zh ([C-a1 21 +Cq-c+zla— [ a7+ g-clq) mod p
output (21,2}, c)

program H(|(-a;-21+(-q-c+z3]qgmod p,u) =c

AN e

Throughout the rest of the section, we focus on the modifications in the proof of Lemma [8:4] to deal
with the dropping bits, i.e. we assume that F succeeds in forging the signature by outputting (z1, zg, )
where ¢ = ¢; € {c1,...,c;} was obtained from either a previous signing query, or a previous random
oracle query.

We start with the following two facts :

Fact 8.13 Letd > 2, q be an integer such that ¢ = 1 mod 297 and let p = |2q/2%|. Then p-2¢ = 2q—2.

Fact 8.14 Let q be an odd integer and define { € [0,2q — 1] such that ¢ - (¢ — 2) = 1 mod 2q. Then
(=% if (¢—1)/2 is odd or ( = L2 + q if (¢ — 1)/2 is even.

Proof: We have that
-1 -1
q27.(q_2):q.7q2 —¢g+1=1modgq.

Therefore ¢ = 23+ mod ¢ and the fact holds according to the parity of (¢ — 1)/2. O
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Proof: Assume the challenger has a signature (z'y, z’g, c’;) such that

LC~al-z1—|—(j-q-cj]d+z£modp:LC~a1~z’1+§-q-c’ﬂd+z’£modp.

There exists k € {0, £1}" such that the following equation holds over Z :
[C-ar-z14+¢q-cila—[(-a1-21+C-q-C; ]d+z2—z2—kp
Now we multiply the previous equation by 2¢, and this yields modulo 2q :
C-ap-z+C-qgcj—e—C-ay-z1—C-q-cj+e + 2%z fzz) k - p2¢ mod 2¢ ,

where e = [( -a; - 21 + (- ¢ - ¢; mod 2¢] mod 2¢ and € = [( - a; -2’1 + (- ¢ - ¢/; mod 2g] mod 2¢. This
yields by Fact [8:13]:

(C-ay)- (21 —2'1) + 2%z —2)) + ¢ q-(c; — ;) + (¢ —e) + 2k = 0 mod 2 . (8.6)
Thus, if we define

v = (z1 — 21,24z} — 2+ (e —e)+ Qk)t € R**Y

we have that
(¢-a;,1)-v=0mod ¢,

and thus multiplying by 2 :
(a;,2) - v=0mod q .

Now, we have that ||v|, < 2Bz + (2¢+ 1) - y/n and ||v||, < 2Be + (2¢ + 1) < ¢/2. Indeed

vl < ||( Nl

zl—z’1,2d(zT—z H +|| (e —e—|—2k
< 2By +[|(0,(e' —e+2K))||
<2By+ ([ (0,(e" @), +2||k||m>w
§232+(2d—1+2)-f
<2By + (27 +1) - vn

Similarly for the infinite norm, we get

IVl < 2Bo + (21 4+ 1) < q/2.

It remains to show that v # 0 mod ¢ to conclude. By the condition ||v|| < ¢/2, it suffices to show
that v # 0 mod 2gq.

Case #1 :[z; # 2z} mod 2q]. Since
v = (21 — 21,29z} - Z))+ (e —e)+ Zk)t

we have v # 0 mod 2q. This case includes both type-1 and type-2 forgeries.

Case #2 :[z; =z} mod 2¢ and c; = ¢’;]. In that case, we have e = €/, and for the signatures to be
different we have zg + 7'}, Therefore

— (0,2%(z} — 2'}) + 2K’
Now [12k||_, < 29, then v # 0 mod 2¢. This case is only possible for type-1 forgeries.
Case #3 :[z; =z} mod 2¢, c; # ¢/; and z2 =17 ! mod 2¢q]. In that case, Equation yields
e —e+2k=(-q(c; — ;) mod 2q.
Now c¢; — ¢/; # 0 mod 2, therefore e’ — e + 2k # 0 mod 2q. Since
v=(0,(e—e)+ 2k)t )

we have v # 0 mod 2q. This case is only possible for type-2 forgeries.
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Case #4 :|z; =z} mod 2q, c; # ¢/; and z} # 2/} mod 2¢]. In that case
v = (0,2%z} — Z)+ (e —e)+ 2k)t .

Since c; # c’;, there exists 7 such that (c;); # (c;);. Without loss of generality, we can assume that
(¢’j)i = 1 and thus (c;); = 0. Therefore,

e'i:(:c—|—<~qmod2q) mod 2¢

and
e; = x mod 2% |

where x = (C (ag - zl)[z]) mod 2¢g. Now ( - ¢ = ¢ mod 2q because ( = 1 mod 2 by Fact Therefore
e} = (v + ¢ mod 2¢) mod 27 .
Now, (x + ¢ mod 2q) = x * q over Z. Therefore,
(¢ — €;) mod 2% = ((x &+ ¢) — x) mod 2¢

is odd. This proves that v; is odd, and therefore that v # 0 mod 2¢. This case is only possible for type-2
forgeries. (]



CHAPTER 9

CONCLUSION

La cryptographie moderne a cela de fascinant que sa théorie et sa pratique s’opposent, s’émulent
et s’ingpirent mutuellement & un rythme trés élevé. Que cela soit en cryptographie symétrique ou
asymétrique ; un théoréme admis par la communauté est une base solide pour un cryptosystéme, mais
il laisse souvent ouvert quelques détails essentiels & sa mise en ceuvre. Que faire des constantes im-
plicites, des O et autres w? Comment instancier efficacement tel oracle aléatoire ? Comment extrapoler
les cryptanalyses connues et évaluer la sécurité pratique d’un certain jeu de paramétres?

Pour aller jusqu’a la pratique, la cryptographie & base de courbes elliptiques et de couplages a pu
séparer la problématique en trois domaines orthogonaux ; un axe s’intéresse a la difficulté du logarithme
discret (et problémes associés) pour différentes constructions de courbes, un autre axe s’intéresse a
I'implémentation efficace des opérations sur différentes courbes ; et le dernier axe s’appuie indifféremment
sur 'une de ces courbes pour construire des cryptosystémes et protocoles avancés, dont la sécurité est
garantie par la courbe choisie. Si une courbe utilisée s’avére faible, ou si une nouvelle courbe s’avére plus
efficace, il est possible de changer la boite noire. Au final, des autorités nationales (NIST, ANSSI) et
supranationales (Association des standards IEEE) émettent des recommandations et des normes, faisant
le pont entre la théorie et la pratique. La rigidité de ce processus est une garantie contre des choix mal
informés, des erreurs de non-spécialistes ; mais c’est une épée de Damoclés. Si jamais une telle courbe
standardisée s’avérait beaucoup plus faible que prévue, si une nouvelle attaque rendait accessible avec des
moyens raisonnables le déchiffrement et I'usurpation d’identité, c’est tout une infrastructure qui serait
paralysée, pendant une durée non négligeable. Mon opinion sur le probléme du logarithme discret est
qu’il est trop ad-hoc : il a été congu pour la cryptographie, et n’est étudié que par la cryptographie. Cela
a été trés récemment démontré par Antoine Joux, ayant trouvé un algorithme de logarithme discret pour
un large ensemble de courbes avec couplage, et son attaque n’a pas été précédée de beaucoup de signaux
de danger.

S’il me semble que la cryptographie a base de réseaux est plus sire, c’est qu’elle est bien moins ad-hoc.
L’algorithmique des réseaux euclidiens a sa propre raison d’étre en dehors de la cryptographie car de nom-
breux problémes d’optimisation peuvent s’y ramener. C’est la nature des résultats de NP- complétude :
aux constantes preés, les problémes de réseaux sont au moins aussi durs que d’autres problémes étudiés
par de nombreuses branches de l'informatique pour résoudre et optimiser les réponses & des questions
scientifiques, mais aussi économiques, climatiques. .. Chaque fois que ’on échoue a trouver un emploi du
temps optimal, indirectement, on échoue & trouver le plus court vecteur d’un certain réseau euclidien.
Certes, les instances utilisées pour la cryptographie ne sont pas ces instances ultimement difficiles, mais
il y a un paramétre continu pour aller des unes aux autres. Enfin, les réductions de pire-cas & cas-moyen
nous garantissent qu’il n’y a pas de mauvais choix possible ; pour une dimension fixée, presque tous les
réseaux sont aussi durs; contrairement aux courbes elliptiques ou des choix doivent étre fait, parfois mal
avisés pour des raisons de sécurités.

Néanmoins, une organisation similaire & celle de la cryptographie basée sur le logarithme discret est
encore trés loin d’étre en place. La premiére tentative sérieuse de mise en ceuvre de la cryptographie & base
de réseaux est celle de NTRU : avec la standardisation et NTRUENCRYPT, sa résistance a plus de 15
années de cryptanalyse, et son efficacité sans commune mesure avec les autres techniques de chiffrement,
la cryptographie & base de réseaux est depuis longtemps un domaine prometteur, et pas seulement d’'un
point de vue théorique. Cependant, les attaques répétées sur les signatures a base de réseaux (NSS,
puis NTRUSIGN) ont démontré qu’au débuts des années 2000 le domaine n’était pas suffisamment mir
pour sa mise en ceuvre. Mais depuis 10 ans, le domaine a connu une poussée phénoménale, surtout dans
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ses aspects théoriques. Nous avons maintenant des briques de bases, les problémes (LWE et SIS), les
bons algorithmes (Gaussian Sampling) et les techniques de preuves nous permettant de construire une
large variété de primitives et de protocoles offrant une bien meilleure confiance que les outils actuels.
Le chiffrement completement homomorphe a démontré la grande souplesse de ce nouvel outil ; il semble
grand temps que la pratique rattrape la théorie. C’est 'un des objectifs qui a guidé cette thése.

L’une de mes conclusions est que ’approche en boite noire se transcrit assez mal pour la mise en ceuvre
de la cryptographie & base de réseaux. Prenons I’exemple de la mise en ceuvre d’'un HIBE (chiffrement
basé sur I'identité hiérarchique). D’un point de vue formel, les constructions & base de réseau ressemblent
a celles & base de couplages ; mais dans le détail il y a une différence essentielle pour la mise en pratique.
En couplage, quelle que soit la hauteur i de la hiérarchie, le systéme complet se base toujours sur le
méme groupe, méme si le nombre d’éléments des clefs et des messages augmente avec h. Pour les réseaux
euclidiens, il y a une dépendance — parfois cachée dans les O —en h des paramétres de réseaux pour assurer
la correction du schéma, les erreurs s’accumulant & chaque niveau de hiérarchie. De surcroit, les problémes
sur lesquels on se base ont trois, voire quatre paramétres, qui influent sur les meilleures attaques en
pratique et sur lefficacité du schéma. C’est un exercice délicat d’optimisation, d’autant qu’il y a souvent
différentes attaques a considérer. De plus, pour des raisons d’efficacité, le choix de certains parameétres
s’avére beaucoup plus contraint et moins continu que ce que les versions théoriques des constructions
suggérent ; c’est ainsi que, de fagon surprenante, nos choix d’optimisation pour BLISS proposent la méme
dimension de réseau n et le méme module ¢ pour les trois niveaux de sécurité proposés. Pour optimiser
nos parametres, dans les chapitres [6] et [§| nous nous sommes appuyés sur des outils de calcul formel. Pour
ce seul cryptosystéme, nous n’avons pas tout automatisé; mais I'optimisation automatisée est a mon
avis la seule approche raisonnable pour choisir les paramétres en pratique de nombreuses constructions
A base de réseau. Il est intéressant de noter que du coté de la cryptanalyse, le méme cheminement a
eu lieu; les meilleurs algorithmes de réduction de réseaux s’appuient notamment sur une optimisation
numérique des paramétres d’élagage de l'arbre de recherche (pruning). Et c’est bien la qualité premiére
du cryptographe que de s’approprier les outils du cryptanalyste.

Ouvrir la boite noire peut aussi permettre de nouvelles optimisations spécifiques & un protocole
comme nous l’avons fait pour les signatures (gaussienne bimodale, utilisation de réseaux non uniformes
a la NTRU). Pour mieux évaluer la sécurité pratique de ces problémes potentiellement plus faciles —
mais certainement plus efficaces pour la construction de cryptosystémes — il serait bon de motiver plus
de cryptanalyse, quitte a s’attaquer d’abord a des instances extrémes. La communauté de cryptographie
a base de réseaux a jusqu’a récemment été plutot frileuse a 1’idée de donner des paramétres concrets a
leurs cryptosystémes, et encore plus a s’appuyer sur des hypothéses potentiellement plus fortes. L’une des
raisons était certainement la peur de discréditer le domaine par des choix trop agressifs de paramétres. La
situation change cependant, étonnamment grace aux nouvelles primitives inaccessibles avant les réseaux.
En effet, les premiéres constructions de chiffrement pleinement homomorphe semblaient tellement lente
asymptotiquement, que c’est pour étre crédible que des paramétres pratiques ont fini par voir le jour.
Mon avis est que la communauté dans son ensemble n’a plus & craindre un discrédit généralisé; il
reste cependant & convaincre que de proposer des hypothéses et des paramétres pratiques n’est pas un
risque personnel majeur. J’estime cet effort nécessaire, car la cryptanalyse des réseaux euclidiens n’a
certainement pas dit son dernier mot ; et tant que le domaine ne semblera pas avoir atteint son point
d’équilibre, toute cette cryptographie nouvelle ne pourra étre sereinement mise en ceuvre.

Il faut cependant noter un effort récent d’implémentation de certaines constructions (chiffrement
homomorphe, fonctions multilinéaires) et il est heureux de voir ces implémentations publiées en open-
source. Mais au dela des primitives avancées la cryptographie & base de réseau promet aussi des solutions
simples et efficaces pour des primitives plus basique telle que le chiffrement et les signatures; en par-
ticulier pour les petites architectures. J’espére voire rapidement apparaitre de telle implémentations
expérimentales sur microcontroleur ou carte-a-puce ; cela permettrai de commencer a répondre a d’autre
questions essentielles pour la mise en ceuvre que la sécurité théorique : la résistance aux attaques par
canaux cachés (fuite d’information par consommation de courant ...), et aux attaques par injections de
fautes. Les algorithmes étant fondamentalement différents de ceux utilisés auparavant en cryptographie,
ces techniques d’attaques et les contremesures seront sans doute bien différentes; ’aspect parallélisable
des calculs pourrait jouer en la faveur de la cryptographie & base de réseaux contre les attaques physiques.

Un autre enseignement de cette thése, est que les questions pratiques, d’optimisation ou d’implé-
mentation, peuvent motiver de nouveaux problémes théoriques. Mon exemple serait le chapitre [7, ou
nous découvrons qu’il est possible d’éviter de recourir & des calculs sur des nombres réels, alors que
la définition méme des distributions désirées inclut des nombres réels et des fonctions transcendantes.
Cela nous oblige & nous appuyer sur des propriétés algébriques et des techniques stochastiques, certes
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simples, mais menant & un algorithme efficace et au final assez naturel. On peut imaginer des questions
bien plus fascinantes : peut-on éviter le Gaussian Sampling en se basant sur un domaine fondamental
(et un algorithme associé¢) qui cacherait suffisamment bien la base courte utilisée contrairement aux
parallélépipédes de Babai? Ne pourrait-on pas s’appuyer sur des réseaux d’empilement optimaux ou
quasi-optimaux de sphéres pour améliorer les constructions & base de réseaux ? Peut-on exploiter algo-
rithmiquement et géométriquement le réseau de Leech Agy, ou ceux de Barnes-Wall, et leurs symétries
pour la cryptographie ? Plus généralement, mon sentiment est que les aspects géométriques des réseaux
ne sont pour 'instant vraiment exploités qu’en cryptanalyse, il serait sirement bénéfique en pratique,
et passionnant en théorie de voir des techniques et des résultats de sécurité prouvés s’appuyer sur des
notions géométriques.
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Résumé

Les réseaux euclidiens font 'objet d’un fort engouement de la part de la communauté de
recherche théorique en cryptographie ces derniéres années. Ils offrent des fondations peut-étre
plus solides, et s’avérent aussi plus souples. Cependant, les efforts d’implémentation efficace
de cette cryptographie innovante restent limités : il s’agit essentiellement des cryptosystémes
NTRU introduits a la fin des années 1990. Cette thése s’inscrit dans cette direction, en se
focalisant sur cas des signatures numériques.

Nous présentons d’abord la premiére attaque pratique sur le schéma de signature NTRUSIGN
lorsque des contremesures sont mises en place, notamment celles proposées par ’entreprise
NTRU. Pour cela, nous montrons que ’attaque de Nguyen-Regev est plus robuste que prévue :
elle permet d’apprendre des structures plus complexes que des parallélépipédes, comme les
zonotopes et des parallélépipédes déformés.

Nous nous intéressons ensuite & une autre contremesure : ’échantillonnage Gaussien discret,
qui permet de prouver des propriétés de securité, mais qui était jusqu’alors peu efficace. Nous
proposons de nouveaux algorithmes adaptés et efficaces pour cette tache, avec et sans virgule
flottante.

Nous concluons cette thése par la conception et I'implémentation d’un nouveau schéma de
signature, BLISS, en nous appuyant sur de nombreuses idées du domaine, et en ayant deux
objectifs : la sécurité prouvée, et l'efficacité pratique. Nous introduisons 1’utilisation de gaussi-
ennes bimodales, qui permet, de fagon surprenante, de tirer parti a la fois des progrés sur
les signatures sans trappes, et de la génération de trappes & la maniére de NTRU. Notre
implémentation Open-Source s’avére compétitive avec les normes RSA et ECDSA.

Abstract

Lattices have attracted significant interest in theoretical cryptographic research in the past few
years. They offer perhaps stronger foundations, and have also proved very versatile. However,
efforts towards efficient implementations of lattice-based cryptosystems have remained limited :
they are essentially restricted to NTRU primitives introduced at the end of the 1990s. This
thesis goes in this direction, and focuses on digital signatures.

We first present a practical attack on the NTRUSIGN signature scheme in the presence of
countermeasures, such as the one proposed by NTRU. To do this, we show that the Nguyen-
Regev attack is more robust than expected : it is able to learn more complex objects than
parallelepipeds, such as zonotopes or deformed parallelepipedes.

We then move our attention to an alternative countermeasure that is provably secure, yet not
so efficient. We propose new algorithms that are adapted and efficient for this task, with or
without usage of floating point.

We conclude this thesis with the design and implementation of a new signature scheme, BLISS,
with two objectives in mind : provable security and practical efficiency. We introduce the use
of Bimodal Gaussian, which surprisingly allows one to benefit from both trapdoor-less signa-
tures and NTRU-like trapdoor generation. Our implementation is Open-Source, and competes
favorably with the RSA and ECDSA standards.
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