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Abstract. In this paper, we provide a survey of the different analysis
techniques that are provided for the modeling language Rebeca. Rebeca
is designed as an imperative actor-based language with the goal of providing an easy to use language for modeling concurrent and distributed
systems, with formal verification support. Throughout the paper the language Rebeca and the supporting model checking tools are explained.
Abstraction and compositional verification, as well as state-based reduction techniques including symmetry, partial order reduction, and slicing
of Rebeca are discussed. We give an overview of a few extensions of
Rebeca. For example, we present the modular schedulability analysis of
timed actor-based models and formal techniques to check correctness of
self-adaptive systems using Rebeca. A summary of design decisions and
a brief general comparison of the analysis methods are provided at the
end of the paper while specific sections are accompanied with examples
and corresponding related work.
keywords: Actors, Rebeca, Concurrency, Formal Verification, Model
Checking, Reduction Techniques, Abstraction.
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Introduction

As information networks are becoming increasingly important in our society,
the number of distributed heterogeneous software systems is rapidly growing.
Distributed systems consist of multiple cooperating components where the components are typically encapsulated systems or objects spread over a network, interacting via asynchronous communication. Web-service applications and applications based on wireless network technologies are examples of such distributed
and asynchronous applications. Such technologies are now used in a vast variety of applications, such as medical systems, transportation systems, and the
significant business of online gaming.
The actor model is among the pioneering ones to address concurrent and
distributed applications. The actor language was originally introduced by Hewitt [44] as an agent-based language for programming distributed systems, and
was later developed by Agha [3, 6, 5] into a concurrent object-based model. Valuable work has been done on formalizing the actor model by Talcott et al. [5, 81,

113, 114]. The actor model has been used both as a framework for theoretical
understanding of concurrency, and as the theoretical basis for several practical
implementations of concurrent and distributed systems.
In the actor model, actors are the universal primitives of concurrent computation: in response to a message that it receives, an actor can make local
decisions, create more actors, send more messages, and determine how to respond to the next message that it receives. Actors have encapsulated states and
behavior, and are capable of creating new actors and redirecting communication
links through exchange of actor identities.
Different interpretations, dialects and extensions of the actor model are proposed in several domains, for example, designing embedded systems [78] and
wireless sensor networks [19]. The actor model is further claimed to be the
suitable model of computation for the most dominating application domains
of multi-core programming and web services [45, 17, 16]. Compared to mathematical modeling languages, like process algebras, actors are more natural for
designers, software engineers, modelers and programmers. Compared to processoriented models, like Petri nets, the actor model has the advantages of an objectbased language, like encapsulation of data and process, and more decoupled
modules. Moreover, the formal semantics of actor-based languages builds a firm
foundation for formal analysis and verification.
The actor model of concurrency is getting more and more popular in practice
[64, 46, 47]; as a few examples Erlang [37] and Scala [98] are two programming
languages that have applied the actor model of concurrency and are now getting
widely used. The Asynchronous Agents Library is an actor-based framework
that is added to Microsoft Visual Studio 2010 [85]. Actors have been used in
real-world applications like Twitter’s message queuing system, and Vendetta’s
game engine (in 2010) [76].
Applying formal methods in software engineering is an important step towards building more reliable and robust systems. In the more than twenty-five
years since its invention, model checking has achieved multiple breakthroughs,
bridging the gap between theoretical computer science and practical computer
engineering. Today, model checking is extensively used in the hardware industry,
and has also become feasible for verification of many types of software [23]. State
space explosion is the dominant problem for model checking; investigating new
abstraction and reduction techniques is the leading edge in this research area.
Reactive Objects Language, Rebeca [102, 106], is an operational interpretation of the actor model with formal semantics and model checking tools.
In a Rebeca model, system components are sets of reactive objects, called rebecs, which communicate with each other and with their environment, through
message passing. Message passing is asynchronous and fair. Messages related to
each rebec are stored in the message queue of the rebec. The computation takes
place by taking the message at the head of the message queue and executing the
corresponding message server [106].
Ten years ago we noticed the urgent need for a formal tool that could be
easily used by software engineers. By observing the increasing number of con-

current and distributed systems on one hand, and popularity and efficacy of
object-oriented approaches on the other hand, we identified the actor model as
the best candidate to be the basis of our research. So, Rebeca was designed to
bridge the gap between formal methods and software engineering. In Rebeca,
reactive objects are units of concurrency. Compared to thread-based concurrent programming, Rebeca makes the modeling of concurrency more natural
and less error-prone. Moreover, it brings transparency by removing the difference between local and non-local concurrency in a distributed system. The recent
widespread use of actors in different areas and applications, like in distributed applications, or safe/sound programming of emerging multicore hardware, clearly
demonstrates its power as a computational model [45, 47].
To the best of our knowledge, the first attempt to provide compositional verification and model checking support for an imperative actor-based language is
the introduction of Rebeca in 2001 [102–104]. We defined the language Rebeca
and its formal semantics, developed its model checking tools, and provided a
compositional verification theory and abstraction techniques. We have been actively and successfully investigating specialized reduction techniques for formal
verification of Rebeca models, namely, symmetry, partial order, and slicing, that
are all based on the formal semantics of the language [107, 105, 108, 58, 56, 48, 97,
96]. Rebeca with its simple message-driven object-based computational model,
Java-like syntax, and the associated set of verification tools, is an interesting and
easy-to-learn model for students, software engineers, and practitioners.
In this paper, we present a survey of the different analysis techniques that are
developed for Rebeca. We4 first started model checking using back-end model
checking tools of Spin [111] and NuSMV [88], and then proceeded to develop
direct model checking tools (Section 3). To tackle the state space explosion
problem, we developed a theory for abstraction and compositional verification
of Rebeca models (Section 4). Then we moved towards investigating and applying
reduction techniques in model checking, including symmetry and partial order
reduction (Section 5), and slicing (Section 6). Our focus has been on finding
specific reduction techniques that exploit the specific features of Rebeca models.
In our techniques for symmetry reduction, partial order reduction, slicing and
distributed model checking, we perform static analysis on the model and use the
results to tackle the state space explosion problem.
The language Rebeca is used in different research and application areas. We
established schedulability analysis for real-time actor-based models and used
Rebeca to represent our approach (Section 7). We have also extended Rebeca to
serve as a policy-based coordination language in modeling self-adaptive systems,
and we have established corresponding techniques to check their correctness
(Section 8).

4

Please note that the word we in this paper refers to all those who have contributed
and are working on designing and developing Rebeca, and the related theories, tools,
applications, and extensions.

2

Rebeca Syntax and Semantics

Rebeca [104–106] is a modeling language with a formal semantics based on an
operational interpretation of the actor model [44, 6]. The definition of a Rebeca
model consists of a set of reactive classes plus an initial configuration in its main
section where a set of rebecs (reactive objects) are created as instances of reactive
classes (see Fig. 1 for the syntax of Rebeca). Each rebec has a single thread of
execution. The behavior of a Rebeca model is defined by the fair and interleaved
execution of the rebecs.
Rebecs communicate only through asynchronous message passing and have
unbounded buffers for automatically storing the incoming messages, i.e., there is
no statement in Rebeca syntax to explicitly wait for receiving a message. When a
rebec is scheduled to run, the message at the head of the queue is taken out and
processed. Each message that can be serviced by a rebec has a corresponding
message server, which is given in the definition of the reactive class denoting
the type of the rebec. Message servers are executed atomically, thus, Rebeca is
said to have coarse-grained (“big-step”) interleaving. Although each rebec has
one queue, we can model multiple reception queues between different rebecs by
adding an extra rebec to represent each reception queue.
A reactiveclass definition takes an integer argument to denote an upperbound on the length of the message queue; this is used in model checking and
can be increased in the case of a queue overflow. The body of the reactiveclass
consists of three parts: the known rebecs section includes a set of rebec identifiers
and as such forms the initial communication topology of the system; variables
constitute the local state of a rebec; and, message servers (also called methods)
define the behavior. Each message server may declare local variables and further
contains a sequence of statements, including assignments, if statements, rebec
creation (new), and method calls. A method call is equivalent to sending an
asynchronous message that invokes the corresponding message server (method).
By sending rebec variables around (i.e., the variables holding a rebec identifier),

::= Class∗ Main
::= reactiveclass C(Nat)
{KRs Vars MsgSrv ∗ }
KRs
::= knownrebecs { hVdcl ; i∗ }
Vars
::= statevars { hVdcl ; i∗ }
Vdcl
::= T hvi+
,
MsgSrv ::= msgsrv M (hT vi∗, ) {Stmt ∗ }

Model
Class

Stmt ::= v = e; | v = new C(hei∗, );
| Call (hei∗, );
| if (e) MSt [ else MSt ]
Call ::= v.M | self .M | sender.M
Mst ::= {Stmt ∗ } | Stmt
Main ::= main { Reb ∗ }
Reb ::= T r(hT ri∗ ) : (hT ei∗ );

Fig. 1. BNF grammar for Rebeca classes. Angle brackets h...i are used as meta parentheses, square brackets [...] for optional parts, superscript + for repetition more than
once, superscript * for repetition zero or more times, whereas using h...i, with repetition denotes a comma separated list. Identifiers C, T , M , r and v denote class, type,
message server, rebec and variable names, respectively; Nat denotes a natural number;
and, e denotes an (arithmetic, boolean or nondeterministic choice) expression.
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reactiveclass Sender(4) {
knownrebecs {
Receiver r;
}
statevars {
int req;
boolean pass;
}
msgsrv initial() {
req = 1;
r.receiveReq(req);
}
msgsrv sendNextReq() {
pass = ?(true,false);
if(pass) req = req + 1;
if(req == 5) req = 1;
r.receiveReq(req);
}
}
main() {
Sender s(r):();
Receiver r(s):();
}
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reactiveclass Receiver(4) {
knownrebecs {
Sender s;
}
statevars {
int msg;
boolean isFinal;
}
msgsrv initial() {
isFinal = false;
}
msgsrv receiveReq(int m) {
msg = m;
if(msg == 4)
isFinal = true;
else
isFinal = false;
s.sendNextReq();
}
}

Fig. 2. The Rebeca code of the sender/receiver example

the topology can change dynamically. In each reactive class, there is at least one
message server, called ‘ initial ’; this is responsible for initialization tasks (like
‘constructors’ in object oriented programming languages). Each rebec receives
this message implicitly upon creation. The system continues running as long as
there is at least one message to be processed. To instantiate a reactiveclass in
the main section, one should provide first the bindings of the knownrebecs and
then the parameters to the initial message server (if any).
2.1

A Sender/Receiver Example

As a running example, we use a simple model of a sender and receiver (shown
in Fig. 2). We use slightly different versions of this example in different sections
to demonstrate how the techniques in that section can be used in practice. This
example is similar to the alternating bit protocol, but we simplified it by putting
a nondeterministic assignment (line 14) instead of getting a real acknowledgment
from the receiver.
There is a rebec in this example that acts as a sender and sends a number
of messages (four here) to a receiver (the other rebec). Based on the nondeterministically chosen value of the variable pass (line 14), the sender rebec either
sends a new message (line 15) or repeats the previous one. The happy scenario is
when the receiver receives all four messages, after which isFinal , a state variable
of the receiver, is set to true (line 15’). Every time receiveReq is executed by the
receiver, a sendNextReq is sent back to the sender asking for the next message
(line 18’). After receiving the last message by the receiver this scenario starts
over again.
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Fig. 3. The architecture of Rebeca Model Checker (RMC) — the solid arrows show
calling another component (control dependencies), and dashed arrows show flow of
data (input/output of the tool and the data dependencies)

A possible interesting property for this example is G(F(isFinal == true))
which checks whether the last message is always finally received by the receiver.
The property is an LTL (Linear Temporal Logic) formula [35] where G denotes
globally and F denotes finally. In addition, the example can be verified against
deadlock. Deadlock occurs for example if we remove line 18’ from the model.

3

Model Checking Tools

Since 2005, Rebeca has a custom-made explicit-state model checker [56, 58] implemented in C++. The advantage of a tailor-made tool is that it can take into
account the intrinsic features and the nature of the concurrency model of Rebeca. This amounts to a more efficient tool, provided that it is debugged as any
other software and it is maintained and kept up-to-date with respect to the state
of the art in tools and algorithms. However, model checking Rebeca has been
possible since 2003; before the development of the custom model checking tool,
this was achieved by translation into the input languages of famous and prominent model checkers [103, 110, 107, 48], namely, SMV [20], Promela (SPIN) [49]
and later mCRL2 [42]. The main advantage of using such translations is that
we can benefit from the maturity of the back-ends of established tools. In this
section, we give an overview of the tools developed for model checking Rebeca
directly.
Fig. 3 shows the architecture of Rebeca Model Checker (RMC) which is
composed of loosely coupled components. The main component is Modere, the
Model-checking Engine of Rebeca. A model checking engine is in essence a highly
optimized and memory efficient search algorithm, e.g., DFS or BFS, which is extended to check for temporal properties specified, e.g., in LTL or CTL (Compu-

tational Tree Logic) [35]. Modere was first developed as an LTL model checker;
Vardi [118] argues that LTL as a linear-time temporal logic is more expressive
and intuitive and supports compositional reasoning, unlike CTL as a branching
time temporal logic. Nevertheless, CTL is advantageous, for example, in specifying reachability goals. Modere can now check for properties in both LTL and
CTL, thus, it can fulfill the needs of a wide range of practitioners. It also has
implementations of both DFS and BFS based search algorithms. The modular
architecture of the RMC tool-set has allowed us to make these extensions to
Modere while reusing the other components, e.g., Rebeca to C++ converter.
The rebec manager component in RMC is model dependent and is created
by a Rebeca to C++ translator (see Fig. 3), it contains a C++ equivalent of the
reactive class definitions and the instantiation of these classes as specified in the
Rebeca model. During model checking, Modere repeatedly puts the rebecs in a
specific state and asks the rebec manager to run one rebec, the rebec manager
returns the resulting state(s) afterwards. A possible extension point of the toolset is to replace the rebec manager with a process/object manager for another
language with a similar actor-based computational model.
3.1

Bounded Model Checking.

Bounded model checking has also been studied for Rebeca using the SMT (Satisfiability Modulo Theories) solver tool Yices [33]. Such a tool checks the satisfiability of a given formula; this is in theory NP-hard, but there are several
efficient heuristics for this problem that work in practice and many tools have
been developed. This approach is particularly useful to model check Rebeca for
data-centric applications.
To use an SMT-solver, first the general concurrency and communication
model of Rebeca needs to be defined as a set of formulas [59]. And then given
a specific model to be verified, the model needs to be translated into compatible formulas. Finally, the desired property is also turned into formulas, such
that the conjunction of these three sets of formulas: “RebecaConcurrency ∧
RebecaM odel ∧ P roperty” is satisfiable if and only if the given property holds
for the given model.
Table 1. Defining Rebeca concepts as formulas
Rebeca Concept
(isActiveRebec i t)
(isActiveMsgsrv j i t)
(qSize i t)
(queue i j t)

type
bool
bool
int
int

description
Rebec i is active at step t
Message server j of rebec i is active at step t
The size of queue of rebec i at step t
Element i in queue of rebec j at step t.

To encode the general concurrency model of Rebeca, we first need to model
the basic concepts of a Rebeca model. A possible encoding for this is shown in
Table 1. In this encoding, all messages are represented as integers (cf. the type

of queue elements in Table 1). The parameter t in this encoding models the
execution steps; for example, to send a message at step t to rebec i, we need to
make sure that it exists in the queue of rebec i at step t + 1 and furthermore, it
should hold that (qSize i t + 1) = (qSize i t) + 1.
As the next step, to encode a specific model, we need to set up some constants,
like the number of rebecs in the system, as well as translate the class and message
server definitions. The latter is achieved again by defining the changes that need
to take place as a transition from step t to step t + 1.
Encoding temporal properties, e.g., LTL, is done by unfolding the property.
For example a property Gp is translated to p(0)∧. . .∧p(k) where p(t) asserts the
satisfiability of p at step t and k is the bound we assume on the number of steps
in bounded model checking. If a counter-example is obtained with this bound, we
know that the desired property does not hold for the system. But the satisfiability
of the desired property up to k steps cannot guarantee the correctness of the
model in general. One can increase this bound to obtain more general results as
far as the physical (memory and time) restrictions of the hardware allow it.
3.2

Domain Specific Model Checking: SystemC Designs

SystemC [89] is an object-oriented language that has emerged lately as the leading language for system-level modeling. In the project Sysfier [2], a tool is integrated into Rebeca model checking tools to map SystemC designs to Rebeca
models and then use Rebeca verification tool-set to verify LTL and CTL properties [10, 92]. Many examples are translated from SystemC to Rebeca and are
model checked against LTL and CTL properties.
To model SystemC designs, Rebeca is extended by adding global variables
and wait statements. Global variables are used in a very limited way to model
events and signals. A wait statement is used when a process needs to wait for
a specific event before it can continue. The simulation kernel of SystemC is
mapped to a rebec which plays the role of a synchronizer.
The inherent similarities of the two languages prevents any unwanted overhead or additional states. As a matter of fact, the theories in abstraction and
compositional verification of Rebeca and the tools and techniques for state space
reduction can be applied to SystemC verification, too. Moreover, the Rebeca
model checkers are equipped with different policies based on the semantics of
SystemC to reduce the state space. One policy that considerably reduces the size
of the generated state space is to mimic the behavior of the SystemC simulation
kernel and consider the sequential execution of rebecs instead of all possible interleavings. This policy works when verifying race-free SystemC designs. Another
policy is to apply partial order reduction based on SystemC semantics.

4

Compositional Verification and Abstraction

In a broad sense, compositional verification tackles the state-space explosion
problem by verifying the constituent components of a system in isolation: since
these components are smaller in size, they are more amenable to computerized
analysis, e.g., model checking. The correctness properties of the system are then
derived from the properties of its individual components [22, 73, 83].
In general, compositional verification may be exploited more effectively when
the model is naturally decomposable [95]. Actor-based models provide such inherently independent modules because there are no shared variables, but explicit
non-blocking send operations are the only way of communication.
In compositional verification of Rebeca [106], we follow a top-down approach,
where components are sub-models and are the result of decomposing a closed
model. To this end, we take one part of the closed model as an open component
and the rest of the model is assumed to be the environment. With such decomposition, the rebecs in the selected component will be modeled with their state
and behavior, whereas the state-space of the external rebecs, i.e., those in the
environment, is not modeled because their methods are not executed. External
rebecs are only modeled as their potential in sending messages.
In an unrestricted environment, the general so-called environment problem
arises, which states that the reachable state space of an open component, as
described above, may in fact be much larger than that of the original closed
model. In fact, putting the messages sent from external rebecs into the queues
will immediately overflow the queues. To alleviate this problem, we model a
reduced environment which can be considered as a compositional minimization.
To do so, we consider the set of external messages always enabled, and consider
a fair choice between executing these messages and the message on the top of the
queue. This way we also avoid explicitly modeling the environment, for example,
as another rebec.
In order to prove certain properties, we may need some assumptions about the
environment, but in general we do not apply assume/guarantee reasoning. Our
compositional verification generates an over-approximation of the behavior of the
components. We proved a weak simulation relation between any closed model
including the component and the component composed with the abovementioned
environment, and hence we can claim that safety properties are preserved [106].
Another view to compositional verification is a bottom-up approach. In [108],
we discuss such an approach along the lines of modular verification where the
concept of a component is an independent module with a well-defined interface.
Such notion of a component represents a re-usable off-the-shelf module. Once
verified, this module has a fixed proven specification and then it can be used to
build reliable systems. In [108], this modular verification technique for Rebeca
is presented. In the both approaches described above, although the strategy in
abstraction techniques is the same, the technical details (to keep the theory
valid) are quite different.

5

Symmetry and Partial Order Reduction

Two of the most widely used state-space reduction techniques in explicit-state
model checking are symmetry [36, 51, 25, 86] and partial order reduction [41, 117].
These two are the first reduction techniques implemented in the model checking
engine of Rebeca (Modere) [58, 56] because they fit naturally the asynchronous
object model of Rebeca and yield reasonable reductions.
5.1

Partial Order Reduction

The idea of partial order reduction (POR) is that it is not always necessary to
consider all of the possible interleaved sequences of the enabled actions. Instead,
the execution of some of them can be postponed to a future state without affecting the validity of the correctness property. This way, the full interleaving of
those actions is avoided and the size of the explored state space is reduced.
A popular approach to implementing POR is based on statically detecting
safe actions, called static POR. This approach is applicable to Rebeca only in
absence of dynamic rebec creation or change of topology. The characteristics of
safe actions are described in the following. The first characteristic is invisibility,
i.e., not changing the satisfiability of the correctness property. In the sender/receiver example in Fig. 2, assume the correctness property is G(F(isFinal ==
true)). The message server sendNextReq is then invisible as it does not change
the variable isFinal . In addition, the initial message servers are also by definition
invisible [56], because variables are uninitialized before that.
Two actions are said to be independent if one cannot disable the other; an
action that is independent of all other actions is called globally independent.
Due to absence of shared variables, assignments are local and hence globally
independent; therefore, independence of a message server depends only on its
send statements (recall that no new statement is allowed in static POR). Sending
a message from r1 to r2 is globally independent if r1 is the only rebec that may
send messages to r2 [56]. In the sender/receiver example, since only s sends
messages to r and vice versa, i.e., there are even no self calls, all rebec actions
in this example are globally independent.
An action is safe if it is safe and globally independent. The model checker
can execute a safe action without considering its interleaving with other actions.
The initial message servers as well as sendNextReq correspond to safe actions in
our example.
Considering the coarse-grained interleaving of Rebeca, an action corresponds
to a message server; therefore, POR amounts to a considerable reduction when
applicable. Furthermore, as mentioned above the initial message server is always
invisible. This makes direct application of POR in Modere more efficient than
translating for example to Promela where you will lose such useful information.
5.2

Symmetry Reduction

The symmetry reduction technique views the state space as a graph: the states
are the vertices and the transitions are the edges. The idea then is to partition
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reactiveclass SenderReceiver (4){
knownrebecs {
SenderReceiver peer ;
}
statevars {
int req ;
boolean p a s s ;
i n t msg ;
boolean i s F i n a l ;
}
msgsrv i n i t i a l ( ) {
req = 1;
peer . receiveReq ( req ) ;
isFinal = false ;
}
msgsrv sendNextReq ( ) {
pass = ?( true , f a l s e ) ;
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i f ( pass ) req = req + 1;
i f ( r e q == 5 ) r e q = 1 ;
peer . receiveReq ( req ) ;
}
msgsrv r e c e i v e R e q ( i n t m) {
msg = m;
i f ( msg == 4 )
isFinal = true ;
else
isFinal = false ;
sender . sendNextReq ( ) ;
}
}
main ( ) {
SenderReceiver sr1 ( sr2 ) : ( ) ;
SenderReceiver sr2 ( sr1 ) : ( ) ;
}

Fig. 4. A symmetric sender/receiver reactive class

the state space into equivalence classes corresponding to isomorphic graphs and
use one state as the representative of each equivalence class. The problem in
symmetry reduction is that calculating the representative states, known as the
‘constructive orbit problem,’ is NP-hard [24]. This is usually alleviated by first
specifying or detecting the symmetry among higher-level constructs (such as processes or objects) using some static analysis and then applying it in solving the
orbit problem. The most popular approach to explicitly specify symmetry in a
system is the notion of scalar sets, proposed by Ip and Dill [51], which is also
later used by others, e.g., [13], [43].
In Rebeca, since rebecs instantiated from the same reactive class exhibit similar behavior, any symmetry in the communication structure of a model leads
to symmetry in the underlying state-space graph; we call this inter-rebec symmetry. Detecting such symmetries does not rely on any symmetry-related input
from the modeler. In [58] we proposed a polynomial-time solution for detecting
structural symmetry without requiring any change in the syntax. The sender/receiver example in Fig. 2 is not symmetric because the rebecs in the model are of
different types. We revisit the example in this section by merging the two reactiveclasses thus enabling a rebec to act both as a sender and a receiver, shown
in Fig. 4. The composition of the two rebecs, specified in the main section, is
now symmetric, i.e., by swapping the names of the rebecs we obtain:
main {
SenderReceiver sr2 ( sr1 ) : ( ) ;
SenderReceiver sr1 ( sr2 ) : ( ) ;
}

which can be changed into the original bindings by reordering the lines. This
can be contrasted to the example in Fig. 5, where there is a central receiver with
three senders. In this case, swapping the names of the rebecs of type Sender does
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reactiveclass Receiver (4) {
knownrebecs {
Sender s [ i : 1 . . 3 ] ;
}
statevars {
i n t msg [ i ] ;
boolean i s F i n a l [ i ] ;
}
...
}
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reactiveclass Sender ( 4 ) {
knownrebecs { R e c e i v e r r ; }
...
}
main{
Sender s1 ( r ) : ( ) ;
Sender s2 ( r ) : ( ) ;
Sender s3 ( r ) : ( ) ;
R e c e i v e r r ( s1 , s2 , s 3 ) : ( ) ;
}

Fig. 5. A symmetric star topology.

not yield any symmetry, because this changes the knownrebecs binding of the
Receiver rebec.
The example in Fig. 5 is still symmetric if we make sure the implementation of the Receiver class is internally symmetric. We extended our automatic
symmetry detection further to also consider intra-rebec symmetries [57]. In intrarebec symmetry, we propose to use scalar-sets but for a different purpose from
its usual use, i.e., we use scalar sets locally for each class to specify the symmetric behavior of that class with respect to its known rebecs (when applicable),
rather than specifying the symmetry in the whole system, as in e.g. [52, 14]. Our
use of scalar sets is in line with the modular modeling encouraged by the actor
model. This way we can consider the internal symmetry of rebecs along with the
symmetry in their communication structure.
One of the topologies where intra-rebec symmetry can be used is a star
network. Fig. 5 shows an example of sender and receiver reactive classes that
are instantiated in a star topology. The definition of the Receiver class uses
a scalar set i in defining the known rebecs. This implies that the definition
of the reactiveclass must be symmetrical which is guaranteed by syntactical
restrictions; for example, the state variables in this class definition are defined
per known rebec. Rebeca compiler will check statically whether the model is
symmetric and in that case, it will generate the necessary information for the
model-checking engine (Modere) to apply symmetry reduction.
5.3

Applicable Properties

When using POR, the model checker may only consider Linear Temporal Logic
without the next operator (LTL-X) [41, 117]; as we mentioned above, POR reduces the state space by postponing the execution of certain actions. This intuitively means that the ‘next-state’ behavior of the system is not preserved. When
using symmetry, all temporal operators are allowed but the correctness property
must also be symmetric. For example, with two instances of the SenderReceiver
class (Fig. 4), the property asserting whether only sr1 can reach the goal, i.e.,
isFinal = true, is not symmetric; rather, we must check whether both sr1 and
sr2 could reach this goal.

5.4

Related Work

The closest work to our inter-rebec symmetry detection is that of Donaldson,
Miller and co-authors, who independently from our work, have proposed several
techniques for detecting symmetry in similar models of computation (mainly
Promela) [14, 29–32]. To be able to automatically detect symmetries in Promela,
they need to assume a communication pattern like that of Rebeca, namely using
static channels. Another similar work is by Leuschel and Massart [79] where
there is no need to extend the syntax of B to specify symmetry, because a builtin construct, called deferred sets, gives rise to symmetric data values in a way
similar to scalar sets. Symmetry detection still depends on the proper use of
deferred sets by the modeler, whereas in Rebeca, symmetry detection is based
on the intrinsic communication mechanism of the language.
Basset [77], is a general framework for testing actor systems compiled to Java
bytecode. Basset employs heap symmetry reduction which is based on data symmetries and is thus orthogonal to the structural symmetry reduction technique
that we have applied. On the other hand, Basset implements a dynamic POR
technique based on the happens-before relation and the causality among message send and receive events. There is no need for such heavy-weight dynamic
POR in Rebeca due to the stronger assumptions of coarse-grained interleaving
and FIFO ordering of messages. Unlike in Modere, the reported implementation
of Basset has not yet combined the use of symmetry and POR.

6

Slicing

Program slicing is a program analysis technique with applications in various software engineering activities such as program understanding, debugging, testing,
program maintenance, and complexity measurement [87]. Slicing can be used
together with model checking and is orthogonal to a number of other reduction
techniques. In [34] a significant reduction is reported by slicing concurrent objectoriented source code, and slicing is recommended because of its automation and
low computational cost. In this section, we review slicing of Rebeca codes and
its specific features and data dependencies, which are reported in detail in [96]
and [97].
Static slicing [120] extracts statements from a program which have a direct or
indirect effect on computations of other statements. More specifically, a program
slice consists of the parts of a program that potentially affect the values computed
at some statement of interest (referred to as the slicing criterion). A slicing
criterion is usually denoted by hp, V i, where p is a program statement and V is
a set of variables.
The main challenge in this area is to efficiently build a precise slice. One
of the main approaches to slicing is using reachability analysis on a program
dependence graph. A program dependence graph consists of nodes representing
the statements of a program, and edges representing the control and data dependencies. There is a control dependency between two statement nodes if one

statement controls the execution of the other. Data dependency exists between
two statement nodes if the change made to a variable at one statement might
reach the usage of the same variable at the other statement. The general approach to slicing is to find all paths in the graph that affect a specific variable in
a specific statement. We build all such paths, and hence the slice, by following
the dependency edges backward from the given statement.
In a simple sequential program without procedures, the slicing method is
trivial. Applying the same simple method to programs with procedures, may
build paths that are not realizable. By realizable we mean those paths that
show a possible execution of the program. In order to remove the unrealizable
paths, we need a context-sensitive analysis: the computation of a slice must
preserve the calling context of the called procedures, and ensure that only paths
corresponding to the legal call-return sequences are considered. Context-sensitive
slicing can be done by generating summary edges at call sites: summary edges
represent the transitive dependence edges of called procedures at call sites [70].
In concurrent programs with shared variables another type of dependence
arises: interference. Interference occurs when a variable is defined in one thread
and used in a concurrently executing one. Like above, a simple traversal of
interference dependence edges during slicing can produce unrealizable paths and
make the slice imprecise. To solve this problem, we need to consider the valid
execution chronology [71]. Considering the chronological order of statements
within a thread is not enough to build precise slices. The reason is that it is in
general not possible to determine whether a definition reaches the statement of
interest (slicing criterion), or it is always killed (disabled) by other definitions.
As a result, we may mistakenly consider the statement including that definition
in the slice. So, the interference dependency is not transitive.
Slicing object-oriented programs presents new challenges which are not encountered in traditional program slicing [87]. To slice an object-oriented program,
features such as classes, dynamic binding, encapsulation, inheritance, message
passing and polymorphism need to be considered carefully. Although the concepts of inheritance and polymorphism are strengths of object-oriented programming languages, they pose special challenges in program slicing. Due to inheritance and dynamic binding in object-oriented programs, the process of tracing
dependencies becomes more complex than that in a procedural program.
6.1

Slicing Rebeca

In [97, 96] we proposed slicing techniques for Rebeca which are based on Rebeca’s
actor-based computational model. We introduced a specialized control graph for
Rebeca to capture its reactive behavior. One can perform data flow analysis on a
Rebeca model by iterating over its control flow graph. Rebeca dependence graph
is then introduced to represent different dependencies including control, data,
intra-rebec, parameter-in, activation, member, and known-rebec dependencies.
These two types of graphs are explained below.
A Rebeca control flow graph (RCFG) is defined based on the atomic execution of message servers and the reactive behavior of the rebecs. The control flow

Fig. 6. RCFG of the sender/receiver model (from [96]). Line numbers refer to Fig. 2.

of the body of each message server is trivial but determining the control flow
among the message servers themselves is difficult. The control flow of a Rebeca
model is different from that of multi-threaded concurrent programs due to its reactive and event-based nature. In Rebeca, method calls are different from regular
procedure calls or initiating a thread. A method call is performed by sending an
asynchronous message; the body of the corresponding message server is guaranteed to execute later atomically. A method call does not transfer the execution
control from the caller to the callee nor does it generate a new concurrent thread.
The main issue here is to determine which message servers can potentially execute after a given message server has finished. This depends on the messages on
top of the queues of all rebecs at that time. As an over-approximation, one can
assume that after the execution of a message server is over, all message severs
potentially have a chance for execution. For a more precise approximation, one
can use the causality relations.
As Rebeca is a well-structured language, control dependence can be computed
during the traversal of the abstract syntax tree. The above approximation implies
that the last definition of each variable in a message server can reach the first
statements of all message servers. However, there are no shared variables in
Rebeca, therefore, the only manifestation of this approximation is that a change
in the value of a state variable within a rebec, reaches the other message servers
of the same rebec. Figure 6 shows the RCFG of the sender and receiver example.
The Rebeca Dependence Graph (RDG) captures the features of Rebeca as
follows (see Figure 7): Each reactive class is modeled as a class-object node.

Fig. 7. RDG of the sender/receiver example (from [96]). Line numbers refer to Fig. 2.

Each message server is modeled by an entry node, a set of nodes representing its
statements, and data dependence edges and control dependence edges modeling
the existing dependencies within the body of the message server. The set of
message servers of a reactive class are connected to the corresponding classobject node by member dependence edges. The member dependence edges ensure
that a reactive class will be included in a slice if at least one of its message
servers or state variables is included in that slice. Putting a message in a queue
is represented by an activation node. In addition, an activation edge is used
to connect the activation node to the entry node of the related message server
and a known-rebec dependence edge is used to connect the activation node to the
corresponding known rebec. Parameters of messages are modeled using formal-in
and actual-in nodes along with parameter-in edges.
State variables are not shared among rebecs, but the message servers of each
rebec share the state variables in the rebec. Therefore, there is a dependency between every message server using a variable and other message servers that assign
a value to that variable. So, we introduce the notion of intra-rebec dependency
to represent these kinds of dependencies. Considering the atomic execution of
message servers, this dependency exists between the last statement of a message
server assigning a value to a variable and the first use of that variable in other
message servers (if the value of that variable is not changed in the body of the
second message server before the first use).
To compute a slice from the resulting graph, four different algorithms are presented in [97, 96]. The first one is the traditional reachability algorithm which is
used for static slicing, and the second algorithm is checking a model for deadlock. The third and forth techniques are based on iterative approximation and
refinement of the model. In these techniques, an initial over-approximation of the
original model is computed, and the model is subsequently refined based on the
results of verification (alike in counter-example guided abstraction refinement CEGAR [21]). The goal of these techniques is to find the minimal specification
that satisfies a property, or otherwise a non-spurious counter-example. The reduced model is verified; if a spurious counter-example is found, then the model
is refined to include more variables and the verification-refinement cycle is repeated. The step-wise slicing, starts with a reduced model including only the
variables that construct the property, and the bounded slicing, is based on the
nondeterministic assignments in Rebeca and user knowledge.
6.2

Related Work

A thorough general survey of slicing methods is provided in [70], and a survey of
slicing techniques for object oriented programs is provided in [87]. In [34] slicing
for concurrent object oriented programs is evaluated.
Compared to existing dependence graphs, the Rebeca dependence graph is
simpler in several ways due to the asynchronous nature of communication, atomic
execution of message servers, absence of shared data, and absence of procedure
calls. In addition, Rebeca is an object-based language (as apposed to objectoriented), e.g., inheritance and polymorphism are not included in the language.

So, we do not need to deal with the complexities of dependence graphs designed
for object-oriented languages.
We introduced a new type of dependency for message servers within a rebec,
called intra-rebec dependency. This dependency cannot be captured as interprocedure dependency because the sequence of execution of the message servers
is not deterministic. It is also different from interference dependency because
concurrency does not exist within a rebec. This dependency captures the concurrency in Rebeca, and unlike interference dependence in multi-threaded concurrency, it is transitive.

7

Schedulability Analysis for Timed Actors

Besides functional analysis of systems, it is also necessary to make sure that
systems preserve a certain level of quality-of-service. In standard Rebeca, each
rebec by default assumes a “First-Come, First-Served (FCFS)” strategy to run
the messages in its queue. This is, however, not optimal when there are other
measures like priorities or response time that play a role in the QoS. To optimize QoS, we enable rebecs to specify local scheduling strategies, e.g., based on
fixed priorities, earliest deadline first, or a combination of such policies. Rebecs
may require certain customized scheduling strategies in order to meet their QoS
requirements.
In real-time modeling, a task specification indicates its execution time besides
generation of other tasks; further, tasks have deadlines before which they must be
scheduled and executed. Analyzing schedulability of a real time system consists
of checking whether all tasks are accomplished within their deadlines. In Rebeca,
message servers can be considered tasks and deadlines are associated to messages,
as sending a message in this setting generates a new task.
We employed automata theory [53, 55] to provide a high-level framework
for modular schedulability analysis of asynchronous reactive objects with local
schedulers. In this framework, reactive objects are modeled abstractly using
Timed Automata [8] so that analysis can be done in existing tools for example
Uppaal [75]. At this level of abstraction, a method definition may abstract from
the real computation and replace it by passage of time (as explained later in the
example in Fig. 9).
In modular analysis, we analyze rebecs individually. To analyze a rebec in
isolation, we need to restrict the possible ways in which its methods may be
called; to this end, we make use of behavioral interfaces for rebecs. A behavioral
interface specifies at a high level and in the most general terms how a rebec may
be used. As in modular verification [72], which is based on assume-guarantee
reasoning, individually schedulable rebecs can be used in systems compatible with
their behavioral interfaces. Schedulability of such systems is then guaranteed.
Compatibility being subject to state space explosion can be efficiently tested [55].

invoke[receive][other]?

invoke[next][self]!
deadline = XD

invoke[receive][self]!
deadline = MD

invoke[next][other]?

Fig. 8. Sender (left) and Receiver (right) Behavioral Interfaces

7.1

Real-time classes and rebecs in Timed Automata

Modeling behavioral interfaces. The abstract behavior of a rebec is specified
in its behavioral interface. This interface consists of the messages the rebec may
receive and send and provides an overview of the rebec behavior in a single
automaton. A behavioral interface can also be seen as an abstraction (overapproximation) of the environments that can communicate with the rebec. A
behavioral interface abstracts from specific method implementations, the queue
in the rebec and the scheduling strategy.
In our example of sender-receiver, there are two interfaces (see Fig. 8). In this
section, we use the shortened names ‘receive’ and ‘next’ instead of ‘receiveReq’
and ‘sendNextReq’, respectively. The Sender interface starts by outputting a
‘receive’ message; message communication is written in Uppaal as ‘invoke[m][r]’
where ‘m’ denotes the message name and ’r’ identifies the receiver. As dual to
Sender, the Receiver interface inputs a ‘receive’ message at the beginning, which
has a deadline ‘MD’; to specify a deadline for a message we use a global variable
which will be used by the scheduler automaton (described below after classes).
Considering the symmetric model in Fig. 4, a reactiveclass may implement both
of these interfaces.
To formally define a behavioral interface, we assume a finite global set M
for method names. Sending and receiving messages are written as m! and m?,
respectively. A behavioral interface B providing a set of method names MB ⊆
M is a deterministic timed automaton over alphabet ActB such that ActB is
partitioned into two sets of actions:
– rebec outputs received by the environment: ActB
O = {m?|m ∈ M ∧ m 6∈ MB }
– rebec inputs sent by the environment: ActB
=
{m(d)!|m ∈ MB ∧ d ∈ N}
I
The integer d associated to input actions represents a deadline. A correct
implementation of the rebec should be able to finish method m before d time
units. The methods MB must exist in the classes implementing the interface B.
Other methods are sent by the rebec and should be handled by the environment.
Modeling classes. One can define a class as a set of methods implementing a
specific behavioral interface. A class R implementing the behavioral interface B
is a set {(m1 , A1 ), . . . , (mn , An )} of methods, where
– MR = {m1 , . . . , mn } ⊆ M is a set of method names such that MB ⊆ MR ;
– for all i, 1 ≤ i ≤ n, Ai is a timed automaton representing method mi with
the alphabet Acti = {m!|m ∈ MR } ∪ {m(d)! | m ∈ M ∧ d ∈ N} ∪ {t?|t ∈ T };

finish!

start[initial]?
c:=0

invoke[receive][other]!
deadline = MD
c<=1

finish!

start[receive]?
c := 0

invoke[next][other]!
deadline = XD c <= 4

finish!

start[next]?
c := 0

invoke[receive][other]!
deadline = MD
c<=2

Fig. 9. Methods of a sender-receiver class

Classes have an initial method which is implicitly called upon initialization
and is used for the system startup. Method automata only send messages or
wait for replies while computations are abstracted into time delays. Receiving
messages (and buffering them) is handled by the scheduler automata explained
next. Sending a message m ∈ MR is called a self call. Self calls may or may
not be assigned an explicit deadline. The self calls with no explicit deadline are
called delegation. Delegation implies that the internal task (triggered by the self
call) is in fact the continuation of the parent task; therefore, the delegated task
inherits the (remaining) deadline of the task that triggers it. This mechanism is
also handled by the scheduler.
Fig. 9 depicts the timed automata modeling the abstract behavior of the
methods of a sender-receiver class. This class implements both the Sender and
the Receiver interfaces in Fig. 8, therefore it needs to implement both ‘receive’
and ‘next’ methods (in addition to the ‘initial’ method). To enable starting and
stopping method executions, all these method automata start by a synchronization on the ‘start’ channel and end by ‘finish’ channel. In between, in this
example, each method only sends a message while the rest of the method is
abstracted away into a time delay.

i : int[0,MAX-1]
{guard on i}
finish [self] ?
shift(),
run = {based on i}

msg : int[0,MSG]
delegate[msg][self] ?
q[tail] = msg, ca[tail] = ca[run],
counter[ca[tail]] ++, tail ++
msg : int[0,MSG],
sender : int [0,OBJ-1],
c : int[0,MAX-1]
counter[c] == 0
Running
invoke[msg][self][sender] ?
q[tail] = msg, ca[tail] = c,
x[c] = 0, d[c] = deadline,
counter[c] = 1, tail++

tail == 1
finish [self] ?
shift()
start[q[run]][self] !

i : int[0,MAX-1]
counter[i] > 0 &&
x[i] > d[i]

tail > MAX

Error

Fig. 10. A general scheduler automaton

Modeling schedulers. Fig. 10 shows the general structure of a scheduler automaton. The only thing not specified in this picture is the scheduling strategy.
This automaton has the functionalities described below.

Queue. The queue is modeled using arrays in Uppaal. For a message stored
in q[ i ] , the deadline is stored at d[ca[ i ]] and the clock x[ca[ i ]] keeps track of
how long it has been in the queue. Delegation is modeled by reusing ca. The
variable counter[ i ] holds the number of tasks that use clock x[ i ] . A clock is free
if its counter is zero. When delegation is used, the counter becomes greater than
one.
Input-enabledness. In this general scheduler automaton, there is an edge (left
down in the picture) that allows receiving (at any time) a message on the invoke
channel (from any sender). To allow any message and sender, select expressions
are used. The expression msg : int [0, MSG] nondeterministically selects a value
between 0 and MSG for msg. This is equivalent to adding a transition for each
value of msg. Similarly, any sender (sender : int[0,OBJ−1]) can be selected. The
selected message is put at the tail of the queue (q[ tail ] = msg), a free clock
(counter[c] == 0) is assigned to it (ca[ tail ] = c) and reset (x[c] = 0), and the
deadline value is copied (d[c] = deadline).
A similar transition accepts messages on the delegate channel. In this case, the
clock already assigned to the currently running task (parent task) is assigned to
the internal task (ca[ tail ] = ca[run]). In a delegated task, no sender is specified
(it is always self ).
Context-switch is performed in two steps (without letting time pass). When a
method is finished (synchronizing on finish channel), it is taken out of the queue
(by shift () ). If it is not the last in the queue, the next method to be executed
should be chosen based on a specific scheduling strategy (by assigning the right
value to run). For a concrete scheduler, the guard and update of run should be
well defined. If run is always assigned 0 during context switch, the automaton
serves as a First Come First Served (FCFS) scheduler. An Earliest Deadline
First (EDF) scheduler can be encoded using a guard like:
i < tail && i != run &&
forall (m : int[0,MAX-1])
( (m == run) ||
(x[ca[i]] - x[ca[m]] >= d[ca[i]] - d[ca[m]])
)

and assigning run = (i < run) ? i : i−1 (because i is selected before shifting).
The guard x[a] − x[m] >= d[a] − d[m] makes sure that the remaining deadline
of a, i.e., x[a] − d[a], is bigger than or equal to the remaining deadline of m. The
rest ensures that an empty queue cell ( i < tail ) or the currently finished method
(run) is not selected.
If the currently running method is the last in the queue, nothing needs to be
selected (i.e., if tail == 1 we only need to shift ). The second step in contextswitch is to start the method selected by run. Having defined start as an urgent
channel, the next method is immediately scheduled (if queue is not empty).
Error. The scheduler automaton moves to the Error state if a queue overflow
occurs ( tail > MAX) or a deadline is missed (x[ i ] > d[i ] ). The guard counter[ i ] > 0
checks whether the corresponding clock is currently in use, i.e., assigned to a
message in the queue.

7.2

Modular Schedulability Analysis

An rebec is an instance of a class together with a scheduler automaton. To analyze a rebec in isolation, we need to restrict the possible ways in which the
methods of this rebec could be called. Therefore, we only consider the incoming method calls specified in its behavioral interface. Receiving a message from
another rebec (i.e., an input action in the behavioral interface) creates a new
task (for handling that message) and adds it to the queue. The behavioral interface doesn’t capture (internal tasks triggered by) self calls. In order to analyze
the schedulability of a rebec, one needs to consider both the internal tasks and
the tasks triggered by the (behavioral interface, which abstractly models the
acceptable) environment.
We can generate the possible behaviors of a rebec by making a network of
timed automata consisting of its method automata, behavioral interface automaton B and a concrete scheduler automaton. The inputs of B written as m! will
match with inputs in the scheduler written as m? and the outputs of B written
as m? will match outputs of method automata written as m!.
An rebec is schedulable, i.e., all tasks finish within their deadlines, if and
only if the scheduler cannot reach the Error location with a queue length of
ddmax /bmin e, where dmax is the longest deadline for any method called on any
transition of the automata (method automata or the input actions of the behavioral interface) and bmin is the shortest termination time of any of the method
automata [53]. We can calculate the best case runtime for timed automata as
shown by Courcoubetis and Yannakakis [28].
Once a rebec is verified to be schedulable with respect to its behavioral interface, it can be used as an off-the-shelf component. To ensure the schedulability
of a system composed of individually schedulable rebecs, we need to make sure
their real use is compatible with their expected use specified in the behavioral interfaces. The product of the behavioral interfaces, called B, shows the acceptable
sequences of messages that may be communicated between the rebecs. Compatibility is defined as the inclusion of the visible traces of the system in the traces
of B [55].
To avoid state-space explosion, we test compatibility. A trace is taken from
B and turned into a test case by adding Fail, Pass and Inconc locations.
Deviations from the trace either lead to inconclusive verdict Inconc (meaning
that no conclusions can be drawn from this test) when the step is allowed in B,
or otherwise lead to Fail (meaning that a counter-example to compatibility is
found). The submission of a test case consists of having it synchronize with the
system. This makes the system take the steps specified in the original trace. The
Fail location is reachable if and only if the system is incompatible with B along
this trace. This testing method is sound and complete [55].
7.3

Related Work

Schedulability has usually been analyzed for a whole system running on a single
processor, whether at modeling [38, 7] or programming level [27, 69]. We address

distributed systems where each rebec has a dedicated processor and scheduling policy. We propose a modular approach to schedulability analysis similar to
the ideas of modular model checking [72]. The work in [40] is also applicable
to distributed systems but is limited to rate monotonic analysis. Our analysis
being based on automata can handle non-uniformly recurring tasks as in Task
Automata [38]. In Task automata, however, a task is purely specified as computation times and therefore it cannot create sub-tasks.
RT-Synchronizers [93] are designed for declarative specification of timing constraints over groups of untimed actors. Therefore, they do not speak of schedulability of the actors themselves; in fact, a deadline associated to a message is
for the time before it is executed and therefore cannot deal with the execution
time of the task itself or sub-task generation.
In our approach, behavioral interfaces are key to modularity. A behavioral
interface models the most general message arrival pattern for a rebec. In the
literature, a model of the environment is usually the task generation scheme in
a specific situation. However, a behavioral interface in our analysis covers all
allowable scenarios of using the rebec, which in turn adds to the modularity
of our approach; every use of the rebec foreseen in the interface is verified to
be schedulable. Comparatively, for instance in TAXYS [27], this model of the
environment can also be general enough to cover all uses of the program but it
is used to analyze a complete program and is not used modularly.
In [12, 54], an extension to our approach is applied to accommodate explicit
release statements and replies of the Creol language. Creol [61, 60] is a concurrent object-based language where the core of the language is similar to Rebeca
and objects communicate only via asynchronous message passing. Asynchronous
message passing in Creol is augmented with return values. Furthermore, Creol
has explicit synchronization mechanisms, e.g., after sending a message, the caller
may wait for a return value from the callee. A running method can decide to
voluntarily release the control over processor, e.g., if the return values of a call
are not yet available.

8

Extending Rebeca: Analyzing Self-Adaptive Models

Software systems are steadily becoming larger, more heterogeneous and longlived. Flexible and scalable approaches are required for developing today’s complex and evolving software-intensive systems. Hard-coded mechanisms make tuning and adapting long-run systems complicated. A prosperous practice is to enable such systems to continually evolve and adapt to situations not anticipated
at development time.
In order to obtain adaptation, a major concern is Flexibility. Recently, the use
of policies has been recognized as a powerful mechanism to achieve flexibility in
adaptive and autonomous systems. With policies, one can “dynamically” specify
the requirements in terms of high level goals. A policy is a rule describing the
conditions under which a specified subject must, may or may not perform an
action on a specific object.

Since self-adaptive systems are often complex and have a great degree of
autonomy, it is more difficult to ensure that they behave as intended. Hence,
it is of great practical importance to provide rigorous mechanisms for checking
their correctness. To this end, model-driven approaches and formal methods can
play a key role.
PobSAM (Policy-based Self-Adaptive Model) [67] is a flexible formal model to
develop, specify and verify self-adaptive systems. It uses Rebeca as the language
for specifying the functional behavior of systems. In order to build self-adaptive
models, PobSAM adds two layers of views and managers on top of the actor
layer. Analysis methods based on Rebeca model checking tools are proposed to
check behavioral correctness, consistency of policies, and safety in the adaptation
phase. Theories for checking behavioral equivalence and substitutability of two
components are established. A mapping to Maude [82] is developed (not yet
published) for more effective analysis of the models.
8.1

Motivating Example: Smart Home

As a motivating example, we describe a smart home based on the the example
in [67]. In a home automation system, sensors are devices that provide a smart
home with information about the physical properties of the environment. In
addition, actuators are physical devices that can change the state of the world
in response to these sensed data. The system processes the data gathered by the
sensors, then it activates the actuators to alter the user environment according
to the predefined set of policies. Smart homes can have different features, for
example: (1) The lighting control can switch the lights on/off automatically,
or adjust their intensity based on their placement in a room and according to
the predefined policies. (2) Doors/Windows management controls windows and
doors automatically. For instance, if windows have blinds, these should be rolled
up and down automatically. (3) Heating control allows the inhabitants to adjust
the house temperature to their preferred value. The heating control will adjust
itself automatically in order to save energy.
The smart home system is required to adapt its behavior according to the
changes in the environment. A typical system runs in normal, vacation and fire
modes, and in each mode, it enforces different sets of policies to adapt to the
current conditions. As some examples the policies defined for the lighting control
module while the system runs in normal and fire modes can be as follows:
Defined policies in the normal mode
P1 Turn on the lights automatically when night begins.
P2 Whenever someone enters an empty room, the light setting must be set to
default.
P3 When the room is reoccupied within T1 minutes after the last person has
left the room, the last chosen light setting has to be reestablished.
P4 The system must turn the lights off, when the room is unoccupied.

Defined policies in the fire mode
P1 Turn on the emergency light.
P2 Disconnect power outlets.
P3 When the fire is extinguished, turn off the emergency light.
8.2

PobSAM Outline

A PobSAM model is the composition of three layers:
– The actors layer describes the functional behavior of the system and contains
the computational entities. Rebeca is used to model these actors.
– The managers layer contains the autonomous managers. Managers are responsible for managing actors’ behavior according to the predefined policies.
– The view layer is composed of a set of views that provide an abstraction of
the actors’ state for the managers. A view is a state variable, a function or
a predicate applied to the state variables of actors.
The managers monitor the actors through views. Views provide managers with
the required information about the actors. Each manager has a set of configurations containing adaptation policies and governing policies. The actors’ behavior is directed by sending messages to them according to the governing policies.
Adaptation policies are used for dynamic adaptation in response to the changing
circumstances by switching between configurations.
In our example, actors are used at the functional level and model the sensors
and actuators (e.g., the light actuator). The manager layer includes the policies
in each configuration (e.g., the light controller would be a manager with the
different policies for normal, fire and vacation configurations). The view layer
acts as an abstract interface of the actors for the managers (e.g., a variable
showing the intensity of each light and a variable showing the total intensity).
In this model, a new mode of operation, called the adaptation mode, is introduced to control the adaptation phase. Whenever an event which requires
adaptation occurs, the relevant managers are informed. However, adaptation is
not done immediately and the managers run in adaptation mode before switching
to the next configuration. When the system reaches a safe state, the managers
switch to the new configuration. This feature allows us to guide the adaptation
process safely. There are two kinds of adaptation, called loose adaptation and
strict adaptation. Under loose adaptation, the manager enforces old governing
policies, whereas in strict adaptation, all events are ignored until the system
passes the adaptation mode and reaches a safe state.
PobSAM has a formal foundation that employs an integration of algebraic
formalisms and actor-based models. While the computational (functional) model
of PobSAM is based on the actor-based semantics of Rebeca, the Configuration
Algebra (CA) is proposed to specify the configurations of managers. A manager
is formally defined as a tuple consisting of the set of possible configurations,
the initial configuration, and the set of observable views for the manager. A

configuration is defined as a set of governing policies and a set of adaptation
policies.
A governing policy consists of a priority, an event, a condition (a Boolean
term) and an action. Events are generated when the execution of a message
server is completed, when a message is sent, when a new actor is created, and
when a specific condition in the system becomes true. The action part of a
governing policy is specified using an algebraic theory in which the primitive
action is sending a message to an actor (rebec). Action terms may be guarded;
complex actions are constructed by sequential or parallel composition or by a
nondeterministic choice among multiple actions. Whenever a manager receives
an event, it identifies all the governing policies that are activated by that event.
For each of the activated policies, if the policy condition evaluates to true, its
action is triggered by sending a message to the relevant actors.
An adaptation policy is a prioritized rule that whenever triggered, drives the
manager to the adaptation mode. The manager will switch to the new configuration after a safe state is reached. An adaptation policy consists of the priority
of the policy, the triggering event, the condition of triggering the policy, the
condition of applying the policy, the adaptation type (loose or strict), and the
new configuration. Adaptation takes place in two phases. The adaptation policy
implies that when the specified event occurs, and the triggering condition holds,
if there is no other triggered adaptation policy with a higher priority, then the
manager evolves to the strict or loose adaptation modes based on its type. When
the condition of applying adaptation becomes true, the manager will perform
adaptation and switch to the specified configuration.
8.3

Formal Analysis

We can perform different kinds of analysis on PobSAM models. In general, properties to be checked about an adaptive system can be categorized as adaptation
properties, functional properties or a composition of both. Correctness properties
of the functional layer (actors) of PobSAM models are application-specific. Correctness properties of the managers layer are related to the adaptation concerns
(i.e., adaptation policies) or behavioral concerns (i.e., governing policies). Particularly, as policies direct the system behavior, it is required to understand and
control the overall effect of governing policies on the system behavior. Governing
policies often interact with each other and can cause undesirable effects. Hence,
it is crucial to provide mechanisms to detect different kinds of policy conflicts.
Furthermore, the correctness of the adaptation process of the PobSAM models,
especially its stability, is an important property that needs to be verified.
In [68], we model PobSAM using Rebeca where actors and managers are
modeled as rebecs, and views are modeled using global variables (as explained
in Section 3.2 global variables are added to Rebeca for modeling system-level
designs and can be used in a controlled way here, too). To enforce governing
policies, a message server named enforce is considered for each manager rebec,
which receives and handles events by interpreting the governing policies of the
current configuration of the manager. While a manager is in normal or loose

adaptation mode, it handles events by enforcing the triggered governing policies
based on the priority of the policies. Governing policies are expressed as a set of
rules in the body of enforce. The conditional part of a governing policy is defined
as a guarded expression. The policy context is defined in terms of the global state
variables associated with the view layer. Moreover, a new generic classification
of the conflicts that may exist among governing policies is introduced, and LTL
patterns are proposed to express each type of these conflicts. A number of correctness properties of the adaptation process are also introduced. We use the
model checking tools of Rebeca to detect policy conflicts and check the correctness of the adaptation phase. In addition to model checking, an approach based
on static analysis of adaptation policies is presented to check system stability: if
an adaptation by a manager leads to another adaptation, and this continues in
a cycle then it causes an unstable state for the system which can be detected by
a graph analysis technique.
Later, in [66], a behavioral equivalence theory is presented which helps in
substitution of components and compositional reasoning. In dynamic environments such as the ubiquitous computing world, many systems must cope with
variable resources, system faults and changing user priorities. In such environments, the system required to continue running with minimal human intervention, and the component assessment and integration process must be carried
out automatically. Component assessment is identifying a component with the
desired behavior that can replace another one. A possible solution to this problem relies on detecting the behavioral equivalence of components. Generally,
we categorize behavioral equivalence of two components as context-independent
or context-specific. Two components that are context-independent equivalent
behave equivalently in any environment, whereas equivalence of two contextspecific equivalent components depends on the environments in which they are
running.
In [66], we present a context-independent behavioral equivalence theory to
reason about managers, configurations, policies and policy actions. We develop
semantic theories based on the notion of splitting bisimulation [11] and present
sound and complete axiomatizations for this kind of bisimulation with respect
to policy actions and governing policies. Furthermore, we introduce a new type
of bisimilarity, called prioritized splitting bisimulation, to describe the behavioral equivalence of adaptation policies, configurations and managers. In [65], we
develop an equational theory to analyze the context-specific behavioral equivalence of manager components based on a notion of behavioral equivalence, called
state-based bisimulation. The view layer (i.e., the context) of the system is specified by a labeled state transition system. We extend our Configuration Algebra
with new operators to consider the interaction of managers and the context and
present the axioms of those operators. An important advantage of this equational theory is that it analyzes the behavioral equivalence of the manager layer
using the view layer and independently from the actor layer.

8.4

Related Work

Dynamic adaptation is a very diverse area of research and different communities
are concerned with this issue including autonomic computing, component-based
systems, software architecture, coordination models, agent-based systems, etc.
Structural adaptation has been given strong attention in the research community, and formal techniques have been extensively used to model and analyze
dynamic structural adaptation (see [15]). Structural adaptation (or dynamic reconfiguration) is usually modeled using graph-based approaches (e.g. [112, 84])
or ADL-based approaches (e.g. [80, 90]).
Behavioral adaptation focuses on modifying the functionalities of the computational entities. Formal modeling and verification of adaptive systems at behavioral level is a young research area [18] and only a few research groups have
already focused on this topic. As part of the RAPIDware project, Zhang et al.
[123] proposed a model-driven approach for developing adaptive systems. In this
approach, different contexts in which an adaptive program may run are specified
by a formalism like temporal logic. The local properties of the program in each
context are described formally. Then, a state-based model of the program in each
context as well as the adaptation models for the adaptations of the program from
one context to another are built. Different behavioral variants of a program are
modeled as Petri Nets in [123]. Furthermore, they extend LTL with an “adapt”
operator called A-LTL to specify adaptation requirements before, during and
after adaptation [122] and introduce a model checking approach to verify the
program formally. In another work [124], they propose a modular approach to
verify adaptive programs.
Schneider et al. [100] present a method to describe adaptation behavior at
an abstract level. After deriving transition systems from the system description,
the system properties are verified using model checking techniques. In their later
work [1], they propose a framework, MARS, for model-based development of
adaptive embedded systems in which a model consists of a set of modules. A
module may have different guarded configurations which are selected dependent
on the current situation of the modules environment. The system is specified
using Synchronous Adaptive Systems (SAS) [99] and is verified using theorem
proving, model checking and specialized verification methods.
RAPIDware and MARS are on a different level of abstraction comparing to
PobSAM. In these works, the system is described using a semantic-level statebased formalism while PobSAM uses high-level policies to control the system
behavior and provide a high-level language to specify policies formally. Moreover,
unlike PobSAM, configurations and the adaptation logic are fixed in RAPIDware
and MARS. The ability to change configurations and the adaptation logic is vital
to be able to model evolving adaptive systems. An act of adaptation in [122]
results in a completely new program, but adaptation in PobSAM influences only
the managers layer and the actors keeps running normally during adaptation.
Thus, the adaptation semantics of PobSAM differs from that of A-LTL, however,
both approaches consider safe adaptation.

A close area of research is coordination in which the interaction of objects
can be controlled to achieve adaptation. While coordination models aim at decoupling interactions from computation and controlling interactions, PobSAM is
concerned with controlling objects through controlling their behavior and decouples the behavioral choices and adaptation issues from the computational environment. ARC (Actor-Role-Coordinator)[94] and PAGODA (Policy And GOal
based Distributed Architecture) [115, 116] are two actor-based coordination models in which meta-actors control interactions of actors. ARC controls objects
interactions by manipulating message delivery, for instance via rerouting and
reordering messages. In PAGODA, each coordinator is provided with a set of
policies to coordinate actors where a simple policy may reorder messages, serialize requests and maintain a history of events.
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Conclusion and Future Work

Several actor languages have been developed [91, 37, 93, 121, 119], and some of
these languages are supported by model checking or testing tools [39, 101, 77].
In this paper, we focused on the imperative actor-based modeling language Rebeca, which has been designed in 2001 with the goal of providing a language for
modeling concurrent and distributed systems with formal verification support.
Throughout the paper, the language Rebeca and the supporting tools and techniques for analyzing Rebeca models are explained. Here, we will summarize our
main design decisions in the language, its extensions and analysis techniques.
We will also address some of the ongoing and future work. This list is far from
complete.
The language and its extensions. The general design strategy of Rebeca has been
to keep the language a pure actor-based modeling language with no synchronous
communication. Rebeca is designed based on an operational view of the actor
model introduced in [4, 5, 81]. The kernel of the Rebeca language is kept simple
and only supports asynchronous non-blocking message passing. This has allowed
us to provide powerful analysis methods based on specialized abstraction and
reduction techniques. On the other hand, we extended Rebeca for a few specific domains, e.g., for hardware-software co-design (Section 3.2) [63, 92], and
for globally asynchronous, locally synchronous systems (GALS) [108, 109]. To
be used as a hardware-software co-design language, we added global variables
in order to model events and signals in a system design, and wait statements
to model the situations when a process in the system is waiting for a specific
event. Our reduction techniques are extended to cover this extension of Rebeca.
The same extension of Rebeca is used in designing self-adaptive policy-based
systems (explained in Section 8). In the extension for modeling GALS, we added
a formal notion of components to the language. Components interact only by
asynchronous messages, while within each component, the reactive objects may
communicate by synchronous messages. This offers a general framework which
integrates, in a formally consistent manner, both synchrony and asynchrony.

Our formal verification approach is adjusted to reason about the open components. Certain properties are proven to be preserved when the model checked
components are composed with other arbitrary components, and so, they can be
plugged in a model relying on their behavior.
Analysis. Actor programming avoids the bugs inherent in shared-memory programming, but problems in incorrect sequential code within an actor, and problems in sequence of message passing still exist. These can cause deadlocks, race
conditions, or bugs in the desired protocol. The biggest problem in analyzing
actors is the growing number of sent messages (can be seen as events) that are
not yet handled; this can quickly cause state-space explosion. In our tools, we
allow the user to check the queue overflow condition and increase the size of the
queue. In certain models the size of the queue is not bounded; in such situations, we need to have the option of running the system despite queue overflow.
To handle an overflow, different policies can be taken, e.g., to overwrite the old
messages or purge the new ones.
Rebeca has FIFO queues for the pending messages, which pose stronger ordering constraints in comparison to message bags used in many other actor
languages. This preserves the happens-before relation [74, 77] while at the same
time we consider all the possible interleavings for the execution of the rebecs. In
our model, we have fewer message interleavings: for example between any pair of
actors, the messages are processed in sending order, which is not the case for the
models using bags. We consider atomic execution of methods, which is in line
with the macro-step semantics of [5]. The combination of atomic execution and
FIFO message queues causes even less message interleavings, for example, in the
case where within a method we have more than one messages sent to the same
rebec. These situations can be found by a simple static analysis of the code and
if necessary be taken care of by a fine-grained execution of methods, or having
a rebec in the middle that plays the role of a bag for the messages.
In analyzing Rebeca, we generally do not need to deal with the complications
of programming languages, like complex data structures, or implementation details like managing the thread pools.
Future Work. The semantics and the established theories for Rebeca include
dynamic creation of rebecs and dynamic topology, but the tools have to be
extended to support these features of the language.
An ongoing work is a distributed implementation of the model checker. The
BFS algorithm is especially suitable for parallel model checking [9]. This extension will distribute the state space across multiple computers, which will result
in the ability to handle much bigger systems. In this work, we are investigating
the applicability of call dependency graphs of Rebeca code which are similar to
event diagrams of Clinger [26] but are derived using static analysis. Another approach to improve efficiency is using heuristics in model checking Rebeca. We are
working on the application of best-first search algorithms using heuristics based
on information from the message queues. Preliminary experimental results show
the efficacy of the technique for some models [50].

A possible extension of Modere is to replace the rebec manager with a process/object manager for another language with a similar actor-based concurrency
model. An ongoing work is integrating a Creol [62, 60] interpreter with Modere.
Creol is based on concurrent objects (similar to actors). Creol has fine-grained
interleaving and assumes no order on executing messages from the message bags.
The semantics of Creol is implemented in the rewrite engine of Maude and as a
result, execution and simulation of Creol models are currently possible. To the
best of our knowledge, there exists however no efficient model checking tool for
Creol. We expect that the state-space reduction techniques already developed in
Modere could also be applicable to Creol (possibly with some adjustments) due
to the similar concurrency model.
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