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Sth lecture (today):
last time:

*pseudorandom functions
*chosen-plaintext security

*Message Authentication
Codes (MACs)

* CCA security

private-key
encryption

public-key
encryption

digital signatures




Motivation

® company order

® email, SMS, etc.

® banking transaction
® contracts

® software patches

integrity and authenticity are often more basic
needs than secrecy
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2000:

* security definition of
MACs

security of CBC MAC
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UC Davis, San Diego


http://www-cse.ucsd.edu/users/mihir/papers/cbc.pdf

CBC encrypt vs CBC-MAC
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Cipher Block Chaining (CBC) mode encryption

tricky details!

see exercises




Chosen Ciphertext Attacks (CCA)
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Trouble with AuthThenEncrypt

¢ < Encii( m || Macika(m) )

Trans ' (00) =
Trans(0) = 00 Trans ! (01) =
Trans(l) =01 or 10 Trans'(10) = |

Trans”'(11) = L

Enck(m) = Enc’(Trans(m))=(r, Fi(r)®Trans(m) )
Enc is CPA-secure, but AtE can be CCA-attacked!

c = Enc’ki( Trans(m]|Maci2(m)) )
= (r, F(r)®Trans(m||Maci2(m)) )



Trouble with AuthThenEncrypt

¢ < Encki( m || Macika(m) )

Trans ' (00) =
Trans(0) = 00 Trans ! (01) =
Trans(l) =01l or 10 Trans™'(10) = |

CTR-mode with PRF F. IEUSEURIEE

Enck(m) = Enc’(Trans(m))=(r, Fi(r)®Trans(m) )
Enc is CPA-secure, but AtE can be CCA-attacked!

c = Enc’ki( Trans(m]|Maci2(m)) )
= (r, F(r)®Trans(m||Maci2(m)) )



Trouble with AuthThenEncrypt

¢ < Encki( m || Macika(m) )

Trans’
Trans(0) = 00 Trans:
Trans(l) =0l or 10 Trans-

CTR-mode with PRF F. RIEIIEY

(00) = 0
0l1) = |
EL
(1) =1

Enck(m) = Enc’(Trans(m))=(r, Fi(r)®Trans(m) )
Enc is CPA-secure, but AtE can be CCA-attacked!

¢ = Enc'vi( Trans(m||Macia(m)) )

= (r, F(r)®Trans(m||Maci2(m)) )

flipping the first two bits of this block and

trying Dec( ) reveals the first bit of m
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Bruce Schneier —

* wrote several books and articles
about computer security

* influential blog and newsletter

* designed crypto algorithms

* board member of Electronic
Frontier Foundation (EFF)

e visit his official site, and the funny
Bruce Schneier Facts



https://www.schneier.com/books.html
https://www.schneier.com/crypto-gram.html
https://www.schneier.com/skein.html
https://www.eff.org/
https://www.schneier.com/
http://www.schneierfacts.com/

