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Secret sharing

e Method for dividing a secret S into n pieces of information (shares or shadows) s1,s2,...,S,, where
each s; does not reveal anything about S.

e The shares can be distributed among a group of participants or kept by a single person (depending on
the purpose of the computation).

e With k (or more) shares it is possible to easily recover the secret.

e All possible values of S are equally likely for someone with knowledge of only x shares (with z < k).
The (k, n)-threshold scheme

e A particular type of access structure: a description of which subsets of participants are allowed to
recover the secret.

e Monotone: if a subset W of the set of participants is allowed to recover the secret, any superset of W
is also allowed.

e n : total number of participants (shares)

e k : minimal number of participants (shares) needed to recover the secret.

Properties

(*) Possibility to add or remove any s; without affecting the other shares, once k is fixed (floating number
of participants);

(*) Possibility to change the shares without changing the secret (for security reasons);

(*) Possibility to get a hierarchical scheme giving a different number of shares to each participant, depending
on his/her importance.

Protocol

Since any information can be expressed as a number (in our case: the secret S), polynomials can be used as
a tool to achieve secret sharing with a (k,n)-threshold scheme.

In fact, any polynomial g(x) of degree k — 1 can be determined if k points (z1,91), ..., (zk, yx) in the two
dimensional plane are given.

A polynomial g(x) of degree k — 1 is chosen:

q(l') :a0+a1$+"'+ak,1xk_1 (1)

We set the free term to be equal to the secret, i. e. S = ag; thus, S = ¢(0). We have that s; = ¢(7).
This means that pair(s) of the form (4, ¢(¢)) will be given to each participant, and with k of them it will be
possible to recover the secret.



Lagrange Interpolation method

where
T -w)
pj(z) = H T (3)
with 7 =1,... k.

With any set of k points (z;,y;) it is possible to efficiently find the coefficients of g(z) by interpolation and
then to evaluate S = ¢(0). Knowledge of only k — 1 points is not enough to find the curve represented by
the polynomial.

Application of secret sharing

Multi-party computation: The main idea is to combine confidential information that comes from several
sources (in order to store it or to do computations on it), even when the parties do not trust each other.
Parties (players) : Py,..., P, (where every P; owns a secret input s;).

The goal is to compute securely a function f : (s1,...,sy); that is:

- the correct value of y is output (correctness);

- y is the only new information that is released (privacy);

Example: voting.

During elections it is mandatory to have a secure protocol for adding the votes of the participants, without
anyone discovering the votes of the others and in a way with which it is possible to detect whether someone
has deviated from the protocol (secure addition).
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